Facility Security Checklist

The purpose of this checklist is to ensure that the security requirements are considered at the beginning of the space planning process. 

· Part I of this checklist helps the LOB client and RECO coordinate with SSE and consider their security requirements.  

· Part II outlines the typical types of security requirements for level 1 and 2 facilities.  

· Part III provides the type of support the SSE would provide the RECO and LOB as well as a list of regional SSE’s.

PART 1 – Establishing the Security Requirements 

After the user’s requirement is received, the RECO will contact the LOB and SSE to discuss the following questions to begin planning the users security requirements.

1.
Questions for the RECO to ask LOB and SSE

· Has the responsible SSE been contacted?

· Has the LOB client budgeted for the security effort?

· Did the LOB work with the SSE to determine the estimated budget for security?

· Has the SSE provided the baseline Facility Security protective measures, which match the SL with the facility?

· If the facility is HIGH risk, as determined by SSE? Did the SSE provide additional “Based on Evaluation” (BOE) security measures?

2. Questions the SSE will need to ask the LOB or RECO

· Who is the LOB client(s)?

· What is the physical address location(s) [if known] of the prospective lease sites?

· What types of FAA work functions will the leased space accommodate/perform?

· Will this be a shared tenant facility? Who are the other tenants?  What are the functions of the shared tenant?

· Are there any other government high-risk tenants at the facility being considered?

· How many FAA personnel will there be at the facility?

· What will be the maximum / peak FAA personnel at the facility at shift change?

· Is this is an ATC facility?

· What is the ATC facility level rating?

· If this is an ATC facility will there be childcare (or credit union, other?) offered by FAA at facility?

· Will this be a 24/7 facility?

· What critical areas (defined by 1600.69A) will the facility manager need to accommodate?  Describe the nature of the critical areas to determine the protective measures needed.

· Will contract guards be required and location of security checkpoint?

3.
Information the SSE would be providing to the RECO and LOB

· Determination of the Security Level of the facility

· Determination of the Risk Level based on the location(s) provided by RECO

· Determination of required baseline (and possibly BOE) security protective measures.  

PART II – TYPES OF SECURITY REQUIREMENTS FOR DIFFERENT LEVELS

Below is a list of typical security requirements for the various levels of buildings.  However each client will have requirements developed based upon an assessment of their needs and types of facility.

 Typical SL 2 Security Measures

· Persons at Facility: 11 - 150

· Measures

· Perimeter: very few

· Entry: CR’s high use doors, ECV, Intercom, Remote Release, Best locks, NRP Hinges

· Interior: Walls, signage

· Planning: Administrative (contractor B/G, etc)

Typical SL 1 Security Measures

· Persons at Facility: 1 - 10

· Measures

· Perimeter: very few

· Entry: Visitor assessment, Possible Intercom and Remote Release, Best locks, NRP hinges

· Interior: Walls, signage

· Planning: Administrative (contractor B/G, etc)

Cost Metrics from FSRM Program

· SL 3 Specialized approx $1.4M to $2.9M

· SL 2

· Without fencing $52k

· With fencing $92k

· SL 1

· Without fencing $33k

· With fencing $73k


PART III – TYPE OF SUPPORT FROM SSE

Below is a list of the typical areas that an SSE can provide support to the RECO and LOB.

1.  Areas of possible SSE Support (may vary depending on complexity and security level)

· SSE role in client planning and budgeting

· SSE(s) role in development of SIR / SFO security requirements (Facility and Personnel)

· SSE role in market survey

· Confirmation of lessor meeting security requirements

· Examination of lessors recommended alternatives

· Support to facility manager where the Security Order could not be met 

· SSE provides assistance to facility manager in coordinating with ACO-400 to formalize exceptions to security policy [formal FAA memo process] prior to lease

· SSE provide technical support for RECO if required during negotiations

· SSE role in Facility acceptance

· SSE reviews Lessor’s plans

2.
SSE Contacts by Region

· AXX – 710’s

· AMC - 700

· AWA [ASI-100: formerly ACO-400]
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