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NAS Modernization System Safety Management Program

1.0 Introduction

This System Safety Management Program (SSMP) defines the scope purpose, objectives, and planned activities of the Federal Aviation Administration’s (FAA) system safety effort as it applies to the acquisition of systems in NAS modernization.

1.1 Purpose

The SSMP establishes and defines the FAA’s plan for ensuring that System Safety is effectively integrated into NAS modernization in accordance with FAA orders and Acquisition Management System (AMS) policy.  It describes the AMS phases, organizational roles & responsibilities, program requirements, tasks, and reporting associated with performing Safety Risk Management (SRM) within the FAA AMS.  The purpose of SRM is to identify, evaluate and eliminate or control system hazards during the life cycle of a given program.  This SSMP serves as:

· specific AMS guidance for programs during Mission and Investment Analysis

· definition of the Joint Resource Council (JRC) expectations with regard to safety risk management

· general AMS guidance for  program planning during Solution Implementation, In Service Management, and Disposal.

Together the SSMP and the individual program’s System Safety Program Plan ensures execution of safety risk management throughout the entire program's life cycle and they establish a disciplined system engineering based methodology to achieve the SRM objectives as defined in FAA orders and AMS policy.

The SSMP provides a detailed description of the organization and responsibilities of FAA acquisition management and program staffs for fulfilling the SRM objectives.  It also describes the relationships and task integration between FAA Mission Analysis Team (MAT) and Investment Analysis Teams (IAT), Integrated Requirements Teams (IRT), Integrated Product Teams (IPT), Product Teams (PT), System Safety Working Group (SSWG), and the System Engineering Council (SEC).

Upon agreement between the Office of Research and Acquisitions (ARA) Management Team (ARAMT), the NAS Modernization SSWG, and the Acquisition Systems Advisory Group (ASAG) the SSMP may be revised when a change affects the accepted scope of performance or requirements.

1.2 Scope (Revised 01/2002)
FAA policies (AMS 2.9.12) and Orders (8040.4) require the incorporation of a planned and organized SRM approach to decision making consistent with each organization’s or Line of Business’s (LOB’s) role in the FAA.  This System Safety Management Program establishes and defines specifically the FAA AMS SRM program.  The Office of Research and Acquisition's (ARA) role is to provide leadership, direction, and guidance relating to FAA acquisition policy, research, system prototyping, and agency information resource management.  As the FAA's Acquisition Executive, the Associate Administrator for Research and Acquisitions leads the agency's programs in the areas of:

· Definition and validation of requirements and planning for current and future systems supporting the National Airspace System, including air traffic management, airport technology, safety, capacity, and security

· Complex initiatives for new management approaches, administrative techniques, and information technology solutions to improve resource allocation, cost efficiency, and productivity.  Integration of operational requirements with system development, including system planning for design and material control, advanced technologies and concepts, and operations research

· Development and management of centralized acquisition policy and programs

1.3 List of Applicable Documents (Revised 01/2002)
1.3.1 Government Documents

1.3.1.1 FAA Documents (Revised 01/2002)
(1) Order 8040.4 Safety Risk Management

(2) FAA Acquisition Management System

(3) FAA System Safety Handbook (SSH)

(4) Federal Aviation Regulation (FAR) part 25.1309 (14 CFR part 25)

(5) Advisory Circular, AC 25.1309-( )

1.3.1.2 Other Government Documents

(1) MIL-STD-882, DoD Practices for System Safety

1.3.2 Non-Government Documents (Revised 01/2002)
1) RTCA/DO – TBD Operational Safety Assessment

2) SAE Aerospace Recommended Practice ARP4761 - Guidelines and methods for conducting the safety assessment process on civil airborne systems and equipment.

2.0 FAA Safety Risk Management Policy

This section describes the System Risk Management policies used within the FAA.

2.1 FAA Order 8040.4 Safety Risk Management

The primary policy governing safety risk management and system safety in the FAA is Order 8040.4.  This order sets requirements for the implementation of safety risk management within the FAA and establishes the FAA Safety Risk Management Committee (SRMC).

2.1.1 Safety risk management

FAA Order 8040.4 requires the FAA-wide implementation of safety risk management in a formalized, disciplined, and documented manner for all high-consequence decisions as defined in Order 8040.4.  Each program office and LOB is required to establish and implement the policy contained within Order 8040.4 consistent with that program office and LOBs role in the FAA.  While the methods and documentation can be tailored with sufficient rationale, each program office and LOB is required to satisfy the following criteria:

· Implement safety risk management by performing risk assessment and analysis and using the results to make decisions

· Plan – the risk assessment and analysis must be predetermined, documented in a plan which must include the criteria for acceptable risk

· Hazard identification – the hazard analyses and assessments required in the plan must identify the safety risks associated with the system or operations under evaluation

· Analysis – the risks must be characterized in terms of severity of consequence and likelihood of occurrence

· Risk Assessment – the risk assessment of the hazards examined must be compared to the acceptability criteria specified in the plan and the results provided in a manner and method easily adapted for decision making

· Decision – the risk management decision must include the safety risk assessment and the risk assessments may be used to compare and contrast options

The order permits quantitative or qualitative assessments, but states a preference for quantitative.  It requires the assessments, to the maximum extent feasible, to be scientifically objective, unbiased, and inclusive of all relevant data.  Assumptions must be avoided when feasible, but when unavoidable they must be conservative and the basis for the assumption must be clearly identified.  As a decision tool, the risk assessment should be related to current risks and should compare the risks of various alternatives when applicable.

In addition, the order requires each LOB or program office to plan the following for each high-consequence decision:

· Perform and provide a risk assessment that compares each alternative considered (including no action or change, or baseline) for the purpose of ranking the alternatives for decision making

· Assess the costs and safety risk reduction or increase (or other benefits) associated with each alternative under final consideration
2.1.2 Safety Risk Management Committee (SRMC)

The SRMC is established by Order 8040.4 to provide guidance to the program offices or LOBs, when requested, on planning, organizing, and implementing this Order.  The SRMC consists of technical experts in safety risk management, with representation from each Associate/Assistant Administrator and the Offices of the Chief Counsel, Civil Rights, Government and Industry Affairs, and Public Affairs.

2.2 Acquisition Management System (AMS) Policies (Revised 01/2002)
The AMS policy contains the following paragraphs in 2.9.12:

System Safety Management shall be conducted and documented throughout the acquisition management lifecycle.  Critical safety issues identified during mission analysis are recorded in the Mission Need Statement; a system safety assessment of candidate solutions to mission need is reported in the Investment Analysis Report; and Integrated Product Teams provide for program-specific safety risk management planning in the Acquisition Strategy Paper.

Each line of business involved in acquisition management shall institute a system safety program that includes at a minimum: hazard identification, hazard classification (severity of consequences and likelihood of occurrence), measures to mitigate hazards or reduce risk to an acceptable level, verification that mitigation measures are incorporated into product design and implementation, and assessment of residual risk.  Status of System Safety shall be presented at all JRCs.  Detailed guidelines for system safety management are found in the FAST.

This SSMP and the SSPP (program level) satisfy the requirement to institute a repeatable disciplined process for conducting SRM in the acquisition of systems for the entire life cycle.  It includes provisions for hazard identification, classification of risk, risk control, and acceptance.
3.0 Definitions and Abbreviations/Acronyms

See the FAA System Safety Handbook (SSH), Appendix A, for definitions.  The definitions used in this plan are consistent with those used in the FAA SSH.

3.1 Abbreviations/Acronym list (Revised 01/2002)
	Acronym
	Abbreviated term

	AC 
	Advisory Circular

	AGL
	Above Ground Level

	AMS
	Acquisition Management System 

	APB
	Acquisition Program Baseline

	AR
	Acquisition Review

	ARA
	Symbol for the FAA Office of Research and Acquisitions

	ARAMT
	ARA Management Team

	ASAG
	Acquisition Systems Advisory Group

	ASOR
	Allocation of Safety Objectives and Requirements

	ASP
	Acquisition Strategy Paper

	ASY
	Office symbol for the FAA Office of System Safety

	ATC
	Air Traffic Control or Air Traffic Controller

	CNS
	Communication, Navigation, Surveillance

	CSA
	Comparative Safety Assessment

	CSSE
	Chief System Safety Engineer

	DAR
	Design Analysis Report

	FAA
	Federal Aviation Administration

	FAR
	Federal Aviation Regulations 

	FAST
	FAA Acquisition System Toolset

	FRD
	Final Requirements Document

	HHA
	Health Hazard Assessment

	HTRR
	Hazard Tracking and Risk Resolution

	HTS
	Hazard Tracking System

	IA
	Investment Analysis

	IAR
	Investment Analysis Report

	IAT
	Investment Analysis Team

	IAW
	in accordance with

	ID 
	Investment Decision

	IFR
	Instrument Flight Rules

	ILS
	Instrument Landing System

	IMC
	Instrument Meteorological Conditions

	IMT
	Integrated Management Team

	IPDS
	Integrated Product Development System

	IPLT
	Integrated Product Leadership Team

	IPP
	Integrated Program Plan

	IPT
	Integrated Product Team

	iRD
	Initial Requirements Document

	IRT
	Initial Requirements Team

	ISD
	In Service Decision

	JRC
	Joint Resources Council

	LOB
	Line of Business

	MA
	Mission Analysis

	MAT
	Mission Analysis Team

	MND
	Mission Need Decision

	NAS
	National Airspace System

	O&SHA
	Operating and Support Hazard Analysis

	OED
	Operational Environment Description

	OHA
	Operational Hazard Assessment

	OSA
	Operational Safety Assessment

	PC
	Prime Contractor

	PHA
	Preliminary Hazard Analysis 

	PHL
	Preliminary Hazard List

	PT
	Product Team

	RAC
	Risk Assessment Code

	RD
	Requirements Document

	SAR
	Safety Action Record

	SEC
	System Engineering Council

	SEMP
	System Engineering Management Plan

	SHA
	System Hazard Analysis

	SI
	Solution Implementation

	SRM
	Safety Risk Management 

	SRMC
	Safety Risk Management Committee

	SRVT
	Safety Requirements Verification Table

	SSAR
	System Safety Assessment Report

	SSH
	System Safety Handbook

	SSHA
	Sub-System Hazard Analysis

	SSMP
	System Safety Management Program

	SSPP
	System Safety Program Plan

	SSPR
	System Safety Program Recommendations

	SSWG
	System Safety Working Group

	VFR
	Visual Flight Rules

	VMC
	Visual Meteorological Conditions


System Safety Program Requirements

4.0 AMS Safety Risk Management Principles

The FAA Safety Risk Management process is designed to evaluate safety risks throughout the National Airspace System (NAS) life cycle on modernization programs.  The primary focus of this process is to identify, evaluate, and control safety risks in the NAS.  Each LOB or program office has unique responsibilities in the NAS.  As a reflection of these responsibilities, the SSMP permits tailoring of each SRM process executed in the AMS.  However, the overall approach will remain the same: early identification and continuous control of those hazards that create the greatest risk to the NAS.  The following paragraphs summarize the SRM process and tasks to be accomplished by the programs in the AMS.

4.1 Hazard Analysis Model (Revised 01/2002)
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The following model, shown in Figure 4.1-1, must be used for safety analyses supporting AMS programs.  An example of the use of this model is in Appendix A.  The model is used to describe the relationship between causes, hazards, system states, and the effects. This model is further explained below.

Causes. The causes are events that lead to a hazard or hazardous condition.  An example of a hazard cause would be a crimped fuel line or water in a fuel tank.  In many systems, these events would directly lead to an interruption of fuel to a power supply.  Causes can occur by themselves or in combinations.

Hazard. The hazard is the adverse event that occurs as a result of the cause(s). For instance, using the example of water in the fuel: water present in the fuel system would cause a loss of engine power.  The hazard would be “loss of power from the engine.”  The SSH defines a hazard as “anything real or potential, that could make possible or contribute to an accident.  A condition that is a prerequisite to an accident.”  This definition is consistent with this model.

System State. For this explanation to make sense, a definition of system is needed.  In the SEM and the SSH, a system is defined as a “composite of people, procedures, materials, tools, equipment, facilities, and software operating in a specific environment to perform a specific task or achieve a specific purpose, support, or mission requirement.”  Given this definition, the system state is an expression of the various conditions, characterized by quantities or qualities, in which the system can exist.  System state can be described in operational/procedural terms (e.g., Visual Flight Rules (VFR) vs. Instrument Flight Rules (IFR), Instrument Landing System (ILS) approach, etc.), conditional (e.g., Instrument (IMC) vs. Visual Meteorological Conditions (VMC), low altitude, rough terrain, etc.), or physical terms (Electromagnetic Environment Effects, Precipitation, low rotor speed, low hydraulic pressure, high impedance, etc.).  For any given hazard (e.g. loss of power from an engine, to follow the example above), not all system states have equal risk.  For example, loss of one engine (of two, in this example we have a multi-engine aircraft) at high AGL altitude and airspeed, would not likely result in a catastrophic accident.  Most multi-engine aircraft are designed to fly on one engine in a restricted flight envelope.  However, loss of one engine in some system states (low airspeed, low altitude, high gross weight) has the potential to result in loss of control or lift.  In this system state, the hazard would be catastrophic.  The SSH and public law requires the assessment to consider the worst case system state.  If desired, other system states may be considered, but only in addition to the worst case.

Effect or Harm. The effect (or harm) is a description of the potential outcome of the hazard if it occurs in the defined system state.  In the example, the effects describe what happens if the loss of engine power occurs at low altitude, airspeed, or at high gross weight.  These effects would include loss of attitude control, stall, high rate of descent and terrain collision.  These obviously have the potential for catastrophic losses.  Therefore, this hazard would be rated a “1, catastrophic.”  The method of determining severity was just described.  The next question is “how is likelihood determined?”  Likelihood is an estimation, for each hazard, of how often the “effects or harm” will occur, considering the worst case system state.  Here is how it works:

1. First, determine how often the hazard can be expected to occur.  This can be a quantified or a qualified estimate.  Usually it is a function of the likelihood of the combinations of the cause(s).  Sometimes this can be determined by evaluating incident or accident databases to see how often the hazard has been recorded in the field.  See the SSH (sections 3.3, 3.4, and chapter 9) for detailed explanations of how to determine statistical probability or likelihood based on fault trees and the relationships (and, or, and/or) between causes.  Just for illustration, assume that the likelihood estimate for “loss of one engine” turns out to be 0.001 per operational hour.

2. Make an estimate of the likelihood of the worst case system state.  This estimate also can be quantified or qualified.  In many systems the operational or system description (the OED) will provide many clues that will allow you to develop this answer.  For this example, assume that the likelihood of being in the worst case system state (low altitude, airspeed, high gross weight) is 0.001 per operational hour.

3. For the effects to be manifested in the worst case both the hazard (loss of power) and the worst case system state (low altitude, etc.) must occur at the same time.  An estimate of the likelihood of this can be made by multiplying 0.001 x 0.001.  In this example, the estimate would be 0.00001 or 1 x 10-6 per operational hour.  Using the definitions in Table 4.2-1 and in chapter 3 of the SSH, this would lead to a characterization of the likelihood as “Remote.”

4. The severity (1, catastrophic) combined with the likelihood estimate (B, Remote) is an estimate of the risk.  The risk is expressed as a Risk Assessment Code, or in this example a “1B.”

Use the following principles with this model:

Risk is the composite of severity and likelihood of the outcome/effect (or harm) of the hazard in the worst credible system state

Severity is determined by the worst credible potential outcome.  Less severe effects may be considered analytically in addition to this, but at a minimum, the most severe effects must be considered

Severity is independent of likelihood (DO NOT consider likelihood when determining severity)

However, determination of likelihood is dependent on severity.  Likelihood is determined by how often the resulting harm can be expected to occur at the worst credible severity

When determining likelihood, the worst credible severity determines what system states are most critical

The hazards, when they occur in the worst credible system states, result in the harm (effects of the hazard in the worst credible system state)

Hazards are composed of one or more causes

Causes can be technical and/or procedural in nature

The system state refers to a variety of hazardous system conditions, including but not limited to (1) location, (2) mode, (3) velocity, (4) operating rules in effect, (5) type of operation, (6) energy, (7) operational environment, (8) ambient environment

4.2 Risk Assessments in the AMS (Revised 01/2002)
Risk assessments conducted to support the AMS will comply with the guidelines established in the FAA SSH.  The following tables are extracted from Federal Aviation Regulation/Advisory Circular (FAR/AC) 25.1309 and adjusted to include Air Traffic Control/Communication, Navigation, and Surveillance (ATC/CNS) systems for consistency of application.  The following definitions, in Tables 4.2-1 and 4.2-2, of severity and probability (or likelihood) will be used for safety risk management in the AMS.

	Catastrophic
	Results in multiple fatalities.

	Hazardous
	Reduces the capability of the system or the operator ability to cope with adverse conditions to the extent that there would be –

(1) Large reduction in safety margin or functional capability

(2) Crew physical distress/excessive workload such that operators cannot be relied upon to perform required tasks accurately or completely

(3) Serious or fatal injury to small number of persons (other than flightcrew)

	Major
	Reduces the capability of the system or the operators to cope with adverse operating condition to the extent that there would be –

(1) Significant reduction in safety margin or functional capability

(2) Significant increase in operator workload

(3) Conditions impairing operator efficiency or creating significant discomfort

(4) Physical distress to occupants of aircraft (except operator) including injuries

Major occupational illness and/or major environmental damage, and/or major property damage

	Minor
	Does not significantly reduce system safety.  Actions required by operators are well within their capabilities.  Including –
(1) Slight reduction in safety margin or functional capabilities

(2) Slight increase in workload such as routine flight plan changes

(3) Some physical discomfort to occupants or aircraft (except operators)

Minor occupational illness and/or minor environmental damage, and/or minor property damage

	No Safety Effect
	Has no effect on safety


Table 4.2-1 - Severity definitions.

	Probable
	Qualitative:  Anticipated to occur one or more times during the entire system/operational life of an item.

Quantitative:  Probability of occurrence per operational hour is equal to or greater than 1 x 10-5

	Remote
	Qualitative:  Unlikely to occur to each item during its total life.  May occur several time in the life of an entire system or fleet.

Quantitative:  Probability of occurrence per operational hour is less than 1 x 10-5, but greater than 1 x 10-7

	Extremely Remote
	Qualitative:  Not anticipated to occur to each item during its total life.  May occur a few times in the life of an entire system or fleet.

Quantitative:  Probability of occurrence per operational hour is less than 1 x 10-7 but greater than 1 x 10-9

	Extremely Improbable
	Qualitative:  So unlikely that it is not anticipated to occur during the entire operational life of an entire system or fleet.

Quantitative:  Probability of occurrence per operational hour is less than 1 x 10-9


Table 4.2-2 - Likelihood or Probability definitions

The following Risk Assessment Matrix, Figure 4.2-1, reflects the definition of risk being the composite of severity and likelihood.  This matrix classifies risk into three levels: High, Medium, and Low.  These levels define how the FAA AMS will conduct risk resolution for each identified hazard in accordance with Figure 4.2-2.
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Figure 4.2-1 – Risk Assessment Matrix
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Figure 4.2-2 Risk Acceptance Criteria

Types of Risk 

There are many types of risk, but in the SSMP, risk is categorized into two types: Initial Risk and Current Risk.  Initial Risk is used to describe the severity and likelihood of hazards in the very preliminary stages of a program or analysis.  Initial risk is based on:

(a) existing controls (including validated requirements)

(b) assumptions

Initial risk is the type of risk evaluated when conducting Comparative Safety Assessments (CSAs), and Preliminary Hazard Analyses (PHAs).  Initial Risk is the terminology used prior to JRC-2 (or 2B when there is a 2A and 2B).

A control is the same as a safety requirement.  Initial Risk is determined by considering both existing controls and assumptions made about other recommended controls.  Assumptions are made about the controls because these analyses are conducted so early in the system definition process that all the information needed for a risk assessment may not be available.  Therefore, the safety engineer must make some assumptions about what controls will be in the system.  These assumptions are based on the judgment of the safety engineer and team responsible for the analysis.  The assumptions should be:

(1) realistic

(2) conservative

(3) documented in the analysis

(4) coordinated with stakeholders

It is permitted to use these assumptions when determining initial risk, if the assumptions meet the requirements of 1-4 above.

In subsequent phases of the life cycle, hazards will be evaluated for their Current Risk.  After JRC-2, when the program or project moves into the Solution Implementation (SI) phase, the risk is termed “Current Risk.”  These subsequent phases include SSHAs, SHAs, and O&SHA.  Current risk is the risk status carried in the NAS HTS and is current as of the latest update to the HTS database.  Current risk is used because by this phase enough information exists to make a full risk assessment without assumptions.  Another reason is that in this phase a primary purpose of the safety analysis is to provide verification of safety requirements.  Verification, by its very nature, does not permit the use of assumptions for controls or requirements.  When determining Current Risk, the safety engineer will only credit existing controls in the risk assessment.  This means that only controls that can be verified are included.  This also includes validated requirements.  Current risk may change based on the actions taken by the PT that relate to the validation and/or verification of the controls associated with a hazard scenario.

In addition, the following guidelines are to be used for determining the status of recommended safety requirements.  Recommended safety requirements are defined as requirements that the safety engineer determines to be useful in controlling a hazard but are not yet validated requirements.  They can also be called or considered Candidate Safety Requirements until they are validated by the Project Team (PT).  Once they have been validated, the Recommended safety requirements become Existing safety requirements.  Recommended safety requirements associated with a hazard scenario are maintained in the NAS Hazard Tracking System (HTS) until all of the candidate safety requirements have been validated and verified.

4.3 Safety Order of Precedence

Programs in the AMS will use the safety order of precedence to synthesize controls and requirements as described in the section 4.1.5 of the FAA SSH.

	Description
	Priority
	Definition

	Design for minimum risk.
	1
	Design to eliminate risks.  If the identified risk cannot be eliminated, reduce it to an acceptable level through design selection.



	Incorporate safety devices.
	2
	If identified risks cannot be eliminated through design selection, reduce the risk via the use of fixed, automatic, or other safety design features or devices.  Provisions shall be made for periodic functional checks of safety devices.



	Provide warning devices.
	3
	When neither design nor safety devices can effectively eliminate identified risks or adequately reduce risk, devices shall be used to detect the condition and to produce an adequate warning signal.  Warning signals and their application shall be designed to minimize the likelihood of inappropriate human reaction and response.



	Develop procedures and training.
	4
	Where it is impractical to eliminate risks through design selection or specific safety and warning devices, procedures and training are used.  However, concurrence of authority is usually required when procedures and training are applied to reduce risks of catastrophic or hazardous severity.




Table 4.3-1 – Safety Order of Precedence

4.4 Safety Analysis Documentation (Revised 01/2002)
Hazard analyses are documented in Design Analysis Reports (DAR).  DARs are defined in the FAA System Engineering Manual under the specialty engineering section.  DARs provide a standard means of communicating the results and methodologies of specialty engineering.  With respect to system safety, this includes a framework for reporting analyses as listed in Table 4.4-1.  Each program must maintain DARs as a record of the progress of the program.  Safety Action Records record the medium and high-risk hazards tracked in the Hazard Tracking System, actions taken to mitigate the risk, and risk acceptance.  The SSPP is a plan to integrate the execution of safety risk management into an individual program.  The SRVT is a living safety requirements document that identifies and tracks safety requirements on a program, along with the validation and verification status of each requirement.  The SSPR is a means of transmitting a summary of recommendations from the safety analysis team to the program manager.

System safety documents are listed in table 4.4-1.

	Document Title
	SSMP para.

	Design Analysis Report: Operational Safety Assessment (OSA)
	5.2.1

	Design Analysis Report: Comparative Safety Assessment (CSA)
	5.2.2

	Design Analysis Report: Preliminary Hazard Analysis (PHA)
	5.2.3

	System Safety Program Plan (SSPP)
	5.2.4

	Design Analysis Report: Sub-system Hazard Analysis (SSHA)
	5.2.5

	Design Analysis Report: System Hazard Analysis (SHA)
	5.2.6

	Design Analysis Report: Operating & Support Hazard Analysis (O&SHA)
	5.2.7

	Design Analysis Report: Health Hazard Analysis (HHA)
	5.2.8

	Design Analysis Report: System Safety Assessment Report (SSAR)
	5.2.9

	Safety Action Records (SAR)
	5.2.10

	Safety Requirements Verification Table (SRVT)
	5.2.11

	System Safety Program Recommendation (SSPR)
	5.2.12


Table 4.4-1  List of safety related documents

5.0 AMS Safety Risk Management (SRM) Tasks

The following section details the tasks and organizational roles and responsibilities in conducting SRM in the AMS.

All of the SRM products specified in this section that are conducted to support the AMS will comply with the guidelines specified in the FAA SSH.  These SRM products will be submitted to the FAA System Engineering Council (SEC).  The SEC requires review and concurrence by the SSWG, prior to System Engineering Council review.

5.1 The FAA Lifecycle AMS Process

The lifecycle acquisition management process is organized into a series of phases and decision points, as depicted in Figure 5.1-1.  The circular representation of the process conveys the idea that a mission need is defined and translated into a solution, which goes through a continuous loop of evolution and improvement until it is retired.  New products should have open architecture, modular design, standard interfaces, and portable software so they can evolve over time as additional capability is needed and as obsolete components must be replaced.
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Figure 5.1-1 - FAA Lifecycle AMS Process
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5.2 Safety Risk Management Tasks in the AMS

A major objective of this plan is the integration of SRM into the FAA Life Cycle AMS process.  This objective is achieved by the accomplishment of SRM tasks using the right system safety tools and techniques at an appropriate time to support the decisions made in the life cycle phase.  These tools and their application to the Lifecycle AMS process are depicted below in Figure 5.2-1.


Figure 5.2-1 – SRM and System Life Cycle

5.2.1 Operational Safety Assessment (OSA)

The Operational Safety Assessment (OSA) is a requirement development tool based on the assessment of hazard severity.  A full description and instructions on how to perform an OSA are in the FAA SSH (Section 2.2.2 and Chapter 4), which is included in the AMS FAST.

The OSA is normally completed during the Mission Analysis (MA) phase.  Development of the OSA should begin as soon as possible in the MA process.

The OSA requirements are included in the initial Requirements Document (iRD).  The OSA is composed of three sections: (1) the Operational Environment Description (OED), (2) the Operational Hazard Assessment (OHA), and (3) the Allocation: Safety Objectives and Requirements (ASOR) List.  A report summarizing the analysis and resulting requirements should be included up front in the OSA.  See Appendix B for an example of an OSA outline.  See Appendix C for an example of an OSA worksheet.  See the SSH chapter 4 for information regarding the OED.

The OSA is conducted by personnel on the Mission Analysis Team with the guidance and assistance of the System Safety Working Group.

The OSA analysis must include all the information depicted in the format in Appendix C.  The results of the OSA will be briefed to the JRC in order to proceed with a Mission Need Decision.  Appendix D contains the format for developing this briefing.

5.2.2 Comparative Safety Assessment (CSA) (Revised 01/2002)
The Comparative Safety Assessment (CSA) is a safety analysis that provides management with a listing of all the hazards associated with a change, along with a risk assessment for each alternative-hazard combination that is considered.  It is used by the IAT to rank the options for decision-making by the program.  A full description and instructions on how to perform a CSA are in the FAA SSH (sections 2.2.2 and 4.2).  Approval authority for submitted CSA’s is the FAA’s Chief System Safety Engineer, who then forwards them to the SEC for final approval.  See Appendix K for the CSA template.

The CSA analyses are normally conducted in the concept definition and development phase of Investment Analysis (IA).  The basic tasks involved in development of the CSA are depicted in Figure 5.2-2.
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The identified hazards and the risk assessments for each of the alternatives addressed throughout the IA will be documented in the Investment Analysis Report (IAR).  Any requirements recommended in the CSA that apply to the selected options, are complied in the SRVT and supplied to the program for inclusion in the final Requirements Document (fRD).  Appendix E contains the format for reporting the results of the CSA in JRCs and other reviews.

Personnel on the IAT conduct the CSA with the guidance and assistance of the System Safety Working Group.  The CSA is submitted to the FAA’s Chief System Safety Engineer (CSSE) as a Design Analysis Report (DAR).  The results of the CSA will be briefed at the JRC if it was a deciding factor in selecting the chosen option.

5.2.3 Preliminary Hazard Analysis (PHA) (Revised 01/2002)
The Preliminary Hazard Analysis (PHA) is the initial effort in risk assessment of the selected system.  The purpose of the PHA is not to affect control of all risks because sufficient information may not be available.  Its purpose is to make an early identification of the hazards, hazardous system states (with all of the accompanying system implications), and safety requirements.  The output of the PHA is used in: (1) further developing system safety requirements to be added to the System Safety Requirements List, (2) preparing performance/design specifications, and (3) initiating the hazard tracking and risk resolution process.  PHAs conducted to support the AMS, will comply with the guidelines specified in chapters 8 and 9 of the FAA SSH.

The PHA is normally conducted after the alternatives are evaluated and a single alternative is selected as the best option.  For the AMS, this means it will be done after the CSA, but before JRC2.  This DAR should be provided to the SEC at least four weeks prior to JRC2.  Appendix F contains the format for documenting the PHA.
A PHA must include, but not be limited to, the following information:

As complete a description as possible, from the program, of the system or systems being analyzed, how it will be used, and interfaces with existing and developing systems

The Operational Environment Description performed during pre-development, forms the basis for a system description, but should be updated to include additional details as they become available

A review of historical safety experience (lessons learned on similar systems)

A categorized listing of energy sources

An investigation of the various energy sources to determine the provisions that have been developed for their control 

Identification of the safety requirements and other regulations pertaining to personnel safety, environmental hazards, and toxic substances with which the system must comply

A Preliminary Hazard List

A list of causes for each hazard

For each hazard, an evaluation of the worst credible system states

For each hazard, an assessment of the potential effects of the hazard in the worst credible system state (less severe conditions can also be evaluated, but the worst credible state must be included at a minimum)

For each hazard, a list of existing controls

An updated SRVT (Section 5.2.11, Appendix I)

Recommendation(s) for additional controls or other corrective actions

The SEC will brief the results of the PHA to JRC in order to proceed with an Investment Decision.  This briefing will be coordinated with the IRT, IAT, and IPTs.  Appendix G contains the format for reporting the PHA results in this briefing.

5.2.4 System Safety Program Plan (SSPP) (Revised 01/2002)
A System Safety Program Plan (SSPP) is developed and tailored specifically for each program using this SSMP as a guide.  The SSPP is an input to and an integral part of the Integrated Program Plan (IPP).  Each tailored SSPP should use the following outline:

(1) a short description of the planned safety tasks and required inputs

(2) a short explanation of the approach of the planned work

(3) organization or individual responsible for doing the work

(4) outputs/work products from the work activity

(5) organization or individual that approves the work products

(6) organization or individual that receives the work products

(7) schedule for task accomplishment

(8) identification of qualified people to accomplish the tasks

(9) appropriate commitment of resources to assure the tasks are completed

The SSPP must be developed in compliance with the guidelines specified in the FAA SSH.  Specific instructions regarding how to develop a SSPP are contained in chapter 5 of the FAA SSH and in the System Engineering Manual (SEM) Technical Plans chapter (section 4.2 of the SEM).

The SSPP is developed during Investment Analysis by the IAT and is submitted to the FAA System Engineering Council (SEC) for review and approval.  The SSPP will be included in the Integrated Program Plan (IPP).  The Acquisition Program Baseline (APB) must include the costs for completion of the SSPP.

The SEC will brief JRC regarding the contents and tailoring of the SSPP and include an assessment of the SSPP’s ability to meet the requirements of FAA Order 8040.4, AMS 2.9.12, and the guidance of the SSMP.

At a minimum the SSPP must cover:

Program scope and objectives

System safety organization 

System safety program milestones

General system safety requirements and criteria

Hazard analyses to be performed

Hazard tracking system processes to be used

System safety data to be collected

Safety requirements management (including how to manage the SRVT)

System safety training required

System safety interfaces with design engineering, contractors, management, and other specialty engineering groups

SSPP management of cost and schedules

SSPP interfaces with other program plans

5.2.5 Sub-System Hazard Analysis (SSHA) (Revised 01/2002)
The general purpose of the Sub-System Hazard Analysis (SSHA) is to perform a safety risk assessment of a system’s sub-systems/components at a greater level than that provided in a PHA.  The specific purposes of the SSHA:

Verify sub-system compliance with system/safety requirements

Identify previously unidentified hazards associated with the sub-system

Assess the risk of the sub-system design

Consider human factors, functional and component failures, and functional relationships between components comprising the sub-system, including software

Recommend actions to control the hazards

Update the SRVT

SSHAs conducted to support the AMS, will comply with the guidelines specified in the FAA SSH.  Specific instructions regarding how to perform an SSHA are contained in chapter 8 and 9 of the FAA SSH.  The hazards identified by an SSHA can be documented in either a narrative or tabular format.  Examples of both of these formats are provided in Appendix F.

5.2.6 System Hazard Analysis (SHA) (Revised 01/2002)
The general purpose of the System Hazard Analysis (SHA) is to perform a detailed safety risk assessment of a system; in particular, (1) the interfaces of that system with other systems, and (2) the interfaces between the sub-systems that compose the system under study.

The specific purposes of the SHA:

Verify system compliance with safety requirements in the system specification

Identify previously unidentified hazards associated with the system interfaces, and system functional faults, and system operation in the specified environment

Assess the risk of the total system design

Consider human factors, system/functional failures, and functional relationships between sub-systems comprising the system, including software

Identify existing controls

Update the SRVT

Recommend additional controls

Specific instructions regarding how to perform an SHA are contained in chapters 8 and 9 the FAA SSH.

The hazards identified by an SHA can be documented in either a narrative or tabular format.  Examples of both formats are provided in Appendix F.

5.2.7 Operating & Support Hazard Analysis (O&SHA) (Revised 01/2002)
The general purpose of the Operating & Support Hazard Analysis (O&SHA) is to perform a detailed safety risk assessment of a system’s operational and support procedures.

The specific purposes of the O&SHA:

Evaluate operating and support procedures for a given system

Identify hazards associated with those procedures

Consider human factors and critical human errors, normal and emergency operations, and support tasks

Assess the risk associated with those hazards

Identify existing controls

Update the SRVT

Develop alternative controls and/or procedures to eliminate or control the hazards
Specific instructions regarding how to perform an O&SHA are contained in chapters 8 and 9 of the FAA SSH.

The hazards identified by an O&SHA are documented in either a narrative or tabular format.  Examples of both formats are provided in Appendix F.

5.2.8 Health Hazard Assessment (HHA) (Revised 01/2002)
The general purpose of the Health Hazard Assessment (HHA) is to perform a detailed safety risk assessment of the health hazards in a system.

The specific purposes of the HHA:

Evaluate the system’s hazardous materials, physical hazards, hazardous emissions of radiation or energy, chemical hazards, biological hazards, and ergonomic hazards

Assess the risk associated with those hazards

Update the SRVT

Develop alternative material options, protective features, or procedures to eliminate or control the hazards

Specific instructions regarding how to perform an HHA are contained chapters 8 and 9 in the FAA SSH.

The hazards identified by an HHA are documented in either a narrative or tabular format.  Examples of both formats are provided in Appendix F.

5.2.9 System Safety Assessment Report (SSAR) (Revised 01/2002)
The general purpose of the System Safety Assessment Report (SSAR) is to perform and document a comprehensive evaluation of the accident risk being assumed before test or operation of a system.  This means that the SSAR summarizes the safety analyses and assessments conducted on the program.

The specific purposes of the SSAR:

Summarize the results of safety risk management on the program

Identify all safety features of the hardware, software, and system design

Identify procedural, human factors, hardware, and software related hazards that have been identified in the program to date

Update the SRVT

Assess system readiness, based on cumulative safety risk, to proceed on with test or operation

An outline of an SSAR is contained in Appendix H.

The results of the SSAR will be briefed by the SEC to the JRC as a part of the In-Service Decision (ISD).  This briefing will be coordinated with the IPT and PT’s.  The format for this briefing is contained in Appendix G.

5.2.10 Hazard Tracking and Risk Resolution (HTRR) (Revised 01/2002)
Hazard tracking and risk resolution (HTRR) is a method of documenting and tracking hazards (figure 5.3-4) and verifying their controls after the hazards have been identified by analysis or incident.  The purpose of hazard tracking and risk resolution is to ensure a closed loop process of managing safety hazards and risks.  Each program must implement a Hazard Tracking System (HTS) to accomplish HTRR.

Figure 5.2-3 – Hazard Tracking

These systems must ensure that:

When a safety analysis is completed or an incident analysis identifies a hazard, the Medium and High-risk hazards are copied into the HTS

Each hazard is recorded in a unique record (called a Safety Action Record or SAR) in the HTS

Each SAR includes

(1) a description of the hazard, status 

(2) an updated narrative history

(3) a current risk assessment

(4) justification for the risk severity and probability to include existing controls, and requirements from the SRVT

(5) a mitigation and  verification plan

(6) potential effects if the hazard is realized

Each SAR must be classified according to status in accordance with Table 5.2-1 below

The NAS Modernization System Safety Working Group will review all program SARs with (1) Proposed status, (2) Open status, and (3) current High Risk

This review will occur at least biannually per program

The NAS Modernization SSWG determines the status and Risk Assessment Code (RAC) of each SAR tracked as a part of a program’s HTS.  The status of each SAR is defined by the guidelines in Table 5.2-1.

	Status
	Definition

	Proposed
	Hazard identified and SAR written.  SAR has not been reviewed and approved by the NAS Modernization SSWG.

	Open
	SAR approved by the NAS Modernization SSWG.  Mitigation and Verification plan not developed.

	Monitor
	SAR approved by the NAS Modernization SSWG.  Mitigation and Verification plan for the SAR exists and is approved by program management.  Awaiting results of the Mitigation and Verification plan.

	Recommend Closure
	All mitigation and verification actions are complete.  SAR is awaiting review by the NAS Modernization SSWG, where status and residual risk determination is made.

	Closed
	No further action to be taken.  SAR is closed by the NAS Modernization SSWG.  SAR forwarded to System Engineering Council for review and coordination of risk acceptance by the appropriate management activity.


Table 5.2-1 – SAR status definitions.

AMS HTS will comply specifically with the guidance provided in chapter 2 of the FAA SSH.

5.2.11 Safety Requirements Verification Table (SRVT) (Revised 01/2002)
The SRVT is an evolving list of safety requirements that is started with the first safety assessment (usually the OSA or PHA).  It contains a list of requirements and objectives (i.e. controls that do not meet the criteria for a requirement, design constraints, and statements of work) that are identified in the safety assessments performed on a program.  The SRVT contains the following information:

(1) List of requirements and objectives identified in any safety assessment for a given program

(2) The source of the requirement (i.e. OSA, PHA, CSA, etc.)

(3) Validation and verification information 

(4) The level of risk controlled by the requirement

The SRVT will be used to accomplish the Validation and Verification process for the safety requirements.  For more information on conducting Validation and Verification, see the FAA System Engineering Manual, section 4.12.  The format to be used for the SRVT is shown in Appendix I.

The SRVT is intended to provide a continuing list and status of requirements and objectives that result from the safety risk management process.  The requirements that are contained in this list must meet the standards detailed in the FAA System Engineering Manual chapter on “Requirements Management.”

5.2.12 System Safety Program Recommendations (SSPR)

The SSPR is a summary document that the SSWG prepares for the program. This document summarizes the SSWG conclusions related to each safety analysis, assessment, report, or program plan that it reviews.  This document transmits the SSWG findings and conclusions to the SEC and to the program manager.  The SSPR can be an official letter or report.  The SSPR should be as short as possible, but must contain the following information:

(1) Name of the program, program managers name and office, and the type of analysis, assessment, report, or plan that the SSWG reviewed

(2) Summary indication of concurrence/non-concurrence with the document 

(3) Summary of findings and conclusions of the SSWG

(4) Recommendations of the SSWG

The SSPR is sent from the SSWG to the SEC for transmittal to the program office.

5.2.13 Software Safety

Software safety will be conducted as an integral part of every analysis on those systems containing software or firmware in the system description.  This means that if the system description contains software and/or firmware, then the functional and safety analyses must consider the hazards that could exist in the soft/firmware.  These hazards will be identified and assessed along with the other hazards.  The assessment of software hazard risk may be done differently than other hazards.  Software safety guidance is provided in the SSH.  Refer to the SSH for further guidance.

5.2.14 Equivalent processes (Revised 01/2002)
Every program is different in scope, complexity, criticality, resources, etc.  In recognition of this, programs may chose to use other equivalent processes for conducting the hazard analysis portion of Safety Risk Management.  While these processes may be used, the minimum requirements set forth in this SSMP must still be met.  The following table (5.3-2) lists the equivalent processes that may be used in lieu of the hazard analyses described in this plan.  It should be noted, that the equivalent processes may be used under the following conditions:

(1) The equivalent process must meet the minimum requirements for the safety analyses outlined in this plan

(2) The equivalent process must be described in the program’s SSPP.

(3) The analyses produced using the equivalent process will be approved by the SEC as described in the SSMP Section 6 Roles and Responsibilities.

Many systems under development blur the lines between aircraft and ground systems.  These highly integrated systems require a conjunction between the system development role of ARA and the aircraft/operation certification role of AVR.  ARA operates a two party safety system.  AVR operates in a three party safety system.  See figure 5.2-5.  In the AVR system, there are three parties to the certification of an aircraft or operation: (1) the applicant seeking certification, (2) the public who will use the certified service, (3) the FAA as the certification authority.  In the ARA system, there are two parties: (1) the FAA as the acquisition and using authority, and (2) the contractors and suppliers of the equipment and procedures.  The AVR process is governed by public law documented in the FARs and in Advisory Circulars.  The ARA process is guided by the Acquisition Management System and FAA Orders.  While the two systems differ in terminology and process, there are many similarities: (1) the identification of hazards/failure conditions, causes, and effects, (2) assessment of risk, and (3) validation and verification of safety requirements.

Figure 5.2-4  Three-party vs. Two-party safety systems
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Figure 5.2-5  Equivalent processes

This section seeks to merge these two processes as much as possible, with the aim to improve cross-functional communication within the FAA.  If conducted properly, both AVR and ARA can benefit from each other’s work.  ARA has adopted AVR definitions of severity and likelihood.  Therefore, when hazards are identified and risk assessed, the risk classification means the same thing to both ARA and AVR.  The processes that each use are very similar and can support the roles of both ARA and AVR in the development of highly integrated air and ground systems.  See figure 5.3-6.  This depicts the equivalency and integration of the ARA and AVR safety analyses.  It should be noted that in the three-party AVR system the applicant performs the analyses, while in the two-party ARA system it is often the FAA or its contractors that perform the safety analyses.

The following table (5.2-2) depicts the equivalent safety analyses.

	SSMP/SSH Analysis
	Equivalent analysis
	Equivalent process document

	Operational Safety Assessment (OSA)
	Functional Hazard Assessment (FHA) (system level and aircraft level)
	ARP4761 (1996-12).  Guidelines and methods for conducting the safety assessment process on civil airborne systems and equipment.  Available from SAE.  Para 3.1, 3.2, and Appendix A.

	Preliminary Hazard Analysis (PHA)
	Preliminary System Safety Assessment (PSSA)
	ARP4761 (1996-12).  Available from SAE.  Para 3.1, 3.3, and Appendix B.

	System Safety Assessment Report (SSAR) including the SSHA.
	System Safety Assessment (SSA)
	ARP4761 (1996-12).  Available from SAE.  Para 3.1, 3.4, and Appendix C.

	System Hazard Analysis (SHA)
	Common Cause Analysis (CCA) composed of Particular Risk Assessment (PRA), Zonal Safety Analysis (ZSA), and Common Mode Analysis (CMA).
	ARP4761 (1996-12).  Available from SAE.  Para 4.4, and Appendix I (ZSA), Appendix J (PRA), and Appendix K (CMA).


Table 5.2-2 Equivalent processes

6.0 Organization, Roles, and Responsibilities

This section details the organization roles and responsibilities in the AMS with regard to SRM.

6.1 Organization objectives

The organization, roles, and responsibilities involved in AMS safety risk management are designed to ensure that the following objectives are met:

(1) Systems under consideration for inclusion in the NAS are evaluated systematically and at an appropriate time to assist decision-making.

(2) Appropriate safety requirements are developed for each system using best system engineering practices in the earliest possible phases of system development and consistent with the AMS.

(3) Hazards are identified, assessed for risk, and actively controlled and mitigated.

(4) Consideration of safety risk is an integral part of each AMS decision, and is required for every Joint Resources Council decision in which resources are committed to development and acquisition of systems.

(5) FAA resources are properly focused on the control and mitigation of the highest risk elements and hazards of the NAS and the systems under development.

To accomplish these objectives, the organization, must commit the required resources to ensure that the following steps are completed for each program:

Plan – the risk assessment and analysis tools selected for each program will be predetermined, documented in a plan and must include the criteria for acceptable risk.

Hazard identification – the hazard analyses and assessments must identify the safety risks associated with the system or operations under evaluation.

Analysis – the risks must be characterized in terms of severity of consequence and likelihood of occurrence.

Risk Assessment – the risk assessment of the hazards examined must be compared to the acceptability criteria specified and the results provided in a manner and method easily adapted for decision making.

Decision – program decisions must be evaluated for their impact to the safety of the system and those with safety impacts must include the safety risk assessment in the decision.  Risk assessments will be used to compare and contrast options, and to develop safety requirements.

The following diagram (Figure 6.1-1) shows the overall plan for conducting safety risk management in the AMS.  It shows the decision points, tasks (or analysis type), and responsible organization.  Each program is different in complexity, size, and budget; therefore, each program will require some tailoring to meet these constraints.
Figure 6.1-1 – Analysis Timetable

6.2 Roles and responsibilities

The following section details the roles and responsibilities of each organization involved in the AMS safety risk management plan.

6.2.1 Safety Risk Management Committee (SRMC)

The Safety Risk Management Committee’s (SRMC) role is to advise the FAA Lines of Business in establishing safety risk management plans such as this SSMP.

6.2.2 Joint Resources Council (JRC)

The Joint Resources Council will ensure that all JRC briefings and decisions include safety risk management information.  Some programs by their nature do not include safety risk.  These programs will not require a safety risk briefing to the JRC, and the FAA System Engineering Council will issue a statement to the JRC to that effect.

6.2.3 ARA Management Team (ARAMT)

The ARA Management Team (ARAMT) is responsible for ensuring that this plan is implemented within the Research and Acquisitions organization and that adequate resources are available to complete the tasks outlined.

6.2.4 Office of Regulation and Certification

The Office of Regulation and Certification (AVR) is the FAA organization responsible for establishing certification standards for aircraft, operators, and air carriers.

AVR’s role in the context of this SSMP is as follows:

1. AVR will establish one SSWG representative each from Flight Standards (AFS) and Aircraft Certification (AIR).

2. These representatives will ensure that the appropriate AVR personnel review and comment on all safety analyses and plans submitted to the SSWG for review in accordance with this plan.

3. At least one of the designated AVR representatives must be in attendance for the SSWG to approve system safety analyses of systems that have documented safety hazards affecting the safe conduct of flight by aircraft or airmen or in which Federal Aviation Regulations are considered as controls for any hazard.

4. AVR will ensure attendance and representation for the required SSWG meetings.

6.2.5 System Engineering Council (SEC)

The System Engineering Council’s (SEC) role is to develop, implement, and control the system engineering process in the FAA.  A core function of the SEC is to promote the use of system engineering principles across all the FAA engineering organizations.  System Safety is a specialty engineering function under system engineering.  The SEC is composed of Chief System Engineers from within ARA and other system engineers from all Lines of Business.  The SEC Charter is included in Appendix J.

The SEC’s responsibilities regarding system safety are as follows:

1. Approval authority for each program level SSPP and all safety analyses conducted in the AMS and documented in Design Analysis Reports (DARs).  The SEC reviews the SSPR and the safety assessments, analyses, reports, and plans that accompany the SSPR.  The SEC will provide approval or recommendations for changes required for approval within 10 working days of receipt.  This approval is limited to verifying that the process used in the safety analysis is consistent with the process defined in this plan, the SEMP and in the FAA SSH or other industry standard alternatives.

2. Determine the risk acceptance authority for each SAR tracked in the Hazard Tracking System (HTS).

3. Brief the JRC and Acquisition Review (AR) on the results of the system safety effort (risks, mitigation strategies, and safety requirements) for each program.

4. Monitor and audit system safety programs for compliance with the SSMP and System Engineering Management Plan.

5. Deploy the training assets (materials, instructors, classrooms, training aids, and coordination with the various organizations) described in section 7.

6.2.6 FAA Chief System Safety Engineer (CSSE) (Revised 01/2002)
The Chief System Safety Engineer’s (CSSE) will lead the SRM process in the acquisition of systems in the AMS.  The CSSE specific responsibilities:

1. Co-chair, with the ASY-300 representative, and lead the NAS Modernization SSWG.

2. Implement the System Engineering Council charter.

3. Establish and deploy System Engineering processes, tools, and techniques throughout the AMS.  Develop, maintain, and manage the System Engineering Manual (SEM) and System Engineering Management Plan, with primary ownership of the system safety portions. 

4. Establish and deploy SRM throughout the AMS.  Develop, maintain, and manage the System Safety Management Program (SSMP) and the SSH.

5. Advocate, support, and control the SRM process in the AMS.

6. Support, advise, and assist the programs and analysis teams in conducting SRM activities.

7. Provide SRM training in accordance with the AMS to the programs and analysis teams conducting SRM in the AMS.  This training plan is described in section 7.

8. Approval authority for Comparative Safety Assessments (CSA), which are then passed to SEC for final approval.

9. Provide the SEC with selected SSWG approved SSPRs covering safety plans, assessments, reports, and analyses in accordance with this SSMP.  Provide SEC with briefing on the SSWG reviews prior to SEC review of these plans and analyses.

10. Brief all JRCs on the status, conduct, and results of SRM activities of each program.  Provide recommendations to the JRC concerning the program’s continuation into the next phase based on the SRM status and progress of the program.  This briefing must be coordinated with the MAT, IAT, IRT, and IPTs prior to the JRC and early enough for the implementation team to take remedial action.

11. Act as SEC and ARA representative to the FAA-level SRMC.

12. Assist other LOBs in the establishment of SRM plans and processes.

6.2.7 NAS Modernization System Safety Working Group (SSWG) (Revised 01/2002)
The role of the NAS Modernization SSWG is to promote and guide the safety risk management process in acquisition of NAS modernization systems.  In addition, the SSWG is to assist the teams responsible for conducting or managing system safety programs.  The Charter for the NAS SSWG is found in its entirety in Appendix L.  The SSWGs specific responsibilities: 

1. Configuration manage the contents of SSH, SSMP and SRM training packages. 

2. Assist and advise the LOBs, IPTs, and PTs in development and implementation of the various program’s System Safety Program Plans (SSPP)

3. Assist and advise the Lines Of Business (LOB), Integrated Requirement Teams (IRT), Integrated Product Teams (IPT), Mission Analysis Teams (MAT), Investment Analysis Teams (IAT), and Product Teams (PT) in the conduct of safety analyses and hazard tracking and risk resolution.

4. Approve or make recommendations for changes required for approval of system safety Design Analysis Reports (DARs) for SEC review.  The approval or recommendations will be provided back to the originating team within two weeks of receipt.  This approval is limited to verifying that the process used in the safety analysis is consistent with the process defined in this plan and in the FAA System Safety Handbook or other suitable alternative.  The SSWG does not approve CSA’s, as that authority rests with the FAA’s CSSE and the SEC.

5. Develop the System Safety Program Recommendations (SSPR) summary document to accompany all approved documents to the SEC for transmittal to the program manager.

6. Approve or make recommendations for changes required for approval of the SSPPs for SEC review.  The approval or recommendations will be provided back to the originating team within ten working days of receipt.

7. With regard to Hazard Tracking and Risk Resolution the SSWG will review all initial Safety Action Records (SARs).  Review all open and high risk SARs at least quarterly.  At each review of a SAR the SSWG will determine each SARs status (open, monitor, close) and Risk Assessment Code (RAC).

8. Allocate SSWG resources to assist the MATs, IATs, and IRTs in the conduct of OSAs, CSAs, and PHAs.

9. Provide trainers and instruction to the FAA and contractor personnel managing or performing safety engineering analyses as described in section 7.

6.2.8 Mission Analysis Team (MAT) (Revised 01/2002)
Mission analysis is a continuous, forward-looking process to identify future FAA needs based on industry inputs, trends, demands, and technology opportunities.  The Mission Analysis Team’s (MAT) role is to translate these needs into a mission needs statement and an initial Requirements Document (iRD).  The MAT is responsible for conducting the Operational Safety Assessment (OSA) with the help, guidance, and assistance of the SSWG.  The specific responsibilities of the MAT:

1. Provide a central point of contact to coordinate all safety analyses.

2. Inform the SSWG (either through the Chief System Safety Engineer, ASD-100, or the System Safety Analysis Manager, ASY-300) of the intent to perform a Mission Analysis.

3. In concert with the SSWG, determine if an OSA is appropriate.

4. If it is determined to be appropriate to the MA, the MAT conducts the OSA in accordance with the instructions in the AMS FAST toolset, the SSMP and the FAA SSH.

5. Ensure adequate resources and trained personnel are available to perform and document the OSA.

6. When the OSA draft is complete, submit the OSA to the SSWG for review and transmittal to the SEC for final approval.

7. Coordinate the SEC briefing to JRC.

8. Ensure that the requirements developed as a result of the OSA are reflected in an SRVT and included as discrete requirements of the iRD.

6.2.9 Investment Analysis Team (IAT) (Revised 01/2002)
The intent of investment analysis is to define in functional and performance terms the capability the agency must have to satisfy mission needs and to determine and baseline the best overall solution(s) for achieving that capability.  The intent is not to develop and engineer solutions.  If the best solution requires development, this must be recognized and factored into the baseline of the solution(s) that will be implemented as an acquisition program.  The objective is to provide the rigorous data needed by the Joint Resources Council to make an informed investment decision.

Investment analysis is structured to translate mission needs into top-level performance and supportability requirements, by conducting alternatives analysis and affordability assessments to determine the best solution.  After initial top-level performance and supportability requirements are established, a primary objective of investment analysis is to determine whether low-risk, low--cost commercial or non-developmental solutions are available, or whether a developmental effort is needed.

The role of the Investment Analysis Team (IAT) in system safety is to perform Comparative Safety Assessments of the alternatives under consideration for the Investment Analysis and to develop the program’s System Safety Program Plan (SSPP).  The IATs specific responsibilities:

1. Provide a central point of contact to coordinate all safety analyses.

2. Assess needed SSWG resources for conducting the required analyses in support of the investment analysis and communicate this information.

3. With the SSWG, ensure adequate resources and trained personnel are assigned to perform the CSA and develop the SSPP.

4. Conduct the CSA in accordance with the instructions in the AMS FAST toolset, the SSMP and the FAA SSH.

5. When the CSA is complete, submit it in a DAR to the FAA’s CSSE for review and transmittal to the SEC for final approval.

6. Develop a tailored SSPP supporting the scope and complexity of the programs needs and in accordance with the AMS FAST toolset, the SSMP and the FAA SSH.

7. Ensure that the tailored SSPP is included in the Acquisition Program Baseline (APB).

8. Coordinate the SEC briefing to JRC.

9. Include the CSA in the Investment Analysis Report (IAR).

10. Ensure that the requirements developed as a result of the CSA are included in the SRVT and as discrete requirements of the IAR.

11. Ensure that the system safety requirements reflected in the SRVT are included in the Acquisition Program Baseline (APB).

6.2.10 Integrated Requirements Team (IRT) (Revised 01/2002)
The Integrated Requirements Team (IRT) is tasked with using the IAR to develop a final Requirements Document (fRD).  The IRT uses the information developed in the IAR to develop a set of requirements for the selected option and documents those requirements in the fRD.

The IRT’s role in system safety is to perform a Preliminary Hazard Analysis (PHA).  The specific system safety responsibilities of the IRT:

1. Provide a central point of contact to coordinate all safety analyses.

2. With the SSWG, ensure adequate resources and trained personnel are assigned to perform the PHA.

3. Conduct the PHA, with SSWG assistance, in accordance with the instructions in the AMS FAST toolset, the SSMP and the FAA SSH.

4. When the PHA is complete, submit it to the SSWG for review and transmittal to the SEC for final approval. 

5. Coordinate the SEC briefing to JRC2.

6. Document the PHA in a DAR and deliver to the IPT.

7. Ensure that the requirements developed as a result of the PHA are included in the SRVT and as discrete requirements in the fRD.

6.2.11 Integrated Product Teams, Product Teams, and Prime Contractors

The Integrated Product Team (IPT), Product Team (PT), and Prime Contractor(s) (PC) are responsible for developing engineering solutions and fielded systems to fulfill FAA capability shortfalls as defined in the Mission Need Statement, and the investment analysis requirements.  During Investment Analysis, the IPT should develop the program Acquisition Strategy Paper (ASP) and the Integrated Program Plan (IPP).  After approval of these program-planning documents, the Integrated Product Team executes the actions and activities that obtain the solution and accept a product or service for operational use.  The activities that should be accomplished during this period vary widely depending on the complexity and scope of the acquisition program.  After the investment decision, the Integrated Product Team (or PT, as appropriate) assumes responsibility for the acquisition program, implements the selected solution, and manages the product throughout the in-service period.

The Integrated Product Team (or PT) is empowered to make many important decisions:

· source selection and contracting

· design

· production

· in-service deployment (unless retained or otherwise delegated by the JRC)

· incorporating improvements during in-service management 

· sustainment planning and programming

The IPT/PT/PC role relative to system safety is to ensure that the SSPP is developed, integrated with the IPP, and executed as intended by the program.  Their specific responsibilities:

1. Provide a central point of contact from the IPT/PT to coordinate all safety analyses.

2. Assist the IAT in development of the SSPP.

3. Ensure that the Acquisition Program Baseline of each program includes and considers the SSPP and system safety requirements of the program.

4. Provide for program-specific safety risk management planning in the Acquisition Strategy Paper by ensuring inclusion of the SSPP requirements.

5. Ensure SSPP is integrated and included in the Integrated Program Plan.

6. Assist the IRT in development of the PHA.

7. Execute the tailored SSPP and associated safety risk management tasks to include as a minimum: hazard identification, hazard classification (severity of consequences and likelihood of occurrence), measures to mitigate hazards or reduce risk to an acceptable level, verification that mitigation measures are incorporated into product design and implementation, and assessment of residual risk.

8. Coordinate with the SEC on briefing the status of the program’s system safety program presented at Joint Resource Council meetings that cover that program.
9. Conduct the tailored SSPP required safety analyses in accordance with the instructions in the AMS FAST toolset, the SSMP and the FAA SSH.

10. Submit the completed analyses in the form of DARs to the SSWG for review and further transmittal to the SEC for final approval.

11. Provide the SSAR before the JRC3 for SSWG review and SEC approval.

12. Execute Hazard Tracking and Risk Resolution (HTRR) by establishing and implementing a Hazard Tracking System (HTS) as described in this SSMP in section 5.3.10.

13. Ensure adequate resources and trained personnel are assigned to perform the tasks called for in the SSPP.

14. Brief the SSWG quarterly on all Proposed, Open, High, and changed Safety Action Records in the HTS.

7.0 Safety Risk Management Training

In order to execute safety risk management in accordance with FAA orders and the AMS, the SEC will deploy guidance and instruction in the FAA Acquisition System Toolset (FAST).  Three elements are included in the FAST under system safety; (1) FAA level guidance on “how to” perform system safety engineering, (2) this management plan detailing the plan for conducting safety risk management in the AMS, and (3) a set of training courses.  This is depicted below in Figure 7.0-1.


Figure 7.0-1 – SRM in the AMS 

In order to successfully deploy system safety in the FAA AMS, the FAA must provide a coherent training program to teach managers, engineers, and analysts how to conduct SRM.  This training will be conducted at various levels of detail and using the methods described in the following sections.  The SSWG and the SEC will form a Safety Risk Management Training Team with the assistance of the FAA SRMC.  This training team will be responsible for developing the course and providing the training product throughout the FAA.

7.1 Training products

The following SRM training products will be developed and training provided.

7.1.1 Training needs analysis

A training needs analysis will be conducted to determine the extent of system safety knowledge in the FAA, particularly those involved in the acquisition of systems.  In addition the training needs analysis will determine the system safety tasks that must be covered and the general background, experience, and education of the potential audiences.  This analysis will be provided to the SEC before full-scale deployment of the training packages.

7.1.2 Course development

The following elements will be covered during course development:

(1) Objectives of each course

(2) Completion standards

(3) Syllabus containing a list of lessons

(4) Course organization

(5) Lesson plans containing objectives and content

(6) Training schedules

7.1.3 Learning objectives

Each lesson will be directly tied to one or more learning objectives.  The learning objectives will come from the course objectives.

7.1.4 Application level training

The SRM training team will develop three levels of courses based on the needs of the FAA.  These levels will be included in the Training Needs Analysis.  They will consist of (1) Associate Administrators and Directors, (2) Program Managers and System Engineers, and (3) System Safety Practitioners.

7.1.4.1 Associate Administrators and Directors

This relatively short course will include the information needed to understand SRM, SRM process outputs, and risk acceptance.  The course length will be one to two hours.

7.1.4.2 Program Managers and System Engineers

Program Managers and senior System Engineers need a higher level of understanding than the Associate Administrators and Directors.  These individuals are charged with the day-to-day management and integration of multiple disciplines in the acquisition of systems.  The course contents could include overviews of system safety principles, the system safety tasks, SRM in the AMS, development of system safety program plans, the SSMP, and safety integration at the NAS level.  As a result, this course length will be on the order of two to five days.

7.1.4.3 System Safety Practitioners

The System Safety Practitioners are the engineers, system engineers, analysts, and managers charged with conducting and managing the safety plan and tasks on a program.  The contents of this one to two week course will be in-depth coverage of:

(1) System safety principles in the FAA

(2) Safety tasks in the FAA SSH

(3) The System Safety Management Program

(4) Use of system safety tools in the AMS

(5) How to conduct Hazard Tracking and Risk Resolution programs

(6) How to conduct Operational Safety Assessments in Mission Analysis

(7) How to conduct Comparative Safety Assessments in Investment Analysis

7.2 Training means

The following instructional methods will be considered for safety training.

(1) Classroom training

(2) Computer-based training

(3) Classroom charts and other materials on the FAST web site

7.3 Course development schedule

The CSA and OSA courses will be developed to meet an immediate FAA need.  Later in the course development, these two courses will be incorporated into the safety engineering practitioners course.
Figure 7.3-1 – Course Development Schedule

Appendix A: Example of the use of the Hazard Analysis Model 


In this scenario, the aircraft loses power from one engine. In some portions of the hypothetical aircraft envelope (called the avoid region), loss of power from one engine will cause a rapid descent and impact, which would be considered catastrophic.  In the rest of the aircraft envelope, loss of one engine is not catastrophic because there is sufficient power for single engine flight.  However, in this example, the hazard would still be rated catastrophic [because impact is possible in a part of the envelope] even though the aircraft is capable of continued flight on one engine for much of its airspeed/altitude envelope.

Choose the worst credible outcome, when determining severity.  In this case, because of the nature of helicopter operations, it is possible for the engine to fail while in the avoid region, so the worst credible outcome would be catastrophic.

Probability is the dependent variable, and is determined by the rate of occurrence of the accident at the worst credible severity.  The probability is NOT the rate of engine failures. It is the expected rate of loss at the specified severity level, in this case the catastrophic level.  It is the rate of single engine failures in combination with the expected rate being in the avoid region.  This definition of probability can be qualitative or quantitative.  Hazards with Major or greater potential (as defined in table 4.2-1) should be quantitatively analyzed using the techniques described in chapter 9 of the FAA SSH.

Appendix B: OSA outline (Revised 01/2002)
The OSA report consists of the following:

1. An executive summary.

2. An introduction.

3. A summary of results including the SRVT.

4. A high level description of the system and operational services (OED).

5. A description of the methodology used.

6. A list of assumptions, definitions, and a description of the tools used.

7. Schedule for pre-JRC safety risk management tasks.

8. Appendix A, the functional analysis.

9.
Appendix B, the Preliminary Hazard List or OHA and the ASOR.

10.
Other appendices for any other required information.

For a more detailed description of an OSA, see the FAA SSH chapters 2 and 4.  Also, refer to RTCA/EUROCAE Special Committee (SC) 189/Working Group (WG) 53 position paper P-PUB-22, (Guidelines for Approval of the Provision and Use of Air Traffic Services Supported by Data Communications, Revisions G through M).

Appendix C: Format of an OSA worksheet (Revised 01/2002)
When using this format, refer to section 4.1 and Appendix A.

	US Department of Transportation

Federal Aviation Administration

Office Symbol:

Engineer or team name:

Date published:
	Operational Safety Assessment

Worksheet: “Name of Program”

	Hazard Number:
	The hazard number is used by the assessment team to uniquely identify each hazard.  The number is an alphanumeric identifier in the form of AAA-NNN, where AAA is the three-letter identifier for the program, and NNN is a sequential number.  For instance, “ADS” could be used for the ADS-B program.  Therefore, the first identified hazard on the ADS-B program would be ADS-001.

	Hazard Title:
	The hazard title should be a one-phrase description of the hazard.  This corresponds to the “hazard” in the model in section 4.1.  Examples would be “Undetected loss of ADS-B information from a vehicle” or “Loss of power from one engine.”

	*Function Name:
	During the OSA a functional analysis is required.  Each function is given a name or number, which is used here.

	*Function Description:
	The functional analysis will yield a description of each function, which is recorded here.

	Hazard Description:
	The “hazard title” is often too short to adequately describe the hazard.  This section permits the engineer to expand the hazard information to a paragraph or two.  Using the example in Appendix A (Loss of power from one engine), we could further describe the hazard as “Loss of power from one engine while operating in the avoid region or over rough terrain.”

	Hazardous System State:
	The system state includes all of the expected operational and ambient conditions in which the system is operated.  In particular, the worst-case conditions need to be documented here.  These conditions include operating rules (VFR/IFR), weather conditions (e.g., low visibility, rain, lightning, VMC, IMC, turbulence), flight environment (e.g., airspace, density, low altitude, high altitude), etc.

	Hazard Cause(s)
	Causes are the occurrences or events that lead directly to the hazard (e.g., a crimped fuel line causes the fuel starvation of an engine and loss of power)


	Effects or Description of Harm:
	The effect is the worst potential outcome that can result if the hazard occurs in the worst system state.  Less severe effects can also be recorded, but the worst credible effect MUST be documented.

	Severity Assessment:
	This is the characterization or assessment of the severity of the effects in accordance with the definitions in section 4.2.  The possible entries are catastrophic, hazardous, major, minor, or no safety effect (See Appendix D for JRC briefing format).

	Existing Controls:
	Controls are features of the system that eliminate or mitigate risk.  Controls follow the safety order of precedence in table 3 in section 4.3.  The existing part of this column means that the controls have to be verified as validated design features or requirements.

	Requirements and Recommended Controls:
	The record of controls that do not yet exist or are unverified.  It is also used to record any recommendations or notes.

	(*) Optional 
	


Appendix D: Format for briefing JRC on OSA results (Revised 01/2002)


NUMBER OF REQUIREMENTS:

IN APB RECOMMENDED
OSA results briefed to JRC
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Appendix E: Format for briefing JRC on CSA results (Revised 01/2002)
Comparative Safety Assessment Results:  JRC2
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1There are systems covered by the SSMP that are manual.  This reference is just included as an example of what one would put on this chart.  It is not intended to exclude any other types of systems or recommendations.

Appendix F: Example formats for Hazard Analyses (Revised 01/2002)
Tabular formats should be used when the information contained in the cells is brief and does not overflow onto subsequent pages.  Typically tabular formats are used in the PHA and HHA. Narrative formats are used when the information for each hazard is detailed and extensive.  The narrative format is used typically in the SSHA, SHA, and O&SHA.

Tabular Format

	Hazard No.
	Hazard or Hazard Scenario
	Causes
	Hazardous System States
	Effects
	Risk Assessment
	Existing Controls
	Recommendations and new requirements

	Data Source
	

	See Appendix C: “Hazard Number” for the format
	Refer to the model in Appendix E.  Using that model, this is the hazard
	Refer to the model in Appendix E.  Using that model, these are the causes for the hazard
	Refer to the model in Appendix E.  Using that model, this is the worst case system state for the hazard to occur.
	Refer to the model in Appendix E.  This is the worst credible outcome if the hazard occurs in the worst case system state.
	See definitions and guidelines in section 4.2
	These are the existing designs (and validated, verified requirements), safety features, warnings, or procedures that mitigate the effects, system state or hazard occurrence.
	These are the engineer’s recommendations for additional controls and new requirements.

	Data Example
	

	ADS-001
	One engine inoperative
	Fuel line crimped. Ice accretion on intake.  Faulty engine control.  Crew inadvertently pulls engine off line. Water in fuel cell.
	Low Altitude. Low Airspeed.  High-density altitude.  High gross weight.
	Loss of power from one engine.  Power required exceeds power available.  High rate of descent. Impact before single engine airspeed can be reached.  Fatal injuries to occupants.
	1D
	Two engines.  Two fuel cells.  Water drains.  Ice Protection.  Dual engine controls.  Clearly marked engine control levers.  Pre-flight inspection requires crew to examine fuel lines. Etc.
	The height-velocity curve should be adjusted.  The engine control levers shall be secured when in the ‘fly’ position.  The crew shall have to activate a button to move out of ‘fly.’


Narrative Format

	Federal Aviation Administration
[Office or Directorate: e.g. Office of Architecture and System Engineering, ASD] 
	Preliminary Hazard Analysis

Worksheet:

[Program name here]

	Hazard #: [unique number assigned to hazard, see Appendix C “hazard number”]
	Capability: [select] Surveillance, Communication, Navigation

	Hazard/Hazard Scenario Title: [short title describing hazard]
	Domain: [select] aircraft, en route, terminal, oceanic, tower, all

	Risk Assessment Code: [1D, 3C, etc.  See section 4.2]
	Service: [select] ATC advisory

	Hazard Causes: 
	See model in section 4.1 and Appendix A.  These are the causes of the hazard.

	Hazardous System State:
	See model in section 4.1 and Appendix A.  These are the worst ambient and operational conditions in which the hazard can occur.

	Effect(s):
	See model in section 4.1 and Appendix A.  This is the worst-case credible outcome if the hazard occurs in the worst case system state.  This determines the severity code.  See section 4.2.

	Existing Controls:
	These are the existing (validated and verified) designs, requirements, safety features, protective devices, warnings, and procedures that mitigate the effects of the hazard.

	Recommendations and requirements
	These are the recommendations and proposed requirements that the safety engineer or team considers having the potential to further control the hazard.


Appendix G: Format: reporting PHA/SSHA/SHA/O&SHA results to JRC

NUMBER OF HAZARDS
PHA/SSHA/SHA/O&SHA/HHA results briefed to JRC
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1There are systems covered by the SSMP that are manual.  This reference is just included as an example of what one would put on this chart.  It is not intended to exclude any other types of systems or recommendations.






A (() indicates satisfactory completion.  An (X) indicates unsatisfactory completion.

Appendix H: Outline of the System Safety Assessment Report

The following outline should be used as a guide for development of the SSAR.

1. Summary

2. Safety criteria and methodology

3. Results of analysis and tests performed (and other verification activities)

4. Results of the safety program efforts

5. List of hazards (with risk) identified to date

6. Allocation: Safety Objectives and Requirements

Appendix I: Safety Requirements Verification Table (SRVT) (Revised 01/2002)
	Allocation:  Safety Requirements Verification Table

PUI


Requirement or Objective
	R/O Source
	V&V Status
	Allocation

AC
GND
	Planned V&V Method

Test
Assess
	Risks Controlled by SRVT

Hi
Med
Low

	51.
	Develop contingency procedures for specific collision hazard situations (OPEVAL 2 scenarios)
	PHA
	
	X
	X
	X
	
	2
	21
	

	52.
	Develop contingency procedures for specific collision hazard situations (OPEVAL 2 scenarios)
	SSHA
	
	X
	
	
	X
	1
	12
	223

	
	Adequate training and certification of aircrew to ensure situational awareness, appropriate equipment usage, and information interpretation
	SHA
	
	X
	
	
	X
	3
	11
	100

	
	Failure/malfunction indication shall be designed to conform to appropriate standards, (e.g., Human Factors Design Guide FAA CT-96/1)
	SAH
	
	X
	X
	X
	
	
	34
	12

	
	Pilot uses “see and avoid” procedures
	O&SHA
	
	X
	
	
	
	1
	12
	16

	80.
	Avionics certification, installation, approval process in place for OPEVAL 2
	OSA
	
	X
	
	
	X
	1
	14
	45

	41.
	The equipment used in OPEVAL 2 shall be designed to conform to appropriate standards, (e.g., Human factors design guide FAA CT-96/1)
	HHA
	
	
	
	X
	X
	1
	10
	22

	
	
	
	
	
	
	
	
	
	
	



Appendix J: System Engineering Council Charter

1. PURPOSE  This Charter establishes the System Engineering Council (SEC), which is a FAA Administrator-level organization.  The SEC orchestrates common system engineering activities across the National Airspace System (NAS).  The SEC has the responsibility, authority, and accountability for the development, documentation, deployment, control, and monitoring of the system engineering process and is the owner of this process.  The SEC has four primary functions: (1) system engineering leadership, guidance and vision; (2) development of processes and tools using industry and government standards; (3) facilitate problem definition and resolution as directed by senior management or requested by an SEC member; and (4) the identification and quantification of and advocacy for resources to accomplish SE within the FAA.  As a result of the more structured approach the SEC will bring to system engineering, the FAA will improve the match of system capability to stakeholder requirements, reduce time from systems concept to development, improve quality, and reduce overall life cycle costs (EIA/IS-731.1).

2. BACKGROUND
a. Successful NAS modernization requires the focused application of mature system engineering analyses and leadership to resolve engineering issues surrounding the evolution of the NAS.  At present, the FAA does not have a formal system engineering process.  As a consequence, the agency has at best a Level 1 System Engineering (SE) Capability Maturity Model (CMM) rating.

b. The FAA iCMM goal is Level 3.  To meet this goal, the FAA must strengthen system engineering competencies, improving integration and management of system requirements.  The SEC was structured to create the necessary tools and processes, and to be a forum for mitigating this deficiency through the development of a formal system engineering process.
c. The SEC was created to discover and resolve system engineering issues related to the NAS Architecture (i.e., strengthen the NAS-level SE), promote the resolution of crosscutting SE issues across the lines of business (LOBs) and develop the SE infrastructure to support Integrated Product Team (IPT)-level system engineering.
d. The ARA Management Team has approved the hiring of Chief System Engineers (CSEs) to be strategically placed on complex programs and in support of NAS-level requirements.  These Chief System Engineers shall serve as members of the SEC along with senior engineers/scientists from other LOBs.
3. OBJECTIVES AND SCOPE
a. The SEC, consistent with this charter, will serve as the primary FAA point for the coordination of NAS system engineering and will be responsible for performing corporate-level system engineering across the NAS and FAA.  This includes the SEC support to the NAS architecture and modernization/sustainment efforts.

b. The SEC will develop a plan of continuous improvement in the capability application of this process on FAA programs by focusing on and tailoring the SE-CMM portions of the FAA-iCMM, as well as industry standards such as EIA/IS-731.1.

c. The SEC will apply the principles of system engineering to problems identified by the Joint Resources Council (JRC), the Federal Acquisition Executive Advisory Board (FAB), SEC members, and other senior managers, which must be solved within or across LOBs (NAS-level integration).

d. The SEC will also develop system-engineering processes (using government and industry standards) to ensure uniform understanding and application of system engineering across the FAA.

e. The SEC will provide a functional allocation process for the FAA LOBs to allocate performance requirements and design constraints between airborne, ground, and commercial space transportation systems.

f. The SEC will establish and sustain a process and forum for program integration and deployment of consistent system engineering across the agency.  While the scope of the SEC is FAA-wide system engineering, the near-term focus will be NAS modernization and sustainment of capabilities and services.  The SEC will use the NAS Architecture, which forms the baseline for implementing configuration management and a more disciplined approach to reaching architecture decisions on NAS capabilities and services, to provide data to senior management, thus enhancing data driven decision-making in the FAA.

4. DUTIES
a. The SEC will create the System Engineering Manual (SEM) that defines system engineering processes and activities to be accomplished to institutionalize best practice across the FAA.  Ultimately the goal is to optimize and continually improve the process, resulting in a NAS at SE CMM Levels 3 to 5.  The SEC will also develop, document, and maintain a NAS-level System Engineering Management Plan (SEMP), which will guide the implementation of system engineering on projects by IPTs and Product Teams.

b. The SEC will provide system engineering advice, which is consistent with available FAA resources, to IPTs and other FAA organizations.

c. The SEC will provide recommended processes to the System Engineering/Operational Analysis Team (SEOAT), the NAS Architecture Team, and the Research Executive Board for ensuring consistency in prioritizing programs/systems during annual agency budget planning.

d. The SEC will provide a NAS-level crosscutting engineering forum in which integration and engineering problems are worked and decisions are made to achieve horizontal as well as vertical integration.

e. The SEC will develop and facilitate a process for airborne, ground, and commercial space transportation systems to review programs/projects and develop the appropriate and timely revisions.  IPT SE will be involved in this process, as appropriate.

f. The Council will conduct reviews and audit engineering plans (e.g., risk management, interface) for compliance and traceability to the processes described in the SE manual.

g. The SEC will form and convene NAS specialty engineering working groups (WGs) in accordance with NAS specialty engineering program plans.  These WGs will execute the specialty engineering program plans described in the SEM at the NAS-level and within the LOBs.  For example, the SEC will form and convene a NAS System Safety Working Group (SSWG) in accordance with the NAS SSPP.  The purpose of the SSWG will be to track and resolve high-risk hazards in the National Airspace System and allocate technical expertise and resources to assist other LOBs as a party to the investigation and resolution of incidents and accidents affecting the NAS.

h. The SEC will develop and maintain a NAS-level System Safety Program Plan (SSPP) that will detail the tasks and activities of system safety engineering required to identify, evaluate, and control hazards in the NAS.  The NAS SSPP will be used by the LOBs as a guide in development of their own SSPPs.

i. The SEC will develop other NAS specialty-engineering program plans to execute the SEMP.  The purpose of these plans will be to detail the tasks and activities required to develop specialty engineering at the NAS-level and within the LOBs.

j. The SEC will review the plans for conducting safety assessments for NAS services and capabilities.

k. The SEC Chair will approve NAS-level safety assessments.

l. The SEC will develop and maintain a list of industry and governmental standards committees relevant to the NAS.  The SEC will ensure that the FAA is represented properly at these standards bodies.

m. The SEC, in concert with the LOBs, will develop a prioritized list of conventions, guidelines, and standards that require revisions, changes, additions, and deletions.

n. The SEC Chair will coordinate with the LOBs to accomplish specific studies as directed by senior management.

o. The SEC will review and provide comments on changes in concepts of operations, architecture assessments leading to changes in the NAS Architecture, and NAS Requirements Document (NAS RD).

p. The SEC will develop and maintain SEC Standard Operating Procedures (SOPs).  In agreement with ASD and supporting LOBs, the SEC will identify the personnel and material resources necessary for executing the SOPs in a SEC Operational Plan.  The SEC will be responsible and accountable for the management of the SEC Operational Plan including an annual review and update.

q. For tasks and activities outside the SEC Operational Plan, the SEC will assist participating FAA organizations to identify the personnel and materials prior to beginning the activity.

r. The SEC will define the total SE resource requirements and assist in the acquisition and development of these assets.

5. ROLES AND RESPONSIBILITIES
a. The SEC will be composed of the following members:

· Chief NAS System Engineer (SEC Chair)

· Chief System Engineers identified by the ARA Management Team

· NAS Architect

· AVR representatives selected from the National Resource Specialists and one representative from Flight Standards

· ASY system safety representative

· ARS representative supporting operational requirements

· Chief Scientist for Human Factors

· ARP representative

· AAF representative

· AIO Chief Scientist for Information Technology

· ACT representative

· SETA Chief System Engineer

· MITRE CAASD Representative

· Representatives from other LOBs will be invited to participate if the subject being discussed will impact their respective organization’s responsibilities.  In addition, other ASD/IPT System Engineers and Chief Scientists will participate where the subject warrants

b. The Chief NAS System Engineer responsibilities include the following:

· Participating in the technical forum for review of concepts of operations, changes to the architecture, and NAS-level requirements as a member of the SEC

· Identifying and defining engineering capability shortfalls as input to the mission analysis process

· Developing NAS-level Requirements

· Identifying and defining NAS Standards recommended for NAS systems

· Performing studies as directed by JRC or SEC

· Initiate action on unresolved system engineering issues in the NAS

· Providing NAS-level CCB recommendations for approval of NAS-level Requirements

· Reviewing and approving NAS-level system safety assessments and management plans

· Providing architecture change reviews

· Advocating System Engineering Processes, including the responsibility to institutionalize system engineering across the agency and ensure its continuous improvement

· Developing, documenting, releasing, and controlling a FAA SEM and an associated SEMP

c. The Chief System Engineers (CSEs) serving on the Council have the responsibility, authority, and accountability for setting policy for system integration, system performance measurement and documentation, requirements management flow and process, specialty engineering disciplines, and related engineering duties.  They will be FAA assets who work significant integration and performance issues, and will be the leaders of a more structured, system engineering discipline.  The following workload guidelines apply to the chief system engineers assigned to the SEC:

· 30% - 50% of time spent as a corporate FAA resource through work on SEC issues

· 30% - 50% of time in direct support of IPT/directorate system engineering issues/problems

· 10% of time working with Standards bodies (e.g., RTCA, ICAO, IEEE, AIAA, etc.)

· 10% of time training and mentoring other system engineers

d. The National Resource Specialists from AVR must be those specialists most directly involved in the integration of communications, navigation, surveillance, and air traffic management between airborne and ground systems.  With respect to the SEC, their roles and responsibilities include:

· Defining issues affecting aircraft operations and certification of capabilities that require integration with ground systems

· Representing AVR in the allocation of functional and performance requirements between air and ground systems

· Participating in review and approval of SEC reports and recommendations

· Reviewing safety assessments that are within their area of expertise

· Assisting in the training of system engineers on aircraft certification issues and processes

· Reviewing and recommending changes to the system engineering process to make sure that the needs of the aircraft operations components are considered

e. The Office of System Safety (ASY) representative will support the SEC as the co-chair of the SSWG along with the CSE for Safety, and in development of safety analyses, by providing safety related data as needed, and by coordinating related ASY activities and initiatives with the SEC.  The CSE for Safety will represent the SEC as the other co-chair.

f. The Office of Air Traffic System Requirements Service (ARS) representative will provide the operational requirements perspective to the system engineering discussions and coordinate recommendations from the Council with the Air Traffic Service.

g. The Chief Scientist for Human Factors will provide a perspective to the system engineering discussions on ergonomics, human-system interface, usability, and other human performance issues related to system operations and maintenance.
h. The Associate Administrator for Airports (ARP) representative will provide the airport perspective with regard to safety and capacity.

i. The Airway Facilities Service (AAF) representative will provide the deployment and maintainability perspective to the SEC.

j. The Associate Administrator for Information Services (AIO) representative will provide a perspective on the FAA's current the information services and information security initiatives and aid in proper mapping of iCMM to SE-CMM.

k. The William J. Hughes Technical Center (ACT) representative will provide access to the Agency's laboratories and technical staffs to provide crosscutting technical system engineering for exploring and resolving system integration issues.  The kinds of system engineering that the Center will provide include simulation to effect airspace design and validate operational concepts, modeling to define separation standards and perform safety risk analysis, rapid prototyping of acquisition systems, human-in-the-loop performance evaluations, ATM and CNS systems integration activities and test beds, and NAS level requirements impact analysis for the Configuration Control Board.

l. The chief system engineers from MITRE CAASD and the SETA contractor will serve in an advisory capacity and bring their expertise and that of their organization to work the issues.  Redirection of contractor resources to meet SEC requirements will be coordinated between organizations by the NAS Chief System Engineer.  The NAS Chief System Engineer will budget for contractor resources in support of the council, as supplemented by the IPTs as needed to work the issues.

m. Other representatives from LOBs will bring their operational perspectives to the issues under discussion, coordinate on recommendations, and accept actions to resolve issues affecting their areas of responsibilities.

n. The SEC may direct the formation of working groups to work issues.  The Council can include NAS users, manufacturers, other government representatives, and contract resources to resolve issues.  Each member of the SEC will help define the resources and the work required for the tasks.

6. Products of the SEC  The SEC produces the following products:

a. System Engineering Manual

b. Reviews of NAS requirements data base

c. Technical reports with recommendations on implementing systems

d. System engineering policies and procedures supporting the Acquisition Management System

e. The System Engineering Management Plan

f. SEC Program Plan

g. Reviews of Architecture Assessments

h. Approvals of NAS safety risk assessments, except CSA’s, which are approved by the SEC Chair in the person of the Chief System Safety Engineer

i. Decision memoranda on NAS-level technical requirements

j. Training materials for educating FAA employees on system engineering processes, methods and tools

k. The NAS-level System Safety Program Plan

l. Approvals of specialty engineering plans

m. Reviews of Hazard Tracking Reports as approved by the NAS SSWG

n. Criteria for technical problem acceptance

o. SEC product metrics

p. SE resource forecasts/statistics

q. SE roles (criteria/job path/descriptions)

r. Meeting minutes with relevant attachments

s. SEC SOPs

t.
SEC action item list

Appendix K Comparative Safety Assessment (CSA) Template

The CSA Summary Sheet template depicted on the following pages may be opened by double clicking on the page anywhere within the CSA Summary Sheet.  The CSA Summary Sheet is the cover page for the CSA and all contents within the document.  The document should be saved for use under a separate file name by selecting File and clicking on Save Copy As… and assigning a new file name.

After saving the newly named file to another directory, select File and click on Close & Return to Sys_Safety_Mgmt_Program_Rev101601.doc.  This will restore the view to the entire System Safety Management Program document.

Within the opened CSA document itself, the fonts, and table arrays are preset to the values of the desired CSA Summary format.  Fonts and table arrays may be altered at the authors discretion for size and composition.

Following preparation and peer review, the CSA is to be transmitted electronically to the Chief System Safety Engineer for his or her review and approval.

Content of the sample CSA template contained herein is fictional and does not represent an actual Comparative Safety Assessment requested or required by the Federal Aviation Administration nor does it relate to existing or pending Federal Communications Commission rules or regulations.


[image: image7.wmf]CSA SUMMARY SHEET 

(Double Click to Open)

 

Insert document control number here

 

Chief System Safety Engineer 

______________________

 

Requesting Organization

:  

Insert FAA or other requestor here

 

Title/Subject

:  

Insert title of qualitative or quantitative 

Comp

arative Safety Assessment (CSA) here

 

Date

:  

Insert preparation date and subsequent revisions and dates here (e.g. 

August 1, 2001, Rev. A, October 16, 2001)

 

Subject Description

: [preset to Body Text] 

Insert subject description of Comparative Safety Assessm

ent here

 

Problem Statement:

 

[preset to Heading 6]:

 

Insert a problem statement paragraph here

 

-

 

(e.g. “The Academy of Model Airplane Aeronautics (AMA) members want to add 

capabilities to their radio control (RC) aircraft models to operate on frequencies wit

hin the 49.8 MHz range presently reserved for 

radio control of models other than aircraft.  While the frequencies of 49.830 MHz, 49.845 MHz, 49.860 MHz, 49.875 MHz, and 

49.890 MHz are authorized, power output is limited to 100 Milliwatts amplitude modulate

d control signals and therefore is not 

recommended for control of model aircraft by today’s restrictions.  The AMA’s reason for wanting to transmit and receive at 49 

MHz instead of the presently authorized frequencies of 72 MHz is that baseband amplifiers 

are more readily available on today’s 

market which would permit higher transmitter power to be used and would enable AMA model enthusiasts to competitively operate 

aircraft at greater distances.  Their additional claim is that with the advent of 49 MHz dig

ital wireless telephone products, the cost to 

produce the radio control transmitters and receivers is 40% less than the cost to produce the presently acceptable 72 MHz analog 

transmitters and receivers.

 

Should RC model aircraft enthusiasts be permitted to 

operate at 49 MHz with higher

-

power output transmitters with digital 

modulation, which could interfere with nearby 49 MHz wireless telephone communications, or conversely could such nearby 

telephone transmitters interfere with model aircraft operations, th

us causing loss of control that could lead to hazards.)

 

Expand upon conditions warranting CSA in the following paragraphs [restrict to three to five total]

 

-

 (e.g. Fiercer “dog

-

fight” and 

pylon competition in expanded areas of operation are attainable with

 higher RC transmitter power output operating at 49 MHz 

compared with the lower

-

power output of 100 Milliwatts as the Federal Communications Commission (FCC) rules now limit for 49 

MHz or with RC transmitters operating at 72 MHz frequencies.  The safety re

lated question is:

 

a.

 

With operations possible at greater distances from a digital time division multiple access RC transmitter accorded through 

increased power output, would there be a higher likelihood of injury or loss of aircraft resulting from potential 

loss of 

positive control of the RC model aircraft?

 

The AMA deems safety for spectators, participants, and contest personnel to be of the utmost importance.  Hazardous flying over the 

racecourse or any flying over controlled spectator areas or pits during c

ompetition is a “black flag offense.”  Loss of control of an 

aircraft can be hazardous especially for officials judging a dog

-

fight or pylon competition whether on or off the course.

 

The functional analysis performed against the analog 72 MHz RC transmitte

rs found several spurious emissions of the control 

signals were possible due to poor propagation factors and interference from other 72 MHz digital

-

proportional and amplitude 

modulated RC transmitters operating in close proximity within the competition are

as, which could cause loss of control of one or 

more RC model aircraft.  The functional analysis also showed that the 72 MHz analog superhetrodyne receivers generally provided 

little harmonic signal rejection to cross

-

and inter

-

modulation, thus leading to 

possible contamination of a received signal controlling 

one or more axis of a given RC model aircraft operating on the course, in close proximity to another RC model aircraft operating on 

or at an adjacent frequency.  One mitigating factor in the perturban

ce of the analog control signals or as a consequence of reduced 

received signal

-

to

-

noise is that the RC model aircraft would assume a level

-

flight condition, albeit under previously commanded 

engine power, thus possibly reducing injury to personnel within 

the immediate vicinity of the race course or operating area.  

However, such condition could lead to hazards outside of the area through loss of positive radio frequency control.

 

The functional analysis performed against the digital 49 MHz frequency or phas

e modulated digital time division multiple access RC 

transmitters at 100 milliwatts output power revealed fewer spurious emissions of the control signals however, when the power output 

was increased to 3 watts, some spectral splatter was observed due to po

or construction of the specimen RC transmitter.  It is likely 

that such splatter condition could be diminished with a better

-

designed and manufactured RC transmitter.  Regardless, it is unlikely, 

that several compatible digital 49 MHz receivers all operati

ng on adjacent frequencies within a group or cluster of other 49 MHz 

transmitters that such spectral splatter would be a factor influencing control of the RC model aircraft.  The functional analysis 

revealed no other anomalous behavior of the transmitted s

ignal at 3 watts, however, the question as to whether the 49 MHz receivers 

operating in the far

-

field or at greater distances from their respective transmitters would sustain adequate signal

-

to

-

noise to ensure 

positive control.  The functional analysis als

o revealed that with the 49 MHz RC model transmitters and receivers that it was 

possible to transmit increased data so that control of the engine, as well as the control surfaces could be established, thus enabling 

the handler to maintain positive control 

and assure the safety of the model aircraft in unexpected, adverse operating conditions.

 

b.

 

Does the likelihood of radio frequency interference generated by close proximity portable telephones operated at 49 MHz 

cause interference substantial enough to cau

se loss of control that could result in injury or property damage, or possible 

loss of life.”)

 


Appendix L: System Safety Working Group Charter (Added 01/2002)
1. Purpose:  To establish a technically qualified advisory group of FAA System Safety professionals as a means to enhance the design and safe operation of the National Airspace System (NAS).  The NAS Modernization System Safety Working Group’s (NAS SSWG) near-term purpose is to establish guidance for conducting safety risk management processes in accordance with FAA Order 8040.4.  Its long-term purpose is to control and implement those processes.

2. Scope:  The NAS SSWG is the body responsible for advising the System Engineering Council (SEC) regarding approvals of Safety Risk Management (SRM) guidance material, program plans, and safety analyses.  In addition, the NAS SSWG assists the Safety Risk Management Committee (SRMC), as required, in its role of advising the Lines of Business (LOB) and Program Offices (PO) in establishing SRM programs and policy.

The NAS SSWG will function as an element of program management to monitor the accomplishment of the following system safety tasks:

a. Validation of system safety program plans;

b. Identification of system safety requirements;

c. Organization and control of those interfacing FAA efforts that are directed toward the elimination or control of system hazards;

d. Coordination with other program elements;

e. Analysis and evaluation of candidate system safety programs to provide timely and effective recommendations for improving program effectiveness.

3. Authorizations:  The NAS SSWG is chartered by the FAA SEC and the FAA SRMC.  It is organized to comply with the FAA Acquisition Management System (AMS) System Safety Management Program in the FAST Toolset. 

4. References:

a. FAA Order 8040.4, Safety Risk Management, June 26, 1998.

b. NAS Modernization System Safety Management Program (SSMP), (Latest Revision).  See http://fast.faa.gov

c. FAA Acquisition Management System, (Latest Revision)

d. FAA System Safety Handbook (SSH), December 30, 2000.

e. Acquisition Management System’s Acquisition Strategy Paper, March 26, 2001.

f. FAA Acquisition System Toolset (FAST):  Mission Analysis Process Guidelines, March 26, 2001.

g. FAST: Integrated Program Plan, March 26, 2001.

h. FAST: Investment Analysis Process, March 30, 2001.

5. Tasks: The NAS SSWG will be responsible to the SEC for the following:

a. Maintaining configuration management of the contents of the SSH, SSMP, and SRM training packages;

b. Assisting and advising the LOBs, Integrated Product Teams (IPTs), and Product Teams (PTs) in development and implementation of various programs’ System Safety Program Plans (SSPP);

c. Assisting and advising the Lines of Business (LOBs), Integrated Requirement Teams (IRTs), Integrated Product Teams (IPTs), Mission Analysis Teams (MATs), Investment Analysis Teams (IATs), and Product Teams (PTs) in the conduct of safety analyses and hazard tracking and risk resolution;

d. Recommending approval or recommending changes required for approval of selected system safety Design Analysis Reports (DARs), with the exception of CSAs, for SEC review.  The approval or recommendations will be given to the originating team within three weeks of receipt.  This approval is limited to verifying that the process used in the safety analysis is consistent with the process defined in this plan and in the FAA System Safety Handbook or another suitable alternative;

e. Developing the System Safety Program Recommendations (SSPR) summary document to accompany all approved documents to the SEC for transmittal to the program manager;

f. Recommending approval or recommending changes required for approval of the System Safety Program Plans (SSPPs) for SEC review.  The recommendations will be given to the originating team within three weeks of receipt;

g. Developing a Hazard Tracking System (HTS) to identify, eliminate, or resolve determined or assigned risk, estimate a likelihood of occurrence, and track hazards throughout the life cycle of a program.  The NAS SSWG will make recommendations for corrective action to the program managers, as appropriate;

h. Reviewing all initial Safety Action Records (SARs) and, at a minimum, reviewing all open and high-risk SARs at each quarterly meeting.  During review of each SAR, the NAS SSWG will determine its status and Risk Assessment Code (RAC) IAW the SSMP;

i. Allocating NAS SSWG resources to assist the Mission Analysis Teams (MATs), Investment Analysis Teams (IATs), and Integrated Requirements Teams (IRTs) in the conduct of Operational Safety Assessments (OSAs), Comparative Safety Assessments (CSAs), and Preliminary Hazard Assessments (PHAs);

j. Providing trainers and instruction to the FAA and contractor personnel managing or performing safety engineering analyses as described in Chapter 7 of the SSMP;

k. Coordinating with other elements of the NAS to identify and evaluate areas in which safety implications exist;

l. Collecting and evaluating lessons learned pertaining to a program’s system safety efforts.

Upon receipt of the NAS SSWG’s recommendations, (the NAS SSWG will use the NAS SSWG Coordination Memo format specified as part of this Charter to forward their recommendations), the SEC’s roles and responsibilities are such that:

a. The SEC is the approval authority for SSPPs and selected safety analyses. 

b. The SEC will determine the risk acceptance authority for each Safety Action Record (SAR) tracked in the NAS Hazard Tracking System (HTS).

c. The SEC will brief the Joint Resources Council (JRC) regarding the risks, mitigation strategies, and safety requirements for each program’s JRC and Acquisition Review (AR) reviews.

6. NAS SSWG Operation.

a. Membership.  The NAS SSWG is chaired by the FAA’s Chief System Safety Engineer (ASD) and by a representative of the Office of System Safety (ASY).  Membership of the NAS SSWG is composed of representatives from the various lines of business, program office, IPTs, and PTs.

Principal members will be appointed from the following organizations:

ASY
Office of System Safety


ARX
Plans and Performance Directorate

AIO
Office of Information Services

ASD
Office of System Architecture and Investment Analysis

AIR
Aircraft Certification Service

ANS
NAS Transition and Implementation

AST
Commercial Space Transportation

AND
Communications, Navigation and Surveillance Systems

AFS
Flight Standards Service

AAR
Aviation Research

AUA
Air Traffic Systems Development

Other members will be appointed from the following organizations:

Adsystech, Inc.

TRW

Booz-Allen Hamilton

SETA-II Safety

NATCA (National Air Traffic Controllers Association)

PASS (Professional Airways Systems Specialists)

AFSCME (American Federation of State, County and Municipal Employees)

Advisory members will be invited to attend meetings when their expertise, opinions, or comments are required or solicited.

Changes in membership will be as required to fulfill the purpose of the NAS SSWG.  Such changes will be subject to approval of the chairmen.

b. Co-Chairs.  Chairmanship is vested jointly in the FAA Chief System Safety Engineer and a representative designated by ASY 300.

c. Quorum.  In order for the NAS SSWG to approve or concur on a document or report, it must have a quorum.  A quorum is defined as all of the following:

1.  One co-chair must be present;

2. A designated representative of Air Traffic Services  (ATS) must be present;

3.  A designated representative of Regulation and Certification Service (AVR) must be present;

4.  A representative of Research and Acquisition (ARA) must be present;

5.  In order to review and approve certain analyses, specific participation is required as follows:

· If the NAS SSWG is meeting to review and possibly approve an SSPP, then a representative from the IAT must be present;

· If the NAS SSWG is meeting to review and possibly approve an OSA, then a representative from the MAT must be present;

· If the NAS SSWG is meeting to review and possibly approve a PHA, then a representative from the IRT must be present;

· If the meeting is to review SARs or safety analyses conducted by a program, then a representative from the responsible IPT and PT must be present.

d. Attendance.  Anyone within the FAA may attend NAS SSWG meetings.  Anyone may propose a topic of discussion for NAS SSWG’s consideration.  All decisions made by the NAS SSWG regarding approvals of DARs, SSPPs, or SARs will be made on a consensus basis.  Consensus in this context means all NAS SSWG members present are satisfied with the resulting decision.

e. Meetings.  Meetings of the NAS SSWG will be held before safety reviews and when required by the PM.  Principal members will attend all meetings. Advisory members will attend meetings at the invitation of the chairmanship when their specialized expertise is required.

f. Administration.

1. The NAS SSWG chairman will establish the agenda for scheduled meetings no later than one week prior to the meeting;

2. The NAS SSWG will accept proposed agenda items submitted by any principal or advisory member of the working group;

3. The minutes of the NAS SSWG will be prepared for each meeting.  A summary of action items, action agencies, and suspense dates will be prepared before the end of the meeting.  Formal minutes of each meeting will be prepared and distributed by the NAS SSWG secretariat;

4. The NAS SSWG does not have the authority to accept risks associated with identified hazards.  All hazards identified by any source will be entered in the HTS and recommendations for their elimination or mitigation will be provided to the PM;

5. The NAS SSWG recommendations submitted to the PM will include minority opinions as applicable;

6. The NAS SSWG will review all items from previous meetings, as required, to determine that an action is closed or adequate progress is being made;

7. The NAS SSWG will review this charter at least annually, and update or modify it as required.

Appendix M: SSWG Document Transmittal Procedures and “Signoff Sheet” (Added 01/2002)
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	Memorandum


	
	U.S. Department

of Transportation

	

	
	Federal Aviation

Administration

	
	

	

	Subject:
	NAS SSWG Coordination Memo


	
	Date:
	October 15, 2001

Use current date

	From:


	NAS System Safety Working Group (NAS SSWG), ASD/ASY


	Reply to

Attn of:
	S. VanBuren ASD-110

202-358-5326

202-358-5434 FAX

Scott.VanBuren@faa.gov

	To:
	System Engineering Council (SEC)

	Please review the attached and any associated documents provided.  NAS SSWG concurrence with the attached is indicated on the appropriate signoff grid on the following page.  Your response is dependant on the nature of the attached.

For approval or disapproval of the NAS SSWG recommendations on Design Analysis Reports (DARs), please provide your response to this office within five business days for transmittal to the DAR’s originator.

For approval or disapproval of changes to or new versions of the System Safety Program Plans (SSPPs), please provide your response to this office within five business days for transmittal to the SSPP’s originator.

For determination of the risk acceptance authority for Safety Action Records (SARs) tracked in the NAS Hazard Tracking System (HTS), please provide your response to this office within five business days for our official update of the HTS.

Your comments may be stated in the space provided below or on additional sheets as required and forwarded by the indicated due date.

NAS SSWG Co-Chair



	Attachments:
	List here

	Information Copy:
	NAS SSWG Secretariat, William Rice, ADSYSTECH

	SEC

Comments:
	

	

	

	Due Date:
	Use current due date
	SEC Concur
w/o comment:
	

	Program:
	Complete Program Name
	SEC Concur w/comment:
	

	Specific

Item:
	i.e., Preliminary Hazard Analysis for ASDE-X
	SEC Non-concur w/comment:
	


SSWG Members complete the appropriate signoff sheet

NAS SSWG Signoff Sheet for SSPP Document

	Member Concurring
	Name & Office
	Signature
	Phone
	Date

	Co-Chair
	
	
	
	

	ATS
	
	
	
	

	AVR
	
	
	
	

	ARA
	
	
	
	

	IAT
	
	
	
	

	
	
	
	
	


NAS SSWG Signoff Sheet for OSA Document

	Member Concurring
	Name & Office
	Signature
	Phone
	Date

	Co-Chair
	
	
	
	

	ATS
	
	
	
	

	AVR
	
	
	
	

	ARA
	
	
	
	

	MAT
	
	
	
	

	
	
	
	
	


NAS SSWG Signoff Sheet for PHA Document

	Member Concurring
	Name & Office
	Signature
	Phone
	Date

	Co-Chair
	
	
	
	

	ATS
	
	
	
	

	AVR
	
	
	
	

	ARA
	
	
	
	

	IRT
	
	
	
	

	
	
	
	
	


NAS SSWG Signoff Sheet for SARs or Safety Analysis

	Member Concurring
	Name & Office
	Signature
	Phone
	Date

	Co-Chair
	
	
	
	

	ATS
	
	
	
	

	AVR
	
	
	
	

	ARA
	
	
	
	

	IPT
	
	
	
	

	PT
	
	
	
	


�EMBED PowerPoint.Slide.8���








�EMBED PowerPoint.Slide.8���





Contract language for SOW including CDRLs and DIDs tailored to scope of acquisition and descriptive criticality of system functionality in the NAS





Operating and Support Hazard Analysis (O&SHA)





System Hazard Analysis (SHA)





Other:


Health Hazard Analysis  (HHA)





Test Safety Analysis (TSA)





Solution Implementation





Safety Assessment results briefing to JRC-1 in formats contained in SSMP Appendix D





System Safety Analysis Decision Process Chart


This decision process chart is for Mission Analysis Team Leads, Investment Analysis Team Leads and Integrated Product Team/Product Team Leads to assist in determination of the type and scope of system safety program needed to subscribe to AMS policies





Responsibility





Note 1.  See System Safety Decision Flow Chart for Investment Analysis process





Note 2.  The SSPP must be reviewed and approved by the NAS Modernization System Safety Working Group (NMSSWG)





Note 3.  The System Safety Program Plan may be a Technical Plan identifying the CSA or PHA only





Safety Assessment results to JRC-2


 (A and/or B)





Investment Analysis Team (IAT)





Mission Analysis


Team (MAT)





Mission Analysis





Documentation Needed





Type Analysis Required





Acquisition Phase





System Safety Program Plan - per NAS Modernization System Safety Management Program document in FAST


(This can be prepared by the Integrated Product Team (IPT) and provided to the contractor, or it can be required as a deliverable by the contractor.  A template is available in the IPP template in FAST) 


Note 3.





System Safety Assessment Report (SSAR) to JRC-3





Subsystem Hazard


Analysis (SSHA)


(This may be optional if included in SHA.  The need depends on complexity of the acquisition, degree of dependence on COTS, NDI, etc.)





If design solution is known, perform a Preliminary Hazard Analysis (PHA)





System Safety Program Plan (SSPP) for IA phase:


- Scope


- Analysis team members


- Schedule


- Deliverables	Note 2.





Integrated Product Team (IPT) or Product Team (PT)





Operational Safety Assessment (OSA) (See Section 5.2 of this SSMP)





If Alternatives are being considered, perform a Comparative Safety Assessment (CSA)





Investment Analysis   Note 1.


Note 3.





Perform preliminary evaluation in SSWG





Does ASD-400 or the Chief System Safety Engineer suspect unknown hazards?*





No





No





No





No





No





Did the OSA identify any hazards that were rated higher than “no effect”





RRRRes





No





Are the potential direct or indirect losses of the adverse effects equal to or greater than $100M?





No





Hazards Identification Phase





Acquisition Phase





Program Planning Phase





* This decision should be reached by consensus.  However, it is recognized that honest disagreements may occur.  Therefore, the System Safety Working Group (SSWG) will arbitrate the assessment in the case of a failure to reach consensus.  ASD-400 and the Chief System Safety Engineer will be bound by the SSWG decision.





Yes





Does the change involve other NAS elements with known adverse effects?





Are there any known hazards with the NAS resulting from change?





Does the acquisition change the NAS architecture?





Was an Operational Safety Assessment (OSA) conducted prior to or at the time of the acquisition? (See Section 5.2 of SSMP)





A System Safety Program Plan (SSPP) is not required





Yes





No





An SSPP is required





Yes





Yes





Yes





Yes





Yes











Investment Analysis Decision Process Chart


This decision process chart is for the Investment Analysis to assist in determination of the type and scope of system safety program needed to subscribe to AMS policies
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No Validation or Verification








Validated Only











Validated and Verified
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A -- Operational Safety Assessment (OSA)

B -- Comparative Safety Assessment (CSA)

C -- Preliminary Hazard Analysis (PHA)

D -- System Safety Program Plan (SSPP)

E -- Sub System Hazard Analysis (SSHA)

F -- System Hazard Analysis (SHA)

G -- Operating & Support Hazard Analysis (O&SHA)

H -- Health Hazard Assessment (HHA)

I -- System Safety Assessment Report (SSAR)

J -- Hazard Tracking & Risk Resolution (HTRR)
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01	02	03	04	05	06	07	08	09

Comparative Safety Analysis Course





Operational Safety Assessment Course





Overview of Safety Risk Management and System Safety Engineering in FAA programs (Program Managers and System Engineers)



Overview of Safety Risk Management (for Associate Administrators and Directors)





Safety Risk Management and System Safety Engineering on FAA programs (safety engineering practitioners) 



CY 2001			
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SEC Recommendations to JRC

Risk assessment

		7 total hazards require tracking; 1 high risk

		The program must immediately develop and implement a plan for mitigating the high risk

		 The program does (does not) have a proactive system safety program plan as part of the APB and IPP 

		The program is (is not) adequately set up to manage the identified safety risk



Added requirements

		The automation1 system shall employ redundant processors

		The system shall fail to a safe mode if the BIT detects a system shutdown

		The system shall display a visual and aural warning in the event of detected failures

		Controller procedures shall include reversion to non-radar procedures in the event of system loss
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JRC SRM Summary

Required safety analyses are complete in accordance with SSMP

 Safety analyses have been reviewed & approved in accordance with SSMP

Safety requirements ARE NOT identified and validated

Safety requirements verified in fRD

Safety plan verified in ASP, APB, and IPP. 

Safety plan Approved by SEC

The Safety Risk Management process for IA is complete (not 

complete). The safety recommendation of the SEC is to proceed 

(not proceed) with SI.
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		CSA Summary Sheet (Double Click to Open)

		Insert document control number here



		Chief System Safety Engineer ______________________

		Requesting Organization:  Insert FAA or other requestor here



		Title/Subject:  Insert title of qualitative or quantitative Comparative Safety Assessment (CSA) here

		Date:  Insert preparation date and subsequent revisions and dates here (e.g. August 1, 2001, Rev. A, October 16, 2001)



		Subject Description: [preset to Body Text] Insert subject description of Comparative Safety Assessment here

Problem Statement: [preset to Heading 6]:

Insert a problem statement paragraph here - (e.g. “The Academy of Model Airplane Aeronautics (AMA) members want to add capabilities to their radio control (RC) aircraft models to operate on frequencies within the 49.8 MHz range presently reserved for radio control of models other than aircraft.  While the frequencies of 49.830 MHz, 49.845 MHz, 49.860 MHz, 49.875 MHz, and 49.890 MHz are authorized, power output is limited to 100 Milliwatts amplitude modulated control signals and therefore is not recommended for control of model aircraft by today’s restrictions.  The AMA’s reason for wanting to transmit and receive at 49 MHz instead of the presently authorized frequencies of 72 MHz is that baseband amplifiers are more readily available on today’s market which would permit higher transmitter power to be used and would enable AMA model enthusiasts to competitively operate aircraft at greater distances.  Their additional claim is that with the advent of 49 MHz digital wireless telephone products, the cost to produce the radio control transmitters and receivers is 40% less than the cost to produce the presently acceptable 72 MHz analog transmitters and receivers.


Should RC model aircraft enthusiasts be permitted to operate at 49 MHz with higher-power output transmitters with digital modulation, which could interfere with nearby 49 MHz wireless telephone communications, or conversely could such nearby telephone transmitters interfere with model aircraft operations, thus causing loss of control that could lead to hazards.)


Expand upon conditions warranting CSA in the following paragraphs [restrict to three to five total] - (e.g. Fiercer “dog-fight” and pylon competition in expanded areas of operation are attainable with higher RC transmitter power output operating at 49 MHz compared with the lower-power output of 100 Milliwatts as the Federal Communications Commission (FCC) rules now limit for 49 MHz or with RC transmitters operating at 72 MHz frequencies.  The safety related question is:


a. With operations possible at greater distances from a digital time division multiple access RC transmitter accorded through increased power output, would there be a higher likelihood of injury or loss of aircraft resulting from potential loss of positive control of the RC model aircraft?


The AMA deems safety for spectators, participants, and contest personnel to be of the utmost importance.  Hazardous flying over the racecourse or any flying over controlled spectator areas or pits during competition is a “black flag offense.”  Loss of control of an aircraft can be hazardous especially for officials judging a dog-fight or pylon competition whether on or off the course.


The functional analysis performed against the analog 72 MHz RC transmitters found several spurious emissions of the control signals were possible due to poor propagation factors and interference from other 72 MHz digital-proportional and amplitude modulated RC transmitters operating in close proximity within the competition areas, which could cause loss of control of one or more RC model aircraft.  The functional analysis also showed that the 72 MHz analog superhetrodyne receivers generally provided little harmonic signal rejection to cross-and inter-modulation, thus leading to possible contamination of a received signal controlling one or more axis of a given RC model aircraft operating on the course, in close proximity to another RC model aircraft operating on or at an adjacent frequency.  One mitigating factor in the perturbance of the analog control signals or as a consequence of reduced received signal-to-noise is that the RC model aircraft would assume a level-flight condition, albeit under previously commanded engine power, thus possibly reducing injury to personnel within the immediate vicinity of the race course or operating area.  However, such condition could lead to hazards outside of the area through loss of positive radio frequency control.


The functional analysis performed against the digital 49 MHz frequency or phase modulated digital time division multiple access RC transmitters at 100 milliwatts output power revealed fewer spurious emissions of the control signals however, when the power output was increased to 3 watts, some spectral splatter was observed due to poor construction of the specimen RC transmitter.  It is likely that such splatter condition could be diminished with a better-designed and manufactured RC transmitter.  Regardless, it is unlikely, that several compatible digital 49 MHz receivers all operating on adjacent frequencies within a group or cluster of other 49 MHz transmitters that such spectral splatter would be a factor influencing control of the RC model aircraft.  The functional analysis revealed no other anomalous behavior of the transmitted signal at 3 watts, however, the question as to whether the 49 MHz receivers operating in the far-field or at greater distances from their respective transmitters would sustain adequate signal-to-noise to ensure positive control.  The functional analysis also revealed that with the 49 MHz RC model transmitters and receivers that it was possible to transmit increased data so that control of the engine, as well as the control surfaces could be established, thus enabling the handler to maintain positive control and assure the safety of the model aircraft in unexpected, adverse operating conditions.


b.
Does the likelihood of radio frequency interference generated by close proximity portable telephones operated at 49 MHz cause interference substantial enough to cause loss of control that could result in injury or property damage, or possible loss of life.”)



		Background: [preset to Heading 6] Insert background statement below [restrict to two to three paragraphs, if possible]

(e.g. “The AMA has sanctioned model aircraft radio control operations for the past 28 years and has encouraged member modelers to engage in responsible operations of remotely operated aircraft and other models.  The AMA credo is that safety is paramount to the continued growth and success of the model aircraft industry.  In fact, the association requires that all their members sign a declaration of safe operational intent and are committed to their credo.


The AMA supports further technology development and encourages improved functional capability of model aircraft control.  The expanded use and higher output power of 49 MHz transmitters used for control of model aircraft would facilitate such development.  Additional capability would be offered and safer operation would be assured with higher-power output.  However, vulnerability to interference from local wireless equipment such as portable telephones and other personal communications equipment may reduce safety of remote control operations.  Therefore, the AMA has requested that the FAA conduct a comparative safety assessment.


In turn, the FAA has requested the AMA, to define its operational safety objectives within the existing FCC rules governing remote model controls.  In recent history the FAA has recorded several incidents that have occurred in RC controlled model aircraft competition, which could have resulted in serious injury and property damage.  The loss of the model aircraft is not considered hazardous in itself, provided there are no lethal or hazardous fuel or other emissions, which could result from such loss.


The FCC has established an RF power output limit of 100 milliwatts for all transmitters operating in the 49 MHz public service band be limited to the maximum frequency or phase modulated deviation of ± 5.0 kHz.  With the output power increased to as much as 3.0 watts, the maximum power deviation limit would be ± 4.5 kHz, thus limiting the power spectral bandwidth to 2.7 watts maximum.  With this power spectral bandwidth, the likelihood of interference with 49 MHz wireless telephone communications equipment should be minimal.


Notwithstanding, this qualitative comparative safety assessment is used to validate the assumptions established in the high-level functional analysis.  Such comparative safety assessment is contained within the following sections.”)


Insert alternatives description table with explanations below – (e.g. “The following table depicts proposed alternatives to satisfy mission needs as they exist and are anticipated to evolve:






		Alternatives


Mission Need


Description


recommended approach


· Alternative A –
No change


· Retain current practice of using 72 MHz and low power 49 MHz transmitters with fewer control functions and less dependability


· Make no allowance for 49 MHz TDMA modulated transmitters to operate at higher-power output thus limiting use to 72 MHz digital proportional transmitters with less control functions and less capability


· Perform analysis on 72 MHz transmitters and low power 49 MHz transmitters to determine risk in possible loss of control


· Alternative B – Allow use of higher-power output 49 MHz TDMA transmitters


· Control model aircraft functions and operate at greater distances from remote control transmitters


· Provide for use of higher-power output 49 MHz TDMA transmitters and more sophisticated receivers which would offer more control functions and capabilities with greater control range of operations


· Perform analysis and tests to determine interference and other factors influencing operation with higher-power 49 MHz TDMA modulated transmitters and develop proposal to promote monitored or registered use






		CSA Objective: [preset to Heading 6] Insert objective statement below [restrict to one to two paragraphs]

(e.g. “This CSA is a qualitative safety assessment that provides management with a listing of hazards associated with a change, along with a risk assessment for each alternative-hazard combination that is considered.  The objective of this CSA is to provide the FAA and the FCC with some degree of confidence in proceeding investigation of the proposed Alternatives.”)



		Alternatives [preset to Heading 8] Insert alternatives below [preset to TOC 4]



		4Alternative A – No change



4Alternative B – Allow use of higher-power output 49 MHz TDMA transmitters






		Risk Profile of Alternatives

		Insert related Risk Assessment Matrix for alternatives above (and below, if required)


Procedures for preparing the Risk Assessment Matrices as illustrated:


1. Modify the graphic in PowerPoint to include the Risk Assessment Code (symbols) for all applicable alternatives.


2. Save the file in “Windows Metafile” (.wmf)


3. Return to Word, insert the graphic into this section by clicking on “Insert”, then “Picture”, then click on “Windows Metafile”.
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		Description of Alternatives [preset to Heading 8] Insert corresponding description of alternatives



		Alternative A – No change

		· Retain current practice of using 72 MHz and low power 49 MHz transmitters with fewer control functions and less dependability.


· Make no allowance for 49 MHz TDMA transmitters to operate at higher-power output thus limiting use to 72 MHz digital proportional transmitters with fewer control functions and less capability.



		Alternative B – Allow use of higher-power output 49 MHz TDMA transmitters

		· Control model aircraft functions and operate at greater distances from remote control transmitters.


· Provide for use of higher-power 49 MHz TDMA transmitters and more sophisticated receivers which would offer more control functions and capabilities with greater control range of operations.





		Preliminary Hazards List [preset to Heading 8] Insert Hazard Description and Risk Assessment Codes



		Hazard

		Risk Assessment Code (RAC)



		Hazard Condition Description

		Alternative A

		Alternative B



		AMA-001 – Radio transmitter/receiver fails to provide control or model aircraft
6

		2B

		2D



		More hazards may be identified and classified accordingly

		--

		--





		Safety Assessment Summary [preset to Heading 8] Insert Assumptions, Requirements, and Recommendations





		Assumptions:


For the purpose of this assessment, the following assumptions were made:  (1) The FCC would permit power increases to 3 watts operating on the frequencies of 49.830 MHz, 49.845 MHz, 49.860 MHz, 49.875 MHz, and 49.890 MHz; (2) Spurious emissions caused by spectral splatter of the TDMA modulation with 90% duty cycle for maximum model aircraft control was within the allowable limits; and, (3) No unacceptable interference was detected by commercial, off-the-shelf wireless telephone equipment likely to be operated in the vicinity of the model aircraft activity.



		Candidate Requirements:


Alternative A – No change


The AMA would continue to sanction the use of 72 MHz digital proportional transmitters and allow the use of 49 MHz digital proportional transmitters operating under the current restriction of 100 milliwatts.


Alternative B – Allow use of higher-power output 49 MHz TDMA transmitters that would provide greater usable range, be less susceptible to RF interference, and consequently provide higher probability of control in environments surrounded by other radio control modelers.


The AMA would sanction the use of the 49 MHz band with higher-power output, and would require each user to register their transmitter with the AMA, who in turn would be required to obtain a master radio station license through the FCC.  Every radio control transmitter manufacturer would be required to obtain license under FCC regulations for authorization to manufacturer and make their products available to the market.



		Recommendations and Summary:


Alternative A is both a status quo option and an assumption that the use of 72 MHz digital proportional transmitter/receiver radio control equipment is safe.


Alternative B recommends the adoption of the use of the 49 MHz band with higher-power output and containing more control intelligence that would provide additional capability and positive control ability of model aircraft.  The AMA’s request and the FAA’s response to the request to perform an Comparative Safety Assessment and tests to determine interference and other factors influencing operation with higher-power 49 MHz TDMA modulated transmitters and develop proposal to promote monitored or registered use was warranted.


This Comparative Safety Assessment concludes that added control and safety would result from the permission to use higher-power 49 MHz TDMA transmitters and receivers that are more agile.  The advantages to be realized from such use are increased control and operational capability that enables the modeler to operate in competitive areas, among spectators and participants with greater confidence in performance and with greater safety and protections against risk of injury or loss or life.





		Hazard Classification Rationale Worksheet [preset to Heading 8] Insert Hazard Details



		Application:  Positive radio control [preset to Heading 7]



		AMA-001 – Radio transmitter/receiver fails to provide control or model aircraft [preset to Heading 1]



		RAC

		With low-power 49 MHz or 72 MHz transmitter
Severity: 2
Likelihood: B
Assessment: HI

		With high-power output 49 MHz transmitter
Severity: 2
Likelihood: D
Assessment: MD

		

		

		



		Hazard Description

		The loss of model aircraft control in spectator events and among competitors is possible is the radio transmitter and receiver link is interrupted due to reduced signal-to-noise conditions.  The effects of loss of may result in injury or loss of life.  It is more likely to occur with lower-powered transmitters operating with digital proportional modulation than it is with higher-powered output transmitters using protected modulation schemes.  The hazard is explicitly probable when operating in and around buildings or other metal objects and when within an “RF rich” environment when among other modelers when the probability for interference is possible, thus causing loss of control of the aircraft.



		Rationale for Severity

		Loss of model aircraft


The causal factors associated with this hazard are the loss of control of the model aircraft.  The severity is considered hazardous since the worst credible condition would result in injury and possibly limited loss of life and/or property damage.



		Rationale for Likelihood

		Alternative A – Make no allowance for 49 MHz TDMA modulated transmitters to operate at higher-power output thus limiting use to 72 MHz digital proportional transmitters with less control functions and less capability.  This would result in a hazard likelihood of B.


Alternative B – Allow use of higher-power output 49 MHz TDMA transmitters that would provide greater usable range, be less susceptible to RF interference, and consequently provide higher probability of control in environments surrounded by other radio control modelers.  With these controls in place, the likelihood code of D is assigned.
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High and Medium Risk Hazards

		Hazard title 1 (1C)
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		Hazard title 7 (3C)
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CSA Recommendations

Alternative recommendation

		Option D is the best alternative for the least safety risk

		 Strongly recommend option D

		Option C is the next best option for reducing safety risk



Recommended requirements

		The automation1 system shall employ redundant processors

		The system shall fail to a safe mode if the BIT detects a system shutdown

		The system shall display a visual and aural warning in the event of detected failures

		Controller procedures shall include reversion to non-radar procedures in the event of system loss
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OSA Results
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System Safety Management Plan

System Safety Handbook
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High
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High Risk - Tracking in a Hazard Tracking System

is required until the risk is reduced or accepted at

the appropriate level of management 

Medium Risk - Acceptable with  review by the

appropriate level of management. Tracking in a

Hazard Tracking System is required 



Low  Risk - Acceptable without review 
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