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FAA Acquisition Management System Clauses

Change 28 –July 2002

This document transmits changes to FAA Acquisition Management System clauses and provisions.  Unless otherwise specified, these changes are effective July 1, 2002 and apply to all screening information requests and contracts issued after July 1, 2002.

A.  CLAUSES REVISED

None

B. CLAUSES ADDED

3.14-1 Security Requirements-Classified Contracts (July 2002)
3.14-1/alt1 Security Requirements-Classified Contracts Alternate I (July 2002)

3.14-1/alt2 Security Requirements-Classified Contracts Alternate II (July 2002)
3.14-2 Contractor Personnel Suitability Requirements (July 2002)

3.14-3 Foreign Nationals as Contractor Employees (July 2002)

3.14-4 Government-Issued Keys, Identification Badges, and Vehicle Decals (July 2002)
C.  CLAUSES REMOVED
3.2.5-12 Notice of Employment of Former United States Government Employees (Service Contracts) (November 1997)

3.10.4-22 Diminishing Manufacturing Sources and Material Shortages (August 1997)

3.13-2 Security Requirements-Classified Contracts (October 2001)

3.13-2/alt1 Security Requirements-Classified Contracts Alternate I (October 2001)

3.13-2/alt2 Security Requirements-Classified Contracts Alternate II (October 2001)

3.13-6 Contractor Personnel Suitability Requirements (October 2001)

3.13-8 Foreign Nationals as Contractor Employees (October 2001)

3.13-9 Government-Issued Keys, Identification Badges, and Vehicle Decals (October 2001)

D. PRESCRIPTIONS CHANGED/DELETED

None
E.  DISPOSITION OF THIS CHANGE
N/A

F.  ATTACHMENT
The following revised/added clauses are attached to this change.

3.14-1 Security Requirements-Classified Contracts (July 2002)
(a) This clause applies to the extent that this contract involves access to information that is classified as "Confidential," "Secret," or "Top Secret."

(b) The Contractor shall comply with the requirements in (1) the Contract Security Classification Specification (DD Form 254) included in the current edition of the National Industrial Security Operating Manual (DOD 5220.22-M) for the protection of classified information at its cleared facility, if applicable, as directed by the Defense Security Service. If the Contactor has access to classified information at an FAA owned or FAA leased facility, it shall comply with the security requirements of the FAA. 

(c) If, subsequent to the date of this contract, the security classification or security requirements under this contract are changed by the Government and if the changes cause an increase or decrease in security costs or otherwise affect any other term or condition of this contract, the contract shall be subject to an equitable adjustment. 

(d) The Contractor agrees to insert terms that conform substantially to the language of this clause, including this paragraph d) but excluding any reference to the "Changes" clause of this contract, in all subcontracts under this contract that involve access to classified information.

(End of clause)

PRESCRIPTION
Shall be used in SIRs and contracts when the contract may require access to information that is classified as "Confidential", "Secret", or "Top Secret".

3.14-1/alt1 Security Requirements-Classified Contracts Alternate I (July 2002)
If a cost contract for research and development with an educational institution is contemplated, add the following paragraphs (e), (f), and (g) to the basic clause: 3.14.1 - "Security Requirements."

(e) If a change in security requirements, as provided in paragraphs (b) and (c), results in: 

(1) a change in the security classification of this contract or any of its elements from an unclassified status or a lower classification to a higher classification, or 

(2) more restrictive area controls than previously required, the Contractor shall exert every reasonable effort compatible with the Contractor's established policies to continue the performance of work under the contract in compliance with the change in security classification or requirements. 

If, despite reasonable efforts, the Contractor determines that the continuation of work under this contract is not practicable because of the change in security classification or requirements, the Contractor shall notify the Contracting Officer in writing. Until resolution of the problem is made by the Contracting Officer, the Contractor shall continue safeguarding all classified material as required by this contract.

(f) After receiving the written notification, the Contracting Officer shall explore the circumstances surrounding the proposed change in security classification or requirements, and shall endeavor to work out a mutually satisfactory method whereby the Contractor can continue performance of the work under this contract.

(g) If, 15 days after receipt by the Contracting Officer of the notification of the Contractor's stated inability to proceed, 

(1) the application to this contract of the change in security classification or requirements has not been withdrawn, or 

(2) a mutually satisfactory method for continuing performance of work under this contract has not been agreed upon, the Contractor may request the Contracting Officer to terminate the contract in whole or in part. The Contracting Officer shall terminate the contract in whole or in part, as may be appropriate, and the termination shall be deemed a termination under the terms of the "Termination for the Convenience of the Government" clause.

(End of clause)

PRESCRIPTION
Shall be used in SIRs and contracts for research and development with an educational institution when the contract requires access to information that is classified as "Confidential", or "Secret", or "Top Secret".

3.14-1/alt2 Security Requirements-Classified Contracts Alternate II (July 2002)
If employee identification is required for security or other reasons in a construction contract or architect-engineer contract, add the following paragraph (e) to the basic clause: 3.14.1, "Security Requirements."

(e) The Contractor shall be responsible for furnishing to each employee and for requiring each employee engaged on the work to display such identification as may be approved and directed by the Contracting Officer. All prescribed identification shall immediately be delivered to the Contracting Officer, for cancellation upon the release of any employee. When required by the Contracting Officer, the Contractor shall obtain and submit fingerprints of all persons employed or to be employed on the project.

(End of clause)

PRESCRIPTION
Should be used in SIRs and contracts if employee identification is required for security or other reasons in a construction or architect engineer contract.

3.14-2 Contractor Personnel Suitability Requirements (July 2002)
(a) This clause applies to the extent that this contract requires contractor employees, subcontractors, or consultants to have unescorted access to FAA: (1) facilities, (2) sensitive information, and/or (3) resources regardless of the location where such access occurs, and none of the exceptions of FAA Order 1600.72, Contractor and Industrial Security Program, chapter 4, paragraphs 403g, 403i-I, and/or 409, pertains. Definitions of applicable terminology are contained in the corresponding guidance and Order 1600.72, appendix 1. 

(b) Consistent with FAA Order 1600.72, the FAA Servicing Security Element (SSE) has approved designated risk levels for the following positions under the contract:

Position Risk Level 
[CO to insert information here]

(c) Not later than [CO to insert information here] days, not to exceed a maximum of 30 days, after contract award (or date of modification, if this provision is included by modification to an existing contract), for each employee in a listed position, provided, no previous background investigations can be supported as described below, the contractor shall submit the following documentation to the SSE for an employment suitability determination:

- Standard Form (SF) 85P, Questionnaire for Public Trust Positions, revised September 1995. The SF 85P shall be completed (all questions answered) in accordance with the instruction sheet. 

- One fingerprint card (FD-258). Fingerprinting facilities are available through the SSE and local police department. All fingerprint cards shall be written in black ink or typewritten with all answerable question blocks completed and shall be signed and dated within the 60-day period preceding the submission.

The type of investigation conducted will be determined by the position risk level designation for all duties, functions, and/or tasks performed and shall serve as the basis for granting a favorable employment suitability authorization as described in FAA Order 1600.72. If an employee has had a previous Government-directed background investigation which meets the requirements of Chapter 4 of FAA Order 1600.72, it will be accepted by the FAA. However, the FAA reserves the right to conduct further investigations, if necessary. For each contractor employee for which a previous background investigation was completed, the Contractor shall provide, in writing to the SSE, the name, date of birth, place of birth, and social security number of the employee, the name of the investigating entity, type of background investigation conducted, and approximate date the previous background investigation was completed.

The Contractor shall submit the required information with a transmittal letter referencing the contract number and this request to: 

Headquarters Contracts:

Manager, Investigations Division, ACO-300
Office of Civil Aviation Security
400 7th Street, SW, Room 5402a
Washington, D.C. 20591

Regional and Center Contracts:

[CO insert appropriate Regional or Center information here or enter "none" if not applicable]

The transmittal letter shall also include a list of all of the names of contractor employees and their positions for which completed forms will be submitted to the SSE pursuant to this Clause. A copy of the transmittal letter shall also be provided to the Contracting Officer. 

(d) The contractor shall submit the information required by Section (c) of this Clause for any new employee not listed in the Contractor's initial thirty (30) day submission who is hired into any position identified in Section (c) of this Clause.

(e) The contracting officer will provide notice to the contractor when any contractor employee is found to be unsuitable or otherwise objectionable, or whose conduct appears contrary to the public interest, or inconsistent with the best interest of national security. The contractor shall take appropriate action, including the removal of such employee from working on this FAA contract, at their own expense.

(f) No contractor employee shall work in a high, moderate, or low risk position unless the SSE has received all forms necessary to conduct any required investigation and has authorized the contractor employee to begin work. However, if this provision is added by modification to an existing contract, contractor employees performing in the positions listed above may continue work on the contract pending: 

(1) The submittal of all necessary forms within [CO to insert information] days, but not to exceed a maximum of 30 days, and 

(2) completion of a suitability investigation by the SSE, subject to the following conditions: 

(State any SSE conditions such as restricted access to sensitive information or facilities. Specify information or facilities. If the SSE imposes no conditions, state "None"). 

(3) If the necessary forms are not submitted by the Contractor to the SSE within 30 days of the effective date of the modification, the contractor employee shall be denied access to FAA facilities, sensitive information and/or resources until such time as the forms are submitted and the SSE has approved the contractor employee to begin work.

(g) As applicable, the Contractor shall submit quarterly reports providing the following information to the Contracting Officer with a copy to the SSE and the Operating Office on or before the fifth (5th) day following each report period: A complete listing by full name in alphabetical order with the social security number, of all contractor personnel who had access to an FAA facility, sensitive information and/or resources anytime during the report period (date of birth and social security number shall be omitted from CO and Operating Office copies of report(s). Additionally, the Contractor shall submit to the SSE and CO on or before the fifth (5th) day of each month, any employment changes made during the reporting period. Examples of such changes are terminations (to include name, SSN, hire date), and name changes. All lists must be in alphabetical order and have the name of the contractor and the contract number.

(h) The Contractor shall notify the CO within one (1) day after any employee identified pursuant to Section (c) of this Clause is terminated from performance on the contract. 

(i) The Contracting Officer may also, after coordination with the SSE and other security specialists, require contractor employees to submit any other security information (including additional fingerprinting) deemed reasonably necessary to protect the interests of the FAA. In this event, the Contractor shall provide, or cause each of its employees to provide such security information to the SSE, and the same transmittal letter requirements of Section (c) of this Clause shall apply.

(j) The contractor and/or subcontractor(s) will immediately contact the FAA Civil Aviation Security Division or Staff [CO to insert Division or Staff routing symbol and phone number] in the event an employee is arrested (detained by law enforcement for any offenses, other than minor traffic offenses) or is involved in theft of government property or the contractor becomes aware of any information that may raise a question about the suitability of a contractor employee.

(k) Failure to submit information required by this clause within the time required may be determined by the Contracting Officer a material breach of the contract.

(l) If subsequent to the effective date of this contract, the security classification or security requirements under this contract are changed by the Government and if the changes cause an increase or decrease in direct contract costs or otherwise affect any other term or condition of this contract, the contract shall be subject to an equitable adjustment. 

(m) The contractor agrees to insert terms that conform substantially to the language of this clause, including this paragraph (l) but excluding any reference to the Changes clause of this contract, in all subcontracts under this contract that involve access and where the exceptions under Chapter 4, paragraphs 403g, 403i-I, and 409 of FAA Order 1600.72 do not apply.

(End of clause)

PRESCRIPTION
Shall be inserted into all FAA SIRs and contract actions when the contractor may require access to FAA facilities, sensitive information and/or resources, and is applicable.

3.14-3 Foreign Nationals as Contractor Employees (July 2002)
(a) Each employee of the Contractor shall be a citizen of the United States of America, or an alien who has been lawfully admitted for permanent residence as evidenced by Alien Registration Receipt Card Form I-151, or who presents other evidence from the Immigration and Naturalization Service that employment will not affect his/her immigration status.

(b) Aliens and foreign nationals proposed under this contract must meet the following conditions in accordance with FAA Order 1600.72, chapter 4, paragraph 407:

(1) must have resided within the United States for 3 of the last 5 years unless a waiver of this requirement is requested and approved in accordance with the requirements stated in FAA Order 1600.72, chapter 4, paragraph 409(b)(3);

(2) a risk or sensitivity level designation can be made for the position; and

(3) the appropriate security screening can be adequately conducted.

(End of clause)

PRESCRIPTION
Shall be used in FAA SIRs and contract actions where the contracting and operating offices and/or the SSE determines that it is necessary to restrict access or work on a contract to individuals identified as United States citizens or as otherwise noted in the clause.

3.14-4 Government-Issued Keys, Identification Badges, and Vehicle Decals (July 2002)
(a) It may become necessary for the Government to issue keys, identification (ID) cards, vehicle decals, and/or access control cards to contractor employees. Prior to or upon completion or termination of the work required hereunder, the contractor shall return all such Government-issued items to the issuing office with notification to the Contracting Officer's Technical Representative (COTR). When contractor employees who have been issued such items are terminated or no longer required to perform the work, the Government-issued items shall be returned to the Government within three workdays or upon termination of the contract or the employee. Improper use, possession or alteration of FAA issued keys, ID cards and/or vehicle decals is subject to penalties under Title 18, USC 499, 506, and 701.

(b) In the event such keys, ID cards, or vehicle decals are not returned, the contractor understands and agrees that the Government may, in addition to any other withholding provision of the contract, withhold [CO to enter appropriate amount] for each key, ID card, and vehicle decal not returned. If the keys, ID cards, or vehicle decals are not returned within 30 days from the date the withholding action was initiated, any amount so withheld will be forfeited by the contractor.

(c) Access to aircraft ramp/hangar areas is authorized only to those persons displaying a flight line identification card and for vehicles, a current ramp permit issued pursuant to Part 107 of the Federal Aviation Regulations.

(d) The Government retains the right to inspect inventory, or audit ID cards, keys, vehicle decals, and access control cards issued to the contractor in connection with the contract at the convenience of the Government. Any items not accounted for, to the satisfaction of the Government shall be assumed to be lost and the provisions of section (b) shall apply.

(e) Keys shall be obtained from the COTR who will require the contractor to sign a receipt for each key obtained. Lost keys, ID cards, vehicle decals, and access control cards shall immediately be reported concurrently to the Contracting Officer (CO), COTR, and [CO to insert name of local security division or staff and facility management office]. Electronic keying cards are handled in the same manner as metal keys.

(f) Each contract employee, during all times of on-site performance at the [CO to insert location] shall prominently display his/her current and valid identification card on the front portion of his/her body between the neck and waist.

(1) Prior to any contractor employee obtaining any ID media or vehicle decals, the contractor shall submit complete documentation required under AMS clause 3.14-2, Contractor Personnel Suitability Requirements and shall be approved to begin work by the SSE.

(2) To obtain the ID card, contractor employee shall submit an identification Card/Credential Application (DOT 1681) signed by the contractor employee and authorized by the CO or the COTR. . The DOT 1681 shall be submitted at the same time the personnel security investigation paperwork required by AMS clause 3.14-2, Contractor Personnel Suitability Requirements is submitted. The DOT 1681 shall contain, as a minimum, under the "Credential Justification" heading, the name of the contractor/company, the contract number or the appropriate acquisition identification number, the expiration date of the contract or the task (whichever is sooner), and the required signatures. This paperwork shall be submitted to [CO to insert name and location of security division or staff] by the contractor in a sealed envelope either hand carried by the contractor or sent via U.S. mail to: [CO to insert mailing address]. The contractor will be notified when the DOT 1681 has been approved and is ready for processing by the [CO to insert name and location of the person who will process the document]. Arrangement for processing the identification cards, including photographs and lamination can be made by the contacting [CO to insert point of contact with phone number].

(3) The contractor's project manager shall receive and sign for each ID card issued on the reverse of the DOT 1681. The DOT 1681 will be tracked by the Government for accountability purposes.

(g) The contractor is responsible for ensuring final out-processing is accomplished for all departing contractor employees. Final out-processing will be accomplished by close of business the final workday of the contractor employee or the next day under special conditions. [CO to insert name of local contract employee clearance form] will be completed by the contractor and copies will be distributed to the COTR, CO, and [CO to insert security division or staff] after completion.

(End of clause)

PRESCRIPTION
Shall be inserted into all FAA SIRs and contract actions when the contract may require access to FAA facilities, sensitive information and/or resources.
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