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Change to ISR Checklist Template

Section 7.3:  Personnel Security

FROM:

	No.
	Question
	Subject Matter Expert
	AMS Phase

	
	
	
	A
	B
	C
	D
	E

	7.3
	PERSONNEL SECURITY 
	
	
	
	
	
	

	7.3.1
	Have risk levels been designated for contractor employees, subcontractors, or consultants who will have access to FAA facilities and/or classified/ sensitive information, IAW Appendices 9 and 10 of FAA Order 1600.1, Personnel Security Program?
	ACO-300
	
	X
	X
	X
	


TO:

	No.
	Question
	Subject Matter Expert
	AMS Phase

	
	
	
	A
	B
	C
	D
	E

	7.3
	PERSONNEL SECURITY 
	
	
	
	
	
	

	7.3.1
	Did you budget for contractor employee background checks and investigations?
	ACO-300
	X
	X
	
	
	

	7.3.2
	Did you coordinate with the Security Office to ensure appropriate determinations, designations, and classifications are made?
	ACO-300
	X
	X
	X
	
	

	7.3.3
	Did you complete FAA Form 1600-77 to designate risk/sensitivity levels for each position where contractor employees will require access to FAA facilities, sensitive information, and/or resources to perform their duties, IAW Appendices 3 and 9 of FAA Order 1600.1D, FAA Personnel Security Program?
	ACO-300
	X
	X
	X
	X
	X

	7.3.4
	Did you include the appropriate statement and DD Form 254 as part of procurement request when contractor employees will require access to classified information in order to perform their duties, IAW Appendix 10 of FAA Order 1600.1D?
	ACO-300
	
	X
	X
	
	

	7.3.5
	Foreign Nationals Exclusion.  Did you make a determination to restrict access or work on a contract to U.S. citizens only, IAW paragraph 11, Appendix 9 of FAA Order 1600.1D?
	ASU-300
	X
	X
	X
	X
	X

	7.3.6
	Have appropriate contractor personnel security clauses and provisions been included in the contract?
	ASU-300
	
	X
	X
	
	


