CHANGE REQUEST COVER SHEET


Change Request Number: 03-35
Date Received: 2/4/03

Title: Sensitive Unclassified Information

Name: Jacqueline F. Baker

Routing Symbol: ASI

Phone: 202-366-1007

Policy OR Guidance:  Policy

Section/Text Location Affected: 3.14, Security

Summary of Change:  Adds new section to 3.14 Security, i.e. 3.14.4.1 Sensitive Unclassified Information.  Also, renumbers the Facility Security Program section as 3.14.5.1.  Text captures the directive for FAA “Sensitive Unclassified Information” and the handling of such information.  

Reason for Change:  To provide sensitive security information policy direction under the overall FAA National Security Program as listed within the AMS. 
Development, Review, and/or Concurrence:  Recently completed meetings and reviews by ASU-140 and ASU-110. 

Target Audience:  The acquisition community within the FAA.

Potential Links within FAST for the change: FAA Order 1600.2D for Policy which is currently being upgraded.

Attachments:  Language of change

Points of Contact:  Jacqueline F. Baker - 202-366-1007 
Briefing Planned: No

ASAG Responsibilities:  None

Modify the table of contents to go along with new sub-section and renumbering a current sub-section
Current:

· 3.14 Security (Revised 01/2003) 

· 3.14.1 Applicability (Added 10/2002) 

· 3.14.2 Policy (Added 10/2002) 

· 3.14.2.1 Contractor Personnel Security Program (Revised 10/2002) 

· 3.14.2.1.1 Employment Suitability (Revised 10/2002) 

· 3.14.3.1 Classified Information (Revised 01/2003) 

· 3.14.4.1 Facility Security Program (Added 01/2003) 

Red-line:

· 3.14 Security (Revised 01/2003) 

· 3.14.1 Applicability (Added 10/2002) 

· 3.14.2 Policy (Added 10/2002) 

· 3.14.2.1 Contractor Personnel Security Program (Revised 10/2002) 

· 3.14.2.1.1 Employment Suitability (Revised 10/2002) 

· 3.14.3.1 Classified Information (Revised 01/2003) 

· 3.14.4.1 Sensitive Unclassified Information (Revised 04/2003)
· 3.14.5.1 Facility Security Program (Added 01/2003) 

Revised:

· 3.14 Security (Revised 01/2003) 

· 3.14.1 Applicability (Added 10/2002) 

· 3.14.2 Policy (Added 10/2002) 

· 3.14.2.1 Contractor Personnel Security Program (Revised 10/2002) 

· 3.14.2.1.1 Employment Suitability (Revised 10/2002) 

· 3.14.3.1 Classified Information (Revised 01/2003) 

· 3.14.4.1 Sensitive Unclassified Information (Revised 04/2003)
· 3.14.5.1 Facility Security Program (Added 01/2003) 

Add a new sub-section to 3.14 Security and renumber a current sub-section
Current:

3.14.3.1 CLASSIFIED INFORMATION (Revised 10/2002)
The CO will ensure that all proposed and awarded procurement actions contain appropriate provisions and clauses if access to classified information is required, in accordance with Executive Order 12958, "Classified National Security Information", Executive Order 12968, "Access to Classified Information" and Executive Order 12829, "National Industrial Security Program."

3.14.4.1 FACILITY SECURITY PROGRAM (Added 01/2003)
The Facility Security Risk Management process, as developed through the FAA’s Facility Security Management Program, shall be an integral part of program concept, planning, engineering design, and the implementation of required protective measures maintained throughout the lifecycle for physical security enhancements.

Red-line:

3.14.3.1 CLASSIFIED INFORMATION (Revised 10/2002)
The CO will ensure that all proposed and awarded procurement actions contain appropriate provisions and clauses if access to classified information is required, in accordance with Executive Order 12958, "Classified National Security Information", Executive Order 12968, "Access to Classified Information" and Executive Order 12829, "National Industrial Security Program."

3.14.4.1  SENSITIVE UNCLASSIFIED INFORMATION
The CO, in coordination with the program office, will ensure that all contractual actions contain provisions and clauses to protect the unauthorized dissemination of FAA sensitive information. Such information may entail Sensitive Unclassified Information (SUI), For Official Use Only (FOUO), Sensitive Security Information (SSI), or any other designator assigned by the US Government to identify unclassified information that may be withheld from public release.  The Freedom of Information Act (FOIA) provides in exemptions 2 through 9, the guidelines for withholding sensitive unclassified information from the public and how such information must be protected from unauthorized disclosure.  Section 552a of Title 5, United States Code (the Privacy Act) identifies information, which if subject to unauthorized access, modification, loss, or misuse could adversely affect the national interest, the conduct of Federal programs or the privacy to which individuals are entitled.

3.14.5.1 FACILITY SECURITY PROGRAM (Added 01/2003)
The Facility Security Risk Management process, as developed through the FAA’s Facility Security Management Program, shall be an integral part of program concept, planning, engineering design, and the implementation of required protective measures maintained throughout the lifecycle for physical security enhancements.

Revised:

3.14.3.1 CLASSIFIED INFORMATION (Revised 10/2002)
The CO will ensure that all proposed and awarded procurement actions contain appropriate provisions and clauses if access to classified information is required, in accordance with Executive Order 12958, "Classified National Security Information", Executive Order 12968, "Access to Classified Information" and Executive Order 12829, "National Industrial Security Program."

3.14.4.1  SENSITIVE UNCLASSIFIED INFORMATION
The CO, in coordination with the program office, will ensure that all contractual actions contain provisions and clauses to protect the unauthorized dissemination of FAA sensitive information. Such information may entail Sensitive Unclassified Information (SUI), For Official Use Only (FOUO), Sensitive Security Information (SSI), or any other designator assigned by the US Government to identify unclassified information that may be withheld from public release.  The Freedom of Information Act (FOIA) provides in exemptions 2 through 9, the guidelines for withholding sensitive unclassified information from the public and how such information must be protected from unauthorized disclosure.  Section 552a of Title 5, United States Code (the Privacy Act) identifies information, which if subject to unauthorized access, modification, loss, or misuse could adversely affect the national interest, the conduct of Federal programs or the privacy to which individuals are entitled.

3.14.5.1 FACILITY SECURITY PROGRAM (Added 01/2003)
The Facility Security Risk Management process, as developed through the FAA’s Facility Security Management Program, shall be an integral part of program concept, planning, engineering design, and the implementation of required protective measures maintained throughout the lifecycle for physical security enhancements.

