	DATA ITEM DESCRIPTION
	

	1.  TITLE

System Hazard Analysis
	2.  IDENTIFICATION NUMBER

FAA-DI-SAFT-104

	3.  DESCRIPTION/PURPOSE

3.1 The System Hazard Analysis (SHA) is a safety risk assessment of a system that analyzes the interfaces of a system with other systems, as well as the interfaces between the subsystems of the system under study.  The contractor-performed SSHA serves as input to the SHA.  The SHA should begin as the system design matures, at the preliminary design review or the facilities concept design review milestone, and should be updated until the design is complete.  The SHA is used to both identify new requirements and to support the validation and verification of existing requirements.

	4.  APPROVAL DATE (YYYY/MM/DD)
	5.  OFFICE OF PRIMARY RESPONSIBLILITY (OPR)

Office of System Architecture and Investment analysis (ASD)

	6.  APPLICATION/INTERRELATIONSHIP

6.1 This Data Item Description (DID) contains the format and content preparation instructions for the SHA.

	7.  PREPARATION INTRUCTIONS

7.1 Reference documents.  The applicable issue of the documents cited herein, including their approval dates and dates of any applicable amendments, notices, and revisions, shall be as specified in the contract and in accordance with the NAS Modernization System Safety Management Program (SSMP) in the Acquisition Management System FAST Toolset.

7.2 Format.  The SHA format shall be “contractor selected” from either the narrative or tabular styles, as defined in the SSMP, Appendix F.  Unless the effective presentation would be degraded, the initially selected format must be used for all subsequent submissions.

7.3 Content.  The SHA identifies and evaluates hazards of the system and its interfaces (both internal and external) and its impact on each subsystem of the system.  The subsystems identified as part of the Sub-System Hazard Analysis (SSHA) perform a review as part of the SHA.  This review should identify, and assess as applicable, any new information evolving from changes that may have occurred to the subsystem since completion of the respective SSHA.  For each of the final subsystems to be included as part of the SHA, discuss the hazards identified at the interfaces between those subsystems and externally between the system under study and other systems that interface with it.  Identify the safety requirements that need to eliminate or control the identified hazards, and the associated risk.

The SHA shall contain the items listed in  7.3.10.  In addition, each hazard identified, shall be listed in either narrative or tabular worksheets (see the SSMP, Appendix F) that contain, at a minimum, the information described in 7.3.1 through 7.3.9, which shall be included for each identified hazard:

7.3.1 Hazard Number: The hazard identifying numbers will be used to track hazards through validation and verification process to closure.  Unique identifying numbers shall be created and marked for individual hazards, or number sequences created for clustered or hazard subsets, and be in accordance with the SSMP,
Appendix F.

7.3.2 Hazard Title: A brief statement describing the hazard, which is in accordance with SSMP, Section 4.0.

7.3.3 Hazard Description: A complete statement describing the hazard.  The FAA NAS Modernization System Safety Handbook, Section 4, defines a hazard as “…anything real or potential that could make possible or contribute to an accident."  A hazard is the potential for bringing about an adverse event that occurs as a result of the cause(s).
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	Block 7, PREPARATION INSTRUCTIONS (Continued)

	7.3.4 Cause(s): The initiating event(s) and/or action(s) that trigger a hazard, in accordance with the SSMP, Section 4.0.

7.3.5 System State: The assumed ambient and operational environmental conditions in which the system being examined exists.  System state is described for each individual hazard associated with the system (e.g., adverse weather and lighting conditions, such as day, dusk, and night).  The system state will also include the activity under which the harm may occur (e.g., storage, shipping, installation, testing, maintenance, replacement, decommissioning, or phase of flight, such as en route or taxiing).  At a minimum, each hazard must be evaluated for risk in the worst credible system state.  Other less critical system states may be evaluated if time permits, but the worst credible system state shall be considered for all hazards at a minimum.  A "worst credible" system state assumes the most dangerous (supported by the facts) conditions under which the hazard is postulated to occur, and in accordance with the SSMP, Section 4.0.

7.3.6 Risk/RAC: A Risk/Risk Assessment Code (RAC) must be determined for each hazard.  The RAC is the composite of severity and likelihood of the outcome/effect of the hazard in the worst credible system state.  The composite risk is based on consideration of both existing and recommended requirements and is in accordance with the SSMP, Section 4.0.

7.3.7 Possible Effect: The potential harmful result of the hazard event as it could occur in the defined system state and which is in accordance with the SSMP, Section 4.0.

7.3.8 Safety Requirements: The recommended safeguards, safety features, protective devices, warnings, training, and procedures that control or eliminate risk.  Risk safety requirements are determined by an acceptable order of precedence that defines preferred control methodologies in descending order of acceptance.  See the SSMP for examples of acceptable Orders of Precedence.  In accordance with the NAS Systems Engineering Manual (SEM), Section 4.3; and the SSMP, Section 4.0, safety requirements can be either:

(1) Existing:  Safety requirements that exist currently in the FAA (e.g., controls that were previously defined in prior analyses).  (Every building or structure equipped for artificial illumination shall be provided with adequate and reliable illumination at all exit facilities (Ref. CFR 1910.36 (b)(6)); or,

(2) Recommended:  Safety requirements that do not currently exist but are assumed to be accepted, implemented, and in place for the hazard sequence.

7.3.9 Comments: Reserved for relevant comments on the hazard.  The comments provide either additional information/or clarification of the hazard, conditions, or safety requirements.

7.3.10 System Hazard Analysis Report: The analysis data must be entered into an analysis report, incorporating the following form and content:
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	Block 7, PREPARATION INSTRUCTIONS (Continued)

	System Hazard Analysis Report Format

The System Hazard Analysis Report shall contain the following sections:

1.0 Executive Summary:  Provide a brief description of the scope of the analysis.  A summary of the analysis findings including the total number of hazards with a break down by high, medium, and low risk hazards, any issues, a list of the recommended requirements, and the identification of potential external program hazards.

2.0 Introduction: Provide the purpose for the analysis, including the scope, the expected benefit, and the target audience.

3.0 System Description: This section may be developed by referencing other program documentation such as technical manuals, the Integrated Safety Plan, system specifications, system requirements, mission needs statement, concept of operations, etc., and shall be in accordance with the System Engineering Manual (SEM) under Operational Services and Environmental Description (OSED), Sections 4.4 and 4.7. 

Include a description of System Special Characteristics such as references to analytical studies or other data (safety, reliability, availability, relevant industry information, FAA databases, etc.).            
4.0 Analysis Methodology: Include the technical approach used in performing the analyses (PHA, SHA, N2,

Fault Tree Analysis (FTA), Functional Flow Block Diagrams, etc.). 

  4.1 Assumptions and Caveats: Explain the assumptions used in developing the analysis. (e.g. worst-case potential effects determining severity of consequence and probability of occurrence, or any other presumed items), in accordance with the System Safety Management Plan (SSMP), section 4.0.

  4.2 Hazard Model:  Explain the methodology used to identify the hazards (i.e., hazards, system state(s), and potential effects). Section 4.0 of the SSMP provides guidance on the use of the hazard model. It is imperative that quantifiable / semi-quantifiable data be researched.

  4.3 Risk Determination: Describe the method of risk determination of the hazards that were analyzed. The risk must determine two factors: the severity of consequence and the probability of occurrence (refer to the SSMP, section 4.0). Include quantifiable / semi-quantifiable data as rationale, when available. Include current risk and predicted residual risk as defined in the SSMP.

5.0 List of Safety Requirements: Provide a table of the identified existing solutions and the recommended requirements, as described in section 4.3 of the SEM. Include in the table a corresponding relevant column that displays any test data, demonstration(s), physical inspection(s), and / or other means of proof of validation and / or verification of the existing solutions and the recommended requirements. Recommended requirements must be void of solutions.

6.0 Summary of Conclusions:  Provide a concise summary of the hazard analysis findings and recommendations.

Provide a graphical representation of the hazard breakdown plotted on the Risk Assessment Table; see the example in appendix G of the SSMP. Quantifiable / semi- quantifiable data is the accepted method to determine rationale for ranking risk. 

7.0 Recommendations: Provide a summary of why the recommended safety requirements need to be implemented. Summarize why existing solutions are required to be compliant (both regulatory and from a safety perspective).

8.0 References / Bibliography: Detail the documents used as guidance and reference for performing the analysis.

9.0 Appendices: Provide the analytical / technical references (i.e., specifications, requirement documents, statements of work, etc.), used in developing the analysis. Also include definitions, abbreviations, N2 diagram(s), functional analysis, FTA, PHA or SHA worksheets, signed statements of the transfer of external risk, bow-tie models, or any other relevant safety information.          
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