CHANGE REQUEST COVER SHEET


Change Request Number: 03-31
Date Received:  12/27/02

Title:  Personnel Security
Name: Brenda Carignan
Routing Symbol: ASU-140
Phone: 202-267-8392
Policy OR Guidance: Guidance
Summary of Change: Clarify existing language
Reason for Change: Needed to clarify existing language
Development, Review, and/or Concurrence:  Regional Logistics personnel and ASU140 staff. 
Target Audience: Logistics personnel
Potential Links within FAST for the Change: N/A

Attachments: Language of change
Briefing Planned: No

ASAG Responsibilities: None

Replaced - Section II. Space C. Space Forms 1. Attachment A to Space Lease with the following section.

V.
SECTION E – SECURITY REQUIREMENTS

E1 – Facility Security 
E1a - Security requirements for Government occupied space must meet minimum-security accreditation standards for the type of facility covered by this lease. The FAA Facility Security Management Program defines facility security accreditation standard levels.  The security requirements identified below are tailored specifically for the type of facility covered by this solicitation.  The Lessor shall provide or make accommodation to provide for all the security requirements listed herein for the leased premises covered by this lease agreement:

(List security requirements)

Contact your local Servicing Security Element (SSE) or if located in HQ, contact ASI.

The local SSE will determine any additional security upgrades that are required to meet accreditation and shall conduct a final security assessment of the building.  The Lessor shall provide maintenance services to the security upgrades installed within the leased premises and covered under this lease.  
E1b - Government-Issued Keys, Identification Badges, Access Control Cards and Vehicle Decals 

(1) It may become necessary for the Government to issue keys, identification (ID) cards, vehicle decals, and/or access control cards to the Lessor or to individual(s) employed or hired by the lessor to perform services.  Immediately upon completion or termination of the lease, the Lessor shall return all such Government-issued items to the issuing office with notification to the RECO, or designee. When individuals who have been issued such items are terminated or are no longer required to perform work, the Government-issued items shall be returned to the Government within three (3) workdays. Improper use, possession or alteration of FAA issued keys, ID cards, access control cards is a violation of security procedures and is prohibited.

(2) In the event such keys, ID cards, vehicle decals or access control cards are not returned, the Lessor understands and agrees that the Government may, in addition to any other withholding provision of the lease, withhold fees to cover the cost of replacement for each key, ID card, vehicle decal and access control card not returned.  If the keys, ID cards, vehicle decals, or access control cards are not returned within 30 days from the date the withholding action was initiated, the Lessor will forfeit any amount so withheld. 

(3) Access to aircraft ramp/hangar areas is authorized only to those individuals displaying a flight line identification card and for vehicles, a current ramp permit issued in accordance with 49 CFR 1542.

(4) The Government retains the right to inspect, inventory, or audit ID cards, keys, vehicle decals, and access control cards issued to the Lessor or individual(s) employed or hired by the lessor to perform services in connection with the lease at the convenience of the Government. Any items not accounted for to the satisfaction of the Government shall be assumed to be lost and the provisions of subparagraph (3) above shall apply.

(5) Keys and access control cards shall be obtained from the RECO, or designee, who will require the Lessor, or individual(s) employed or hired by the Lessor to perform services, to sign a receipt for each key obtained. Lost keys, ID cards, vehicle decals, and access control cards shall immediately be reported concurrently to the RECO, or designee, and the (RECO, or designee, to insert name of SSE staff and facility management office) 

(6) Each individual(s) employed or hired by the Lessor, during all times of on-site performance at the Government-leased facility, shall prominently display his/her current and valid identification card on the front portion of his/her body between the neck and waist.

(a) Individual(s) employed or hired by the Lessor to perform services under this lease shall submit complete documentation required under E2a, Suitability Requirements for Individual(s) Employed or Hired by the Lessor, below, and be authorized by the SSE to begin work prior to obtaining any ID media or vehicle decals. 

(b) To obtain the ID card, each individual shall submit a DOT 1681 Form, signed by the individual and authorized by the RECO, or designee. The DOT 1681 shall be submitted at the same time the documentation outlined in E2a, Suitability Requirements for Individual(s) Employed or Hired by the Lessor, below is submitted.  The DOT 1681 shall contain, at a minimum, under the "Credential Justification" heading, the name of the Lessor, the lease number or the appropriate acquisition identification number, the expiration date of the lease or the service (whichever is sooner), and the required signatures. This paperwork shall be submitted to [RECO, or designee, to insert the name and location of the SSE staff] by the Lessor in a sealed envelope either hand carried by the Lessor or sent via U.S. mail to: [RECO or designee to insert mailing address]. The Lessor will be notified when the DOT 1681 has been approved and is ready for processing by the [RECO, or designee, to insert name and location of the person who will process the document]. Arrangements for processing the identification cards, including photographs and lamination can be made by contacting [RECO, or designee, to insert point of contact with phone number].

(c) The Lessor shall receive and sign for each ID card issued on the reverse of the DOT 1681. The Government, for accountability purposes, will track the DOT 1681.

(7) The Lessor is responsible for ensuring final out-processing is completed for all departing individuals employed or hired by the Lessor.  Final out-processing will be completed by close of business the final workday for all individual(s) employed or hired by the Lessor or the next day under special conditions.  Contractor employee clearance forms, (RECO, or designee, to insert name of local contractor employee clearance form), will be completed by the Lessor for each individual(s) employed or hired by the Lessor to perform services, and copies will be distributed to the RECO, or designee, and the SSE, (RECO, or designee, to insert SSE staff) upon completion of such forms.
E2 – Personnel Security 

E2a -Suitability Requirements for Individual(s) Employed or Hired by the Lessor

(1) The Lessor shall provide a level of security, which reasonably deters unauthorized access, loitering, or disruptive acts to the premises leased by the government at all times. 

(2) When the Lessor provides services under the terms of this lease, (e.g., janitorial, construction, maintenance, property management, or alterations/repair services), the Government may conduct background investigations of individual(s) employed or to be hired by the Lessor to perform such services. 

(3) Individual(s) will not be permitted unescorted access to provide services in or upon the leased premises until the SSE has received the documentation outlined in subparagraph (4), (a), (b), and (c), below and provided written authorization for the individual(s) to begin work.

(4) No later than ten (10) calendar days after the effective date of this lease, (or the effective date of Supplemental Lease Agreement [SLA] or modification if this provision is included by SLA or modification to an existing lease), the Lessor shall submit the following documentation for all individual(s) employed or hired by the Lessor for whom unescorted access to facilities, systems, and information is required.  Such documentation shall be submitted to the Government representative as designated by the Real Estate Contracting Officer (RECO), or designee, for suitability determination.

(a) A completed FBI Fingerprint Card, FD-258.  The SSE will provide information pertaining to the location of fingerprint facilities.  The fingerprint card shall be printed in black ink or typewritten with all questions completed and is to be signed and dated by the applicant.  The Lessor will be responsible for all expenses associated with fingerprinting;


(b)  A completed Identification Card/Credential Application, DOT Form 1681, with appropriate picture of applicant; and,
(c) Questionnaire for Public Trust Positions, Standard Form 85P, shall be completed and signed by the applicant in accordance with applicable instructions.  
(5) The Government shall notify the Lessor when individual(s) employed or hired by the Lessor have been approved for unescorted access to the facilities, systems, or information.  

(6) The Lessor and all individuals employed or hired by the Lessor shall display a Government issued identification badge when visiting or providing services in or upon the leased premises and shall abide by all facility security measures as required by the Government. 

(7) The Lessor shall submit the documentation required in subparagraph (4), (a), (b), and (c) of this Clause for any new individual(s) employed or hired by the Lessor to perform services under this lease.  Such information shall be submitted to the Government within ten (10) calendar days of employment and/or hiring by the Lessor.  

(8) The Lessor will immediately remove from the leased premises any individual(s) employed or hired by the Lessor to perform services under this lease when the Government has determined such individuals to be unsuitable for continued access to the leased premises.

(9) Exemptions from Suitability Requirements

(a)  Certain positions may be determined by the Government to be exempt from background investigative requirements.  However, individual(s) employed or hired for such positions shall be escorted at all times while in or upon the leased premises by FAA personnel located on-site or by an individual(s) employed or hired by the lessor, who has been properly investigated, favorable adjudicated, and authorized to provide escort services.

(b)  When the Government determines any positions(s) to be exempt from investigative requirements, individuals employed in such positions are not required to complete the documentation as specified in subparagraph (4), (a), (b), and (c) of this Clause.

E2b - Reporting Requirements

(1) The Lessor shall submit an initial report (to coincide with the effective date of this lease) and subsequent quarterly reports (throughout the term of this lease), providing the following information to (RECO, or designee, to fill in as appropriate) with a copy to (RECO, or designee, to fill in as appropriate), on or before the fifth day following each reporting period:  A complete listing by full name, in alphabetical order, with the date of birth, place of birth (city, state, country), and position title of all individuals employed or hired by the lessor who will have or may require access to the leased premises during the reporting period.    

(2) The Lessor shall notify the Government within one (1) day upon termination of any individual(s) employed or hired by the Lessor to perform services under this lease.

E2c - Foreign Nationals Employed or Hired by the Lessor 


(1) Each individual(s) employed or hired by the lessor to perform services under this lease shall be   a citizen of the United States of America, or an alien who has been lawfully admitted for permanent residence as evidenced by Alien Registration Receipt Card Form I-151, or who presents other evidence from the United States Immigration and Naturalization Service that employment will not affect his/her immigration status.

(2) Aliens and foreign nationals employed or hired by the lessor to perform services under this lease must have resided within the United States for three (3) years of the last five (5) years unless a waiver of this requirement has been granted by the SSE in accordance with FAA regulations.

E3  -  Sensitive Unclassified Information
E3a - The FAA shall have the right to require special handling instructions for those lessors requiring access to Sensitive Unclassified Information (SUI), For Official Use Only (FOUO), Sensitive Security Information (SSI), or designee assigned by the Federal Government to identify unclassified information that may be withheld from public release.  Contact the local FAA Servicing Security Element (SSE) or in Headquarters, the Office of Security and Investigations, Internal Security Division, ASI-100 for the minimum standards to mark, store, control, transmit, and destroy sensitive information.

E3b - Sensitive information shall be restricted to specific lessors who:

(1) have a need to know to perform contract tasks;


(2) who meet personnel suitability security requirements to access sensitive information; and


(3) who successfully complete a non-disclosure agreement (NDA).

E3c - The contractor shall develop and implement procedures to ensure that sensitive information is handled in accordance with FAA requirements and at a minimum, will address:

(1) steps to minimize risk of access by unauthorized persons during business and non-business

hours to include storage capability;

(2) procedures for safeguarding during electronic transmission (voice, data, fax) mailing or hand carrying;

(3) procedures for protecting against co-mingling of information with general contractor data systems/files;  

(4) procedures for marking documents with both the protective marking and the distribution limitation statement as needed;  

(5) procedures for the reproduction of;

(6) procedures for reporting unauthorized access; and

(7) procedures for the destruction and/or sanitization of such material.  

