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Preface

This Safety Risk Management Guidance for System Acquisitions (SRMGSA)
supersedes the System Safety Management Program, Revision 10 (SSMP Rev 10)
and applies to proposed system acquisition and legacy system changes to the
National Airspace System (NAS) upon approval. System acquisitions that were
initiated under SSMP Rev 10 may continue to use that document.
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Air Traffic Organization Safety Risk ManagementGui  dance for
System Acquisitions

1.0 INTRODUCTION

This document defines the scope, purpose, objectives, and planned activities of the
Federal Aviation Administration’s (FAA’s) system safety effort as it applies to Safety
Risk Management (SRM) for all system acquisitions that provide Air Traffic Control
(ATC) and navigation services in the National Airspace System (NAS).

The Safety Risk Management Guidance for System Acquisitions (SRMGSA)
contributes to, and embodies, the spirit of FAA’s safety culture, which is founded on
the dedication and accountability of individuals engaged in any activity that affects
the safe provision of ATC services. A safety culture is a pervasive emphasis on
safety that promotes an inherently questioning attitude, resistance to complacency, a
commitment to excellence, and the fostering of personal accountability and
corporate self-regulation in safety matters.

11 Purpose

The purpose of this document is to meet the requirements and implement the policy
in Section 4.12 of the AMS. Hence, this SRMGSA provides the guidance to be used
by the ATO organization in conduct of SRM.

The SRMGSA defines the FAA’s plan for ensuring that system safety® is effectively
integrated into system changes and NAS modernization in accordance with FAA
orders, the Safety Management System (SMS) Manual, and Acquisition
Management System (AMS) policy. It describes the AMS phases, organizational
roles and responsibilities, program requirements, tasks, and reporting requirements
associated with performing SRM within the Air Traffic Organization (ATO) and other
organizations involved in acquisitions (e.g., Office of Aviation Safety (AVS), Office of
Airports). The purpose of SRM is to identify, evaluate, and eliminate or control safety
hazards during the lifecycle of a program or system. This SRMGSA serves as:

+ SMS guidance for acquisitions during Mission Needs Analysis (MNA) and
Investment Analysis (1A).

» Specific guidance for system changes.

» A definition of Joint Resources Council (JRC) expectations regarding SRM.

* General SMS guidance for Service Team planning during the Solution
Implementation (SI), and In-Service Management (ISM) phases.

The term system includes any product, service, and/or activity developed, produced, or managed by a specific person, agency,
or organization for a designated purpose. The term safety includes any technical, social, educational, and/or managerial action
initiated to eliminate or reduce the hazards (i.e., risk of property loss and personal injury) associated with a procedure or system.
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Together, the SRMGSA and the Program Safety Plans (PSPs) of the individual
Service Teams ensure the execution of SRM throughout the entire lifecycle of a
system or product. They also establish a disciplined methodology based on system
engineering to achieve the SRM objectives, as defined in FAA orders, the SMS
Manual, and AMS policy.

This document describes the organization and responsibilities of FAA management
and Service Teams for fulfiling SRM objectives. Service Team SRM is a
responsibility of the Operational Service Units (e.g. Operations Planning Services,
En Route and Oceanic Services, Terminal Services, Flight Services, System
Operations Services, and Technical Operations Services). The SRMGSA addresses
Safety Services’ relationship with the Operational Service Units for approving safety
documentation and accepting risk prior to JRC decisions.

Upon agreement among Safety Services, the applicable Operational Service Units,
the ATO System Safety Working Group (SSWG), and the Acquisition Systems
Advisory Group, the SRMGSA may be revised when a change affects the accepted
scope of performance or requirements. The Office of SRM is responsible for revising
and maintaining it.

12 Scope

FAA policy (AMS policy, section 4.12), orders (e.g. FAA Order 8040.4: Safety Risk
Management, FAA Order 1100.161: Aviation Safety Oversight), and the SMS
Manual mandate a planned and organized SRM approach to decision-making
consistent with the role of each organization or Line of Business (LOB) in the FAA.
This SRMGSA further defines the ATO SRM process. The ATO consolidates the
functions formerly performed by the Air Traffic Services, Research and Acquisitions,
and Free Flight organizations, which provided and supported operational ATC
services. In that capacity, it also provides leadership, direction, and guidance
relating to FAA acquisition policy, research, system prototype development, and
agency information resource management. The ATO leads the agency’s programs in
the areas of:

» Definition and validation of requirements and planning for current and future
systems supporting the NAS, including Air Traffic Management (ATM), airport
technology, safety, capacity, and security.

» |dentification of complex initiatives for new management approaches,
administrative techniques, and information technology solutions to improve
resource allocation, cost efficiency, and productivity.

* Integration of operational requirements with system development, including
system planning for design and material control, advanced technologies and
concepts, and operations research.

* Development and management of centralized acquisition policy.




1.3 List of Associated Documents

1.3.1 Government Documents

1.3.1.1 FAA Documents

132

NoakwNpE

FAA Order 8040.4, Safety Risk Management

FAA Order 1100.161, Air Traffic Safety Oversight

FAA AMS

FAA SMS Manual

FAA Order 1800.66, Configuration Management Policy

FAA System Safety Handbook (SSH), December 2000

Notice N JO 1800.1 National Change Proposal (NCP) Process Support of
the Safety Management System

Non-Government Documents 2

Radio Technical Commission for Aeronautics (RTCA)/DO-264 — Guidelines for

Approval of the Provision and Use of Air Traffic Services Supported by Data
Communications

Society of Automotive Engineers (SAE) Aerospace Recommended Practice
ARP4761 — Guidelines and Methods for Conducting the Safety Assessment
Process on Civil Airborne Systems and Equipment

RTCA/DO-178B — Software Considerations in Airborne System and Equipment
Certification

RTCA/DO-278 — Guidelines for Communication, Navigation and Surveillance/Air
Traffic Management (CNS/ATM) System Software Integrity Assurance

2 Use the latest version of these documents. They are not under FAA Configuration Management control.
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2.0 FAASAFETY RISK MANAGEMENT POLICY

This section describes the FAA Safety Risk Management (SRM) policies and
guidance used within the Air Traffic Organization (ATO). The overarching
documents are FAA Order 1100.161 Aviation Safety Oversight, FAA Order
8040.4 Safety Risk Management, the Safety Management System (SMS)
Manual, and the Acquisition Management System (AMS).

2.1 Safety Risk Management

FAA Orders 1100.161 and 8040.4 requires ATO decisions in acquiring or
implementing new systems be made in accordance with the ATO SMS manual,
the AMS, and the Configuration Control Change Board (CCB) policies and
procedures. The SMS Manual provides additional guidance for conducting SRM
for changes to the NAS that may impact safety (i.e. the change impacts the
issuance of safety alerts or safe separation of aircraft from each other, terrain,
objects, Special Use Airspace, or hazardous weather). Each Service Team and
Line of Business (LOB) is required to establish and implement the policy in the
SMS Manual and FAA Order 1100.161 consistent with that Service Team’s or
LOB’s role in the FAA. With ATO-S coordination and concurrence, the safety
analysis documentation required for Joint Resources Council decisions can be
tailored by the FAA Acquisition Executive, Service Units Vice President, or LOB
Executive with sufficient rationale. However, each Service Team and LOB must
satisfy the following criteria:

Implement — SRM must be implemented by performing risk assessment and analysis and using the
results to make decisions.

Plan — The risk assessment and analysis must be predetermined and documented in a plan that
includes the criteria for acceptable risk.

Hazard Identification — The hazard analyses and assessments included in the plan must identify the
safety risks associated with the system or operations being evaluated.

Hazard Classification through Analysis — The risks must be characterized in terms of severity of
consequence and likelihood of occurrence.

Risk Assessment — The risk assessment of the hazards examined must be compared to the
acceptability criteria specified in the plan and the results provided in a manner and method easily
adapted for decision-making.

Decision — The risk management decision must include the safety risk assessment. The risk
assessment may be used to compare and contrast options or alternatives for system implementation.

SMS manual permits quantitative and qualitative assessments but states a
preference for quantitative. It requires the assessments, to the maximum extent
possible, to be scientifically objective, unbiased, and inclusive of all relevant
data. Assumptions must be avoided when feasible. When assumptions must be
made, they should be conservative in nature, and their basis should be clearly




identified. As a decision tool, the risk assessment must be related to current
risks and should compare the risks of various alternatives when applicable.

For each proposed safety-significant change to the NAS, the SMS manual
requires each LOB or Service Team to:

Perform and provide a risk assessment that compares each alternative considered (including no
action/change or baseline) so that the alternatives can be ranked for decision-making.

Assess the costs and safety risk reduction or increase (or other benefits) associated with each
alternative under final consideration. Requirements of Comparative Safety Assessments (CSAs) may
identify levels of additional safety risk for each of the alternatives, thereby affecting cost and schedule
by requiring different levels of additional safety analyses to properly address the different risk levels.

2.2 Acquisition Management System Policy

AMS policy is in Section 4.12 of the AMS.

This SRMGSA and the Program Safety Plan (PSP) are valuable sources for
inputs to a Service Team’s Implementation Strategy and Planning (ISP)
document or other master planning documents, statements of work, and
requirements. These documents are used by the Investment Analysis Team
(IAT) to satisfy the requirement to implement a repeatable and disciplined
process for conducting SRM in the acquisition of systems for the entire lifecycle
of those systems. They include provisions for hazard identification, classification
of risk, risk control, and acceptance.

2.3 Safety Management System Manual >

The SMS provides a systematic and integrated method for managing the safety
risk of ATC and navigation services in the NAS. The SMS requires that all
organizations that have a role in providing ATC services (including those
external to the ATO) identify and mitigate safety risk. Safety Risk Management
Documents (SRMDs), safety incident reports, and safety inspection and
evaluation reports provide managers with needed information regarding safety
hazards and risks associated with systems (hardware and software),
procedures,* and airspace designs.

Organizations are required to integrate SRM into their national and local
activities and processes. Safety Services is responsible for facilitating SMS
implementation; managing SRM processes, procedures, and documents;
facilitating SMS training; providing SRM expertise when necessary; auditing
SRM processes; and evaluating the SMS.

® The SMS is a function of the Vice President of Safety Services.
* See Appendix C in the SMS Manual for a discussion on using the SRM process to assess risk incident to
changes in ATC procedures.
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The SMS provides a common framework to assess the safety risks of changes
to the NAS. It addresses all aspects of ATC and navigation services, including
airspace changes, air traffic procedures and standards, airport procedures and
standards, and new and modified equipment (hardware/software). The SMS
facilitates cross-functional SRM among the ATC service providers and ensures
intra-agency stakeholder participation in solving the safety challenges of an
increasingly complex NAS. It is important to note that the SMS focuses on NAS
safety, not employee safety. While employee safety is included as part of system
safety analyses, it is considered only as it applies to, or affects, the NAS.

2.4 Safety Risk Management for System Acquisitions

The AMS process applies primarily to the acquisition of systems and the
evolution of legacy systems. It is robust enough to follow those systems through
the JRC process, including the In-Service Decision (ISD) and deployment. It also
addresses changes or modifications during re-baselining activities.

The SMS incorporates all AMS safety provisions but expands to allow the SRM
process to address changes to air traffic operations, maintenance, airspace and
procedures development, airports, new systems, and modifications to existing
systems (hardware and software). For changes to existing system that needs to
go through the configuration management process, Notice N JO 1800.1
addresses how the NAS Change Proposal (NCP) process support the SMS, it
requires all NCPs going to the NAS Configuration Control Board to have an
associated Safety Risk Management document. The SMS requires that SRM be
applied to all proposed changes to the NAS that have a significant impact to
NAS safety (e.g., modifying existing operations or implementing new operations,
procedures, and/or hardware and software systems). The SMS requires that
SRM be performed early in the planning or change proposal process. SRM is a
fundamental component of the AMS and the SMS — it ensures that safety-
related changes are documented and resolved, whether the changes are to a
component, a system, a procedure, or the NAS itself.

The JRC Secretariat office depends on the SRM Office to independently concur
that safety-related items on the JRC Readiness Criteria and Checklist have been
completed. The items apply to decisions by the JRC and subordinate boards on
IA Readiness, Initial Investment Decision (lID), Final Investment Decision (FID),
baseline changes, and the In-Service Decision (ISD). For the SRM Office to
provide this independent concurrence, system safety documents and plans
(such as SRMDs, PSPs, and non-safety documents with safety inputs such as
the IAP and Program Requirements) are first brought to the ATO SSWG for
review and subsequent concurrence by its chair. After final approval of these
documents by the SRM office, the JRC Secretariat office is notified that the
specific JRC checklist item has been completed.




25 Safety Risk Management for Legacy System Acquis  itions

SMS and SRM also apply to acquisition of changes to legacy systems. System
safety focuses on legacy programs that are operational in the NAS as well as
support programs that affect NAS operations (e.g., the En Route Information
Display System, the Enhanced Back-up System, Traffic Flow Management -
Modernization). Information gathered on changing legacy systems determines
what kind of system safety work is required to support the planned JRC
decision. Legacy systems are not “grandfathered” under SMS. When a legacy
system is subject to an EC or JRC —approved change or baseline decision, or
when the Service Team prepares to submit its next acquisition phase for JRC
approval, it is treated the same as a new system if it has not yet complied with
the SMS.

The system safety work for legacy systems usually involves some form of
tailoring for various reasons:
* Programs are realigned or revised during development or implementation.
* Previous SRM decisions are no longer valid.
* Programs had previously advanced into the JRC process without SRM
input or direction.
Tailoring builds on existing safety work and what must be done based on where
the program is in the acquisition management lifecycle and past JRC decisions.

For example, assume a safety assessment is required; however, an Operational
Safety Assessment (OSA) has not been conducted. To conduct the safety
assessment (without an OSA), the Service Team conducts a top-level functional
analysis and creates the Operational Hazard Assessment (OHA) and
Preliminary Hazard List (PHL), parts of the OSA. As a result, the majority of an
OSA is performed but without the structure or AMS timeline requirements of an
OSA. Once the PHL is done, the safety assessment can begin.




3.0 ACQUISTION MANAGEMENT SYSTEM / SAFETY MANAGEMEN T SYSTEM

PRINCIPLES

The FAA Safety Risk Management (SRM) process is designed to mitigate safety
risks throughout the NAS lifecycle of programs that modernize and upgrade the
NAS. Its primary focus is to identify, mitigate, and control safety risks in the NAS.
Each Line of Business (LOB) or Service Team has unique responsibilities.
However, the overall approach will remain the same: early identification and
continuous control of those hazards that create the highest risk to the NAS. The
following paragraphs summarize the SRM process and tasks the Service Teams
must accomplish in the AMS.” The “Bow-Tie Model” illustrated in Appendix A is
commonly used for conducting hazard analysis.

3.1 Safety Risk Management Process

A systematic SRM process has five general phases:®
» Describe the system
 ldentify the hazards
« Analyze the risk
« Assess the risk
« Treat (mitigate) the risk

3.1.1 Definitions

Causes

A cause is an event that results in a hazard or failure. A crimped fuel line or
water in a fuel tank is an example. In many systems, these events may
result in “Loss of engine power” (hazard). Causes can independently occur
or in combination.

Hazard

A safety hazard is any real or potential condition that can cause injury,
illness, or death to people; damage to or loss of a system, equipment, or
property; or damage to the environment. A safety hazard is a prerequisite to
an accident or incident. A hazard is an event that occurs as a result of the
cause(s). A “loss of engine power,” under certain conditions or system state
may result in injury of death.”

System State

The system state is an expression of the various credible conditions,
characterized by quantities or qualities, in which a system can exist. The worst
case system state is the most unfavorable condition or combination of conditions

® Criteria for the AMS SRM decision process are found in the SMS Manual and in Figures 5.1-1 and 5.1-2 of this
document.
® Chapter 6 of the SMS manual elaborates on what constitutes these five phases.
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(e.g., extremely high levels of traffic, extreme weather disruption) reasonably
expected to occur within the operational lifetime of a system.

The SMS Manual defines a system as “an integrated set of constituent pieces
that are combined in an operational or support environment to accomplish a
defined objective. These pieces include people, operational environment, usage,
equipment, information, procedures, facilities, services, and other support
services.”

System state can be described in operational/procedural terms (e.g., Visual
Flight Rules vs. Instrument Flight Rules, Instrument Landing System approach),
conditional terms (e.g., Instrument Meteorological Conditions vs. Visual
Meteorological Conditions, low altitude, rough terrain) or physical terms (e.g.,
Electromagnetic Environment Effects, heavy precipitation, low air speed, no
hydraulic pressure, high drag).

For any given hazard (e.g., loss of power from an engine), not all system states
have equal weight. For example, loss of one engine (for a multi-engine aircraft)
at high “Above Ground Level” altitude and airspeed is not likely to result in a
catastrophic accident. Most multi-engine aircraft are designed to fly on one
engine in a restricted flight envelope. However, loss of one engine in some
system states (low airspeed, low altitude, high gross weight) has the potential to
result in loss of control or lift. In such a system state, the hazard would be
catastrophic. The SMS Manual requires the assessment to consider the worst
case system state. If desired, other system states may be considered, but only
in addition to the worst case.

Effect or Severity

The effect or severity is a description of the potential outcome or harm of the
hazard if it occurs in the defined system state. In other words, hazard plus
system state equals effect or severity. The hazard’s effect or severity will vary
depending on the system state selected. The hazard severity ranges from 1,
Catastrophic to 5, No Safety Effect, as shown in Table 3.2-1. For example, the
effect is the result of what happens if the loss of engine power occurs at low
altitude, low airspeed, and high gross weight. The potential effect in this case
would probably be catastrophic. Therefore, this hazard would be rated as “1,
Catastrophic” (see Table 3.2-1 in this document).

Likelihood

After determining the severity of a hazard, likelihood must be determined.
Likelihood is the estimation, for each hazard, of how often the effects or harm
will occur, considering the worst case system state. To determine the likelihood:

Determine how often the hazard is expected to occur. This can be a
quantified or qualitative estimate. Usually, it is a function of the likelihood
of the combinations of the cause(s). Sometimes, this can be determined
by evaluating incident or accident databases to see how often the
hazard has been recorded in the field. Sections 3.3 and 3.4 and Chapter

9



9 of the SSH contain detailed explanations of how to determine
statistical probability or likelihood based on fault trees and the
relationships (and, or, and/or) between causes.

Calculating Likelihoods

1.

2.

To arrive at a quantitative estimate of the likelihood of a given effect
or severity occurring for the example of loss of an engine in a given
system state, assume that the likelihood estimate for the loss of one
engine is 0.001 per operational hour.

Estimate the likelihood of the worst case system state. This estimate
can also be quantified or qualitative. For many systems, the
Operational Services Environment Description will provide many
clues in developing this answer. For this example, assume that the
likelihood of being in the worst case system state (low altitude, low
airspeed, high gross weight) is 0.001 per operational hour.

For the effects to be manifested in the worst case, both the hazard
(loss of power) and the worst case system state (low altitude, etc.)
must occur at the same time. The likelihood of this occurrence can be
estimated by multiplying 0.001 x 0.001. In this example, the estimate
would be 0.000001, or 1 x 10® per operational hour. Using the
definitions in Table 3.2-1, the likelihood would be characterized as
‘Remote.”

The severity (1, Catastrophic) combined with the likelihood estimate
(C, Remote) is an estimate of the risk. The risk is expressed as a
Risk Assessment Code (RAC), or in this example, a “1C (HIGH).”

Use the following principles with this model:

* Risk is the composite of severity and likelihood of the outcome/effect
(or harm) of the hazard in the worst case system state.

» Severity is determined by the worst credible potential outcome. Less
severe effects may also be analyzed, but at a minimum, the most
severe effects must be considered. Severity is independent of
likelihood. (DO NOT consider likelihood when determining severity.)
However, the determination of likelihood is dependent on severity.
Likelihood is determined by how often the resulting harm can be
expected to occur at the worst credible severity.

* When determining likelihood, the worst credible severity determines
what system states are most critical.

» The hazards, when they occur in the worst case system states, result
in the harm (effects of the hazard in the worst case system state).

» Hazards are composed of one or more causes.

» Causes can be technical and/or procedural in nature.

» The system state refers to a variety of hazardous system conditions,
including, but not limited to, location, mode, velocity, operating rules

10



in effect, type of operation, energy, operational environment, and
ambient environment.
* When using terminology, be consistent with the definitions in this
document and in the SMS Manual, including those for accidents and
incidents. An accident is defined as “an unplanned event that results
in a harmful outcome; e.g., death, injury, occupational illness, or
major damage to or loss of property.” An incident is defined as “a
near miss episode with minor consequences that could have resulted
in greater loss. An unplanned event that could have resulted in an
accident, or did result in minor damage, and indicates the existence

of, though may not define a hazard or hazardous condition.

3.2 Risk Assessments in the AMS

nl

Risk assessments conducted to support the AMS must comply with the
guidelines established in the latest version of the SMS Manual. Use the
definitions in Tables 3.2-1 and 3.2-2 for SRM in the AMS.

Effects:

[o2)
°
o

>
o

()]
=
=
LL

Table 3.2-1: Severity Definitions

Hazard Severity Classification (Note 1)

No Safety Minor Major Hazardous Catastrophic
Effect
5 4 3 2 1

Slight increase in | Slight reduction | Reduction in Reduction in Collision with

ATC workload in ATC separation or separation or a | other aircraft,
capability or significant total loss of ATC | obstacles, or
significant reduction in capability (ATC | terrain
increase in ATC | ATC capability Zero)
workload

- No effect on
flight crew

- No effect on
safety

- Inconvenience

- Slight increase
in flight crew
workload

- Slight
reduction in
safety margin or
functional
capabilities

- Physical
discomfort of
occupants

- Significant
increase in flight
crew workload

- Significant
reduction in
safety margin or
functional
capability

- Physical
distress possibly
including
injuries

- Large
reduction in
safety margin or
functional
capabilities

- Serious or fatal
injury to small
number of
occupants or
cabin crew

- Physical
distress/
excessive
workload

- Hull loss
- Multiple
fatalities

Note 1. Once hazard severity has been established in the OHA, it does not change without sufficient justification and

ATO SSW

Note2 : Evaluate hazard severity as it relates to the NAS, not to employee safety.

" See Appendix E of the SMS Manual for a complete list of definitions.
8 For more information on these definitions, see FAA Advisory Circular 25.1309, System Design Analysis, June

10, 2002.
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Table 3.2-2: Likelihood Definitions

NAS System

Flight
Procedures

Quantitative *

Probability of
occurrence per
operation/operational
hour is equal to or
greater than 1x107

Probability of
occurrence per
operation/operational
hour is less than
1x107, but equal to or
greater than 1x10°

Frequent
A

Probable
B

Probability of
occurrence per
operation/operational
hour is less than
1x107 but equal to or
greater than 1x10”7

Probability of
occurrence per
operation/operational
hour is less than
1x10” but equal to or
greater than 1x107°

Extremely
Remote
D

Probability of
occurrence per
operation/operational
hour is less than
1x107

Extremely
Improbable
E

Qualitative

Individual
Item/System

Expected to
occur
frequently for
an item

Expected to
occur several
times in the
life of an item

Expected to
occur
sometime in
the lifecycle of
an item

Unlikely but
possible to
occur in an
item’s lifecycle

So unlikely, it
can be
assumed that
it will not occur
in an item’s

lifecycle

ATC Service/
NAS Level
System *

Continuously
experienced
in the system

Expected to
occur
frequently in
the system

Expected to
occur several
times in
system
lifecycle

Unlikely but
can
reasonably be
expected to
occur in the
system
lifecycle

Unlikely to
occur, but
possible in
system

lifecycle

Probability of
occurrence per
operation/

than 1x107°

Probability of
occurrence per
operation/

less than 1x10°
but equal to or

Probability of
occurrence per
operation/

less than 1x10°”

but equal to or

Probability of
occurrence per
operation/

less than 1x10°

operational hour is
equal to or greater

operational hour is

greater than 1x10”

operational hour is

greater than 1x107°

operational hour is

Per
Facility 3

Expected
0 occur
more than
once per
eek

Expected
to occur
about once
every
month

Expected
to occur
about once
every 1-10
years

Expected
to occur
about once
every 10-
100 years

Expected
to occur
less than
once every

100 years

Operational

NAS-wide *

Expected
to occur
every 1-2
days

Expected
to occur
several
times per
month

Expected
to occur
about once
every few
months

Expected
to occur
about once
every 3
years

Expected
to occur
less than
once every

30 years

Notes:

1. Assumes operation 24 hours a day each day of the year or approximately 8000 hours/year for a

single item/system

2. Assumes NAS-wide occurrence is an order of magnitude greater than an individual item/system
3. Oceanic Center, Terminal Radar Approach Control, Air Route Traffic Control Center, or Tower
4. Assumes the hazard is three times as likely to occur in the NAS than in a single facility

The following Risk Matrix, Figure 3.2-1, shows risk as a composite of severity
and likelihood. This matrix classifies risk into three levels: High, Medium, and
Low. These levels define how the FAA AMS and SMS process conduct risk
resolution for each identified hazard in accordance with Figure 3.2-2.
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Note: Risk is defined as risk to the NAS, not risk to the employee.

Severity No Safety Minor Major Hazardous Catastrophic
Effect
Likelihood 5 4 3 2 1

Frequent
A

Probable

Remote
C

Extremely
Remote
D

Extremely
Improbable
E

* Unacceptable with Single Point and/or
Common Cause Failures

Medium Risk

Figure 3.2-1: Risk Matrix

Medium Risk — Acceptable with review by the appropriate
management level. Tracking in a Hazard Tracking System is
required.

Low Risk — Desired level. Acceptable without review, restriction,
or limitation. Hazards are documented in HTS.

Figure 3.2-2: Risk Acceptance Criteria
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3.2.1 Types of Risk

The SMS Manual categorizes risk into four types: initial risk, current risk,
residual risk, and predicted residual risk.

* Initial risk is the severity and likelihood of a hazard when it is first
identified and assessed. This category is used to describe the severity
and likelihood of a hazard in the beginning or preliminary stages of a
proposed change or analysis. Initial risk is determined by considering
verified controls and assumptions made about the system state. When
assumptions are made, they must be documented. The initial risk does
not change once the analysis is complete.

» Current risk is the predicted severity and likelihood of a hazard at the
current time. When determining current risk, validated and verified
controls can be used in the risk assessment. Current risk may change
based on the actions taken by the decision-maker that relate to the
validation and/or verification of the controls associated with a hazard.
The Current Risk may be formally changed by submitting the
requirements verification evidence to the ATO SSWG for the Safety
Action Record (SAR). (additional clarification is provided below on the use
of current risk)

* Residual risk is the risk that remains after all control techniques have
been implemented or exhausted and all controls have been verified. Only
verified controls can be used to assess residual risk.

* Predicted residual risk is used when conducting an analysis prior to
formal verification of requirements or controls. It is based on the
assumption that validated and recommended safety requirements will be
verified.

The decision to use validated and/or verified controls to determine current risk
depends on the decision being made or the status being portrayed. During the
initial stages of an acquisition existing “verified” controls and requirements that
have been accepted by the program (“validated” controls) are used to determine
current risk. That risk is measured against the Predicted Residual Risk that
could be achieved if the recommended requirements are accepted. Before a
system is introduced into the NAS only verified controls are used to determine
current risk. Use of current risk at that time provides decision makers with the
status between the risk that would be assumed if the verified controls in place at
that time are used (current risk) and the risk that that would be assumed when
all the validated controls are verified (Predicted Residual Risk).

Current risk and predicted residual risk statuses are entered into the FAA
Hazard Tracking System (HTS). Current risk is used to show the risk if the
existing validated and verified controls are all considered. When determining
current risk, the Safety Engineer assesses both validated and verified
requirements/controls in the risk assessment. However, recommended controls
are not included. This shows the decision-makers the potential effect if
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recommended safety requirements are not implemented. The Service Team
may take actions relating to the validation and/or verification of the controls
associated with a hazard description, and the current risk may change as a
result

Predicted residual risk is the risk status predicted to occur when recommended
controls or requirements are both validated and verified. This risk rating is an
incentive for the Service Team to try to develop the system with the lowest risk
rating.

The following guidelines should be used in determining the status of
recommended safety requirements:

» Safety requirements are used to control hazards and are documented in
the Service Team’s Safety Requirements Verification Table (SRVT). All
safety requirements must be identified in the Program Requirements (PR)
document. Changes to safety requirements must be reported to the
Service Team and, if necessary, to the ATO SSWG before they are
modified or deleted.

« Recommended safety requirements are requirements that the safety
engineer determines could mitigate a hazard; however, they are not yet
validated requirements. (These recommendations can also be referred to
as candidate safety requirements until validated by the Service Team.)
Once they have been validated, the recommended safety requirements
become validated safety requirements. Recommended safety
requirements associated with a hazard description are maintained in the
HTS until they have been validated and verified.

3.3 Safety Order of Precedence

Programs in the AMS and ATO should use the safety order of precedence in
Table 3.3-1 to synthesize controls and requirements as described in section 4.42
of the SMS Manual v 1.1. (Note: it is currently in Section 6.61 of Version 2.0
draft.)
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Table 3.3-1: Safety Order of Precedence

Description | Priority | Definition Example
Design for 1 Design the system (e.g., operation, 1. If acollision hazard exists
minimum risk procedure, or equipment) to eliminate because of a transition to a
risks. If the identified risk cannot be higher Minimum En Route
eliminated, reduce it to an acceptable Altitude at a crossing point,
level through selection of alternatives. moving the crossing point to
another location eliminates
the risk.

2. If“loss of power” is a hazard
to a system, adding a second
independent power source
reduces the likelihood of the
hazard

Incorporate 2 If identified risks cannot be eliminated 1. An automatic “low altitude”
safety through alternative selection, reduce the detector in a surveillance
devices risk via the use of fixed, automatic, or system

other safety features or devices, and 2. Ground circuit in refueling

make provisions for periodic functional nozzle

checks of safety devices. 3. Automatic engine restart logic
Provide 3 When neither alternatives nor safety 1. A warning in an operators
warning devices can effectively eliminate or manual

adequately reduce risk, warning devices | 2. “Engine Failure” light in a

or procedures are used to detect the helicopter

condition and to produce an adequate 3. Flashing warning on a radar

warning. The warning must be provided screen

in time to avert the hazard effects.

Warnings and their application are

designed to minimize the likelihood of

inappropriate human reaction and

response.
Develop 4 Where it is impractical to eliminate risks | 1. A missed approach procedure
procedures through alternative selection, safety 2. Training in stall/spin recovery
and training features, and warning devices: 3.  Procedure to vector an aircraft

procedures and training are used. above a Minimum Safe

However, concurrence of management Altitude on a Very High

authority is required when procedures Frequency Omni-directional

and training are solely applied to reduce Range airway

risks of catastrophic or hazardous 4. Procedures for loss of

severity.

communications

3.4 Safety Decision and Analysis Documentation

3.4.1 Safety Risk Management Document

The Safety Risk Management Document (SRMD) is a report that describes the
SRM process for a given proposed change or acquisition. It documents the
safety risk analyses that were performed and the findings to support whether the
proposed change or acquisition is acceptably safe or should not be made. The
SRMD is the compilation of the SRM or safety documentation completed to date.
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As such, the SRMD expands with each assessment or analysis as a program
moves through the AMS lifecycle. When the Service Team determines that
specific safety analyses are required, the analyses are documented and become
part of the SRMD. The documents are listed in Table 3.4-1. Each Service Team
must maintain an SRMD as a record of the progress of the program. As shown
in the SMS Manual (Chapter 5), the SRMD contains the following elements:

» Description of the potential system state(s) — including identification of
any important support systems and interfaces without which the
system could not achieve its functional intent

» Description of the proposed change

» Identified hazards (and description of hazard identification
methodology)

* Identified Safety Objective from OSA, if performed.

» Estimation of risk

» Description of existing and planned mitigation

» Description of methodology for tracking hazards and verifying
effectiveness of mitigation controls throughout the lifecycle of the
system or change

* Method for monitoring operational data to ensure hazards are
controlled

» Identification of the organization responsible for the conduct of the
analysis and tracking of the resolution, if any

* Current disposition of hazard mitigations

* Plan to verify that safety critical performance requirements are met

* A recommendation concerning the implementation decision

3.4.2 Safety Risk Management Decision Memorandum

If a proposed change has no safety-significant impact to the NAS, the
determination is documented in a Safety Risk Management Decision
Memorandum (SRMDM). The SRMDM is a memorandum for record or file
which  records and reports the rationale and assumptions used in the
determination of no safety significance. The ATO SSWG reviews the SRMDM
for acquisitions. Upon approval by the Director of SRM, it is kept on file for the
lifecycle of the change.

3.4.3 Other Documentation

» Safety Action Records - All hazards must be entered into the FAA HTS.
The SARs contain all of the hazards that must be tracked throughout the
lifecycle. The Service Team should periodically update the SAR to identify
actions taken to validate and verify the safety requirements for each
hazard.
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« The PSP is a plan to integrate the execution of SRM into an individual
program. The SRVT is a living safety requirements document that identifies
and tracks safety requirements on a program, along with the validation and
verification status of each requirement. The System Safety Program
Recommendations (SSPR) is a means of transmitting a summary of
recommendations from the safety analysis team to the Service Team.

System safety documents are listed in Table 3.4-1.
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Table 3.4-1: List of System Safety- Related Documen

ts in Acquisitions

Document SRMGSA
paragraph
Operational Safety Assessment (OSA) M.1
Comparative Safety Assessment (CSA) M.2
Preliminary Hazard Assessment (PHA) M.3
Preliminary Program Requirements (pPR), Reference
Section 14 FAST
Investment Analysis Plan (IAP) Safety Section Regir§$ce
Program Safety Plan (PSP) M.4
System Safety Program Plan M.4
Sub-System Hazard Analysis (SSHA) M.5
System Hazard Analysis (SHA) M.6
Operating and Support Hazard Analysis (O&SHA) M.7
Test Safety Analysis (TSA) M.8
System Safety Assessment Report (SSAR) M.9
Safety Requirements Verification Table (SRVT) M.10
System Safety Program Recommendations (SSPR) M.11

19




4.0 ACQUISITION MANAGEMENT SYSTEM SAFETY RISK MANAG EMENT
TASKS

This section details the tasks and organizational roles and responsibilities for
conducting SRM in the AMS.

All of the SRM products specified in this section must comply with the guidelines
specified in the SMS Manual. Review and concurrence by the ATO SSWG is
required.

4.1 The FAA Lifecycle Management Process

The FAA executes its acquisition management policy using the lifecycle
management process, which is organized into a series of phases and decision
points as shown in Figure 4.1-1. The circular representation conveys the
principle of seamless management and continuous improvement in service
delivery over time. Application is flexible and may be tailored as appropriate.
Section 2 of the AMS policy, Lifecycle Management Phases and Decision
Points, contains detailed policy on the lifecycle management process.

Final |
‘Amlr‘tum

semvce LIFECYCLE
MANAGEMENT PROCESS

NEEDS

DISFOSAL

Legend
1. Missian Neaed Decision
1. Investment Analysis Readiness Decision
3. Initial Investment Decision

4, Final Investmant Decision

5. In-Service Decision

Figure 4 .1-1: FAA Lifecycle Management Process
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The basis for initiating SRM differs for each organization. The level at which
SRM is conducted will also vary by organization and/or proponent, as well as by
the type of change. SRM is carried out at the national level for major system
acquisitions. It is performed at the regional or local level to address proposed
changes to equipment or ATC procedures.

The Safety Analysis Decision Chart (Figure 4.1-2) shows when the various SRM
related tasks should be completed and by whom. This chart helps Service
Teams determine the type and scope of the system safety program required.
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Mission Need
Analysis

Mission Need Decision

Operational Safety
Assessment (OSA)

SRMD: OSA - Requirements input to
preliminary Program Requirements
(pPR) and incorporated into the
Enterprise Architecture

Safety Plan inputs to the Investment
Analysis Plan (IAP)

Sponsor

Approval by ATO-S prior
to IARD

Initial Investment
Analysis

Initial Investment Decision

Comparative Safety
Assessment (CSA)

SRMD: CSA
(Update to the existing SRMD)

Results input to Business Case
Analysis Report and briefed to EC and
JRC as appropriate in SRMGSA
format

Service Team

Service team’s BCAT
provides input

Final Investment

Final Investment Decision

Preliminary Hazard

SRMD: PHA

Service Team

Analysis Analysis (PHA) (Update to the existing SRMD)

PSP (See Note 2)

ISR Checklist OK
Solution In-Service Decision Sub-System Hazard Update existing SRMD to include: Service Team
Implementation Analysis (SSHA)

System Hazard Analysis
(SHA)

Operating & Support
Hazard Analysis
(O&SHA)

Others as defined in the

Program Safety Plan
(PSP)

SSHA, SHA, O&SHA

SSAR (includes Safety Action
Records and SRVT)

ISR Checklist Complete

Figure 4.1-2 Safety Analysis Decision Chart
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4.2 Safety Risk Management Tasks in the Acquisition Management System

A major objective of this document is integrating SRM into the AMS process.
This objective will be achieved by accomplishing SRM tasks using the right
system safety tools and techniques at an appropriate time to support the
decisions made in the lifecycle phase. These tasks are performed by the
Operational Service Units and result in products packaged in SRMDs, which are
reviewed and approved prior to a JRC decision. These tools and their
application to the lifecycle AMS process are depicted below in Figure 4.2-1.

B C D E

A
G
-------- H
|
Legend:
1. Mission Need Decision
2. 1ARD
3. Initial Investment Decision
4. Final | t t Decisi .
5 |S"E)a nvestment becision K HTRR to be used by TSA applies to R&D and
' Final Investment Decision then J Spiral Development
throughout the lifecycle Programs

A — Operational Safety Assessment (OSA)

B — Preliminary Program Requirements, Section 14 & IAP Safety Section
C — Comparative Safety Assessment (CSA)

D — Preliminary Hazard Analysis (PHA)

E — Program Safety Plan (PSP)

F — Sub-System Hazard Analysis (SSHA)

G — System Hazard Analysis (SHA)

H — Operating &Support Hazard Analysis (O&SHA)
| — System Safety Assessment Report (SSAR)

J — Test Safety Analysis (TSA)

K — Hazard Tracking and Risk Resolution (HTRR)

Figure 4.2-1: SRM and System Lifecycle
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When the SRM Decision Process shown in Figure 4.1-2 is used to determine if
an in-depth safety analysis is required, the decision will identify the necessary
analyses. (As discussed in section 2.5, tailoring may be required for legacy
programs entering the AMS.) The various analyses typically conducted are
discussed in Appendix K.

Safety Risk Management Timelines

The ATO EC or an Associate/Assistant Administrator of the (non-ATO) LOB
makes the Investment Analysis Readiness Decision (IARD). To support this
decision, OSAs, SRM inputs to the preliminary Program Requirements (pPR)
and IA Plan, or completed SRMDMs must be completed and approved at least
30 to 50 days before the EC meeting.

The Initial Investment Decision (IID), Final Investment Decision (FID), and In-
Service Decision (ISD) have several milestones: the JRC meeting, the EC
briefing that comes about two weeks before each JRC meeting, and the
Business Case Analysis Report (BCAR), which replaced the IA Report. The
Investment Analysis inputs (e.g., the pPR, Final PR, and programmatic safety
assessment) are completed well before the BCAR itself. The BCAR is a Service
Team product that occurs about 10 days before the EC briefing for each JRC
decision point. It includes line items for supporting tasks and assessments,
including those for system safety, such as the CSA and PHA. The PSP should
also be listed as a product. Briefings prepared for an ISD should include the
results of the System Safety Assessment Report (SSAR).
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Figure 4.2-2 shows an average timeline for the process. Complex SRMDs may
require longer review intervals or multiple reviews.

@]
O Ng ©
& o & (00\3 O\s‘*
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R & &° ¥ & NY
Q;Q\}. "aQ NG ¥ &QP Q‘\o
S 2 )
Q @
~ N
SRM Document SRM Document SRM R ATO

Safety
Strategy ¥
Meeting

Meeting,
ATO SSWG
Chair
Concurs?

Submitted to > Submitted to > Office R SSWG
Safety Manager or ATO SSWG Internal Peer
Safety Engineer Secretariat Review Review

&Q\'ﬁ
Final N
Acceptance/
Concurrence
y

NOTE: Add two to three weeks to schedule

Figure 4.2-2: SRM Documentation Timeline

421 Safety Documentation

Appendix K contains a discussion of each of the assessment and analysis types,
as well as other required documentation for each phase of the lifecycle.

4.2.2 Hazard Tracking and Risk Resolution

Hazard Tracking and Risk Resolution (HTRR) is a method of documenting and
tracking hazards and verifying their controls after the hazards have been
identified. Its purpose is to ensure a closed-loop process of managing safety
hazards and risks. Each program must use the FAA Hazard Tracking System
(HTS) throughout the decision process to accomplish HTRR. Approved users
can access the FAA HTS on the FAA Intranet. There are two versions on the
web site: one for system acquisitions and one for operations. The FAA HTS
contains hazards associated with changes to the NAS that require SRM. It is not
intended for accident/incident reporting.

Service Teams must ensure that:
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When a safety analysis is completed or an incident analysis identifies a
hazard, all identified hazards are entered into the HTS. (Environmental,
Energy, and Occupational Safety and Health hazards are only included if
they impact the NAS.)

Each hazard is recorded in a unique record (i.e., a Safety Action Record) in
the HTS.

Medium and High Risk hazards are tracked to closure prior to the In-
service decision (ISD). However, all safety requirements (including those
for low risk hazards) must be validated and verified.

Each Safety Action Record includes:

1.
2.

5.
6. Potential effects if the hazard is realized

A description of the hazard status
An updated narrative history of changes to the SAR (e.g., verification
status changes)

3. A current risk assessment
4.

A rationale for the risk severity and probability, including existing controls
and SRVT requirements
A mitigation and verification plan for each safety requirement

Each SAR must be classified according to status in accordance with Table 4.2-1,
below. The ATO SSWG will review all program SARs with proposed
status, open status, and current High Risk. This review will occur at least twice a
year for each program.

The Safety Risk Management Panel (SRMP) determines the RAC, which the
ATO SSWG reviews. (If the SSWG disagrees with a RAC and the disagreement
cannot be resolved, the SSWG will prepare a memo for the Director of SRM’s
signature to the appropriate Service unit, and the SRMD will not gain
concurrence.)

The status of each SAR is defined by the guidelines in Table 4.2-1.
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Status Definition

Proposed The hazard has been identified, and the SAR has
been written. The SAR has not been reviewed or
approved by the ATO SSWG.

Open The SAR has been approved by the ATO SSWG.
Mitigation and verification plan have not been
developed.

Monitor The SAR has been approved by the ATO SSWG. A

mitigation and verification plan for the SAR exists
and has been approved by program management.
Results of the mitigation and verification plan are
forthcoming.

Recommend Closure All mitigation and verification actions are complete.
The SAR is awaiting review by the ATO SSWG,
Status and residual risk will then be determined.

Closed No further action is needed. The SAR is closed by the
ATO SSWG and forwarded to Director of SRM for
review and coordination of risk acceptance by the
appropriate management activity.

Table 4.2-1: SAR Status Definitions

4.3 Software Safety

Since the advent and expansion of computers, the safety community has worked
to design safety into systems influenced by software and firmware. The safety
community has implemented software safety to mitigate the additional risk of
having computing systems and software- or firmware-controlled devices operate
and control safety-critical functions. (For the remainder of this section, all
references to software include software and firmware, unless specifically stated.)
Any software that performs, influences, informs, or interacts with system safety-
critical functions or operations must undergo the focused Software Safety
Analyses (SwSASs) defined in Appendix J of the FAA SSH. Those analyses are
intended to ensure that any anomalous software behavior on safety-critical
functions or operations is properly mitigated.

Attaining a safe and effective system solution is the result of a system safety
program. Software safety assurance provides the confidence that system safety
requirements implemented in, and by, software function as intended. Software
assurance does not in and by itself ensure system safety. It only provides a level
of confidence that the software’s potential for anomalous behavior has been
identified and mitigated.

Software Safety Assessments
Software Safety Assessments (SWSASs) are detailed hazard evaluations of the
system software and firmware to identify hazards incident to safety-critical
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operator information, management, and control functions identified by the
appropriate system safety analyses listed in Appendix K. SWSAs ensure that
procedural errors and malfunctions of any software or firmware modules do not
cause or contribute to a failure condition.

Various analysis techniques and methodologies (e.g., software/system fault tree
analysis, software sneak analysis, design walkthroughs, code walkthroughs, and
cross reference listing analysis) are used for SWSAs. Specific information on
these techniques is contained in Appendix J of the SSH. Each SwSA will be
integrated into the appropriate SHA. Updates to the system safety analysis will
be performed and documented if the SWSA uncovers any additional
hardware/system-related safety hazards.

44  Software Assurance Level (SwWAL) Assignment Matr X

The SwAL Assignment Matrix in Figure 4.4-1 establishes a level of rigor the
software development process needs to satisfy to ensure that the software
operates safely within a systems context. Integrity, continuity of service, and
assurance that the software will not contribute to a failure condition are the end
products of the software safety and software assurance processes.

To permit full integration and harmonization between the Airborne and
Communication, Navigation, Surveillance (CNS)/ATM safety communities, an
approach for selecting SwALs has been adopted. This approach is compatible
and acceptable to both communities without degrading end-to-end system
safety. If the software of any NAS system directly influences an aircraft system,
it must comply with, and be considered acceptable to, the airborne certification
authority. RTCA/DO-178B has been invoked as an acceptable means, but not
the only means, of compliance for securing FAA approval of digital computer
software. Table 4.4-1 defines the association between CNS/ATM SwALs and
Airborne assurance levels, as specified in RTCA/DO-278.

RTCA/DO-178B bases the selection of SWALs purely on severity as it relates to
the aircraft (e.g., catastrophic failure condition for the aircraft). Typically,
software is specific to the application and does not present the reliability
parameters and historic lifecycle data found with hardware. The likelihood of
software’s anomalous behavior is difficult to determine since true historical data
do not exist. Therefore, in the DO-178B methodology, likelihood must be
considered probable. RTCA/DO-178B effectively uses a one (likelihood of
probable) by five (severity) matrix for determining the Software Level of
Assurance required to mitigate the anomalous behavior of software contributing
directly to a hazard affecting aircraft operations. The first row in Figure 4.4-1
illustrates the RTCA/DO-178B determination of the assignment of Assurance
Levels within the CNS/ATM SwAL Assignment Matrix and its complement
translation to RTCA/DO-278.
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Table 4.4-1: CNS/ATM to Airborne Level Association

DO-278/ED-109 DO-178B/ED-12B
Assurance Level Software L evel
AL 1 A
AL 2 B
AL 3 C
AL 4 No Equivalent
AL 5 D
AL 6 E

Because the goal of FAA programs is to ensure the safety of the flying public, a
consistent approach to the selection of SwALs is an absolute necessity.
Additionally, since federal law governs aircraft safety, interfacing ground-based
systems must comply with the airborne selection of a SWAL. For example, when
the airborne element of an integrated ground-based/airborne system is
developed to an assurance level of “C,” the ground-based complement must be
developed to an equivalent level of “3.”

DO-178B | DO-278 |initial risk rating from PHA in which software
contributes to system-level hazard

1A, 1B
h

1C, 2A, 2B
h

A AL 1

B AL 2

1D, 2C, 3A, 3B

h
1E, 2D, 3C, 3D
- AL4 [T

2E, 3E, 4A, 4B, 4C, 4D

C AL 3

D AL S
h
4E, 5A, 5B, 5C, 5D, 5E
E AL 6 <

Notes: (continued)
1. Minimally recommended software assurance levels are based on system risk. Any deviation must be
pre-approved by the appropriate approval/certification authority.
2. DO-278 equates to DO-178B for software whose functionality has a direct impact on aircraft
operations (e.g., Instrument Landing System, Wide Area Augmentation System).

Figure 4.4-1: SwAL Assignment Matrix
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45 Equivalent Processes

Every program is different in scope, complexity, criticality, and resources. In
recognition of this, programs may use other equivalent processes for conducting
the hazard analysis portion of SRM. While these processes may be used, the
minimum requirements set forth in this document must still be met. Table 4.5-1
lists the equivalent safety analyses processes that may be used instead of the
hazard analyses described in this guidance. One may be used under the
following conditions:

1. The equivalent process must meet the minimum requirements for the
safety analyses outlined in this document.
2. The equivalent process must be described in the Service Team PSP.

For additional descriptions of the equivalent processes between air traffic and
certification, see Appendix N.

Table 4.5-1: Equivalent Processes

SRMGSA Analysis FEquivalent Analysis Epuivalent Proc ess Document
OSA Functional Hazard ARP4761 (1996-12). Guidelines and
Assessment (system methods for conducting the safety
level and aircraft level) | assessment process on civil airborne
systems and equipment. Available from
SAE. Para 3.1, 3.2, and Appendix A.
PHA Preliminary System ARP4761 (1996-12). Available from
Safety Assessment SAE. Para 3.1, 3.3, and Appendix B.
SSAR including the | System Safety ARP4761 (1996-12). Available from
SSHA Assessment SAE. Para 3.1, 3.4, and Appendix C.
SHA Common Cause ARP4761 (1996-12). Available from
Analysis composed of | SAE. Para 4.4, and Appendix | (Zonal
Particular Risk Safety Analysis), Appendix J (Particular
Assessment, Zonal Risk Assessment), and Appendix K
Safety Analysis, and (Common Mode Analysis).
Common Mode
Analysis

46 Continuous Monitoring During In-service Managem  ent

Chapters 8 and 9 of the SMS Manual address Safety Assurance and Evaluation
and Safety Data Tracking and Analysis. The activities defined in these chapters
are designed to meet an International Civil Aviation Organization requirement to
measure the effectiveness of the safety requirements, controls, and mitigations
that have been implemented for hazards with low or medium residual risk. To
meet this objective, Service Teams develop metrics related to the requirements
for the identified hazards and collect the appropriate data to analyze the
effectiveness of the mitigations. Service Teams then conduct trend analysis to
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determine if the implemented controls are effective in reducing the likelihood of
incidents and accidents.
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5.0 ORGANIZATION, ROLES, AND RESPONSIBILITIES

5.1 Organization Objectives

The organization, roles, and responsibilities involved in AMS SRM are designed
to ensure that the following objectives are met:

1. Systems under consideration for inclusion in the NAS are evaluated
systematically and at an appropriate time to assist in decision-making.

2. Appropriate safety requirements are developed for each system using
best system engineering practices in the earliest possible phases of
system development and consistent with the AMS.

3. Hazards are identified, assessed for risk, and if necessary, actively
controlled and mitigated to an acceptable level of risk.

4. Consideration of safety risk is an integral part of each AMS decision and
is required for every JRC decision in which resources are committed to
development and acquisition of systems.

5. FAA resources are properly focused on controlling and mitigating the
highest risk