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Modifications to Policy sections 2.9.12 Security and 3.13.2.2 Classified Information.  Also, new definitions as a result of these changes.
Modification to Section 2.9.12 Security in the AMS Policy
Current Text:

The FAA must conform with national policy related to the physical security of the aviation infrastructure, and the security of all information associated with operation of the agency and aircraft operations.  The FAA is also obligated to protect proprietary information to which it has access.  Physical security is directly applicable to aviation industry operations and activities, and to supporting infrastructure such as communications, sensors, and information processing.

The Acquisition Program Baseline and subsequent planning documents of each acquisition program must include the cost of complying with national security policy, and must allow sufficient time for doing so, FAST contains guidance and information concerning national security policy.

Red-Line Text:
The FAA must conform with national policy related to the physical security of the aviation infrastructure including leased and owned facilities, the security of all information associated with operation of the agency and aircraft operations, and personnel security.  The FAA is also obligated to protect proprietary information to which it has access.
Physical security is directly applicable to aviation industry operations and activities, and to supporting infrastructure such as communications, sensors, and information processing.  In addition, physical security applies to the staffed facilities which the FAA leases, owns, and operates.
Personnel security applies to all FAA positions and FAA contractor positions (inclusive of persons employed as or by contractors, subcontractors, or consultants).  Each position must be designated as to the level of risk in terms of suitability and access to FAA facilities, sensitive information, and/or resources, and also designated as to the level of sensitivity in terms of national security and public trust responsibilities related to the efficiency of the service.

The Acquisition Program Baseline and subsequent planning documents of each acquisition program must include the cost of complying with national security policy, and must allow sufficient time for doing so.

Revised Text:

The FAA must conform with national policy related to the physical security of the aviation infrastructure including leased and owned facilities, the security of all information associated with operation of the agency and aircraft operations, and personnel security.  The FAA is also obligated to protect proprietary information to which it has access.

Physical security is directly applicable to aviation industry operations and activities, and to supporting infrastructure such as communications, sensors, and information processing.  In addition, physical security applies to the staffed facilities which the FAA leases, owns, and operates.

Personnel security applies to all FAA positions and FAA contractor positions (inclusive of persons employed as or by contractors, subcontractors, or consultants).  Each position must be designated as to the level of risk in terms of suitability and access to FAA facilities, sensitive information, and/or resources, and also designated as to the level of sensitivity in terms of national security and public trust responsibilities related to the efficiency of the service.

The Acquisition Program Baseline and subsequent planning documents of each acquisition program must include the cost of complying with national security policy, and must allow sufficient time for doing so.

Modification to Section 3.13.2.2 Classified in the AMS Policy
3.13.2.2 Contractor Personnel Security Program

Section Title Original:

3.13.2.2 Classified Information

Section Title Red-Line Text:

3.13.2.2 Contractor Personnel Security Program
Section Title Revised Text:

3.13.2.2 Contractor Personnel Security Program

Original Section Text:

The CO should ensure screening information requests and contracts contain appropriate provisions and clauses if access to classified information is required, in accordance with Executive Order 10865, "Safeguarding Classified Information within Industry," as amended by Executive Order 10909.

Red-Line Section Text:

3.13.2.2.1 Employment Suitability 

Contractor employees (including contractors, subcontractors, or consultants) may be subject to the same investigative requirements as Federal employees if in similar positions requiring access to FAA facilities, sensitive information, and/or resources.  

3.13.2.2.2 Classified Information

The CO will ensure that all proposed and awarded procurement actions contain appropriate provisions and clauses if access to classified information is required, in accordance with Executive Order 12958, “Classified National Security Information”, Executive Order 12968, “Access to Classified Information” and Executive Order 12829, “National Industrial Security Program.”
Revised Section Text:

3.13.2.2.1 Employment Suitability

Contractor employees (including contractors, subcontractors, or consultants) may be subject to the same investigative requirements as Federal employees if in similar positions requiring access to FAA facilities, sensitive information, and/or resources.  

3.13.2.2.2 Classified Information

The CO will ensure that all proposed and awarded procurement actions contain appropriate provisions and clauses if access to classified information is required, in accordance with Executive Order 12958, “Classified National Security Information”, Executive Order 12968, “Access to Classified Information” and Executive Order 12829 “National Industrial Security Program.”

New AMS Policy Definitions
New Definitions:

Access.  In general the term “access” is defined as the ability to physically enter or pass through an FAA area or a facility; or having the physical ability or authority to obtain FAA sensitive information, materials and resources.  In relation to classified information, the ability, authority or opportunity to obtain knowledge of such information or materials.

Classified Information.  Official information or material that requires protection in the interest of national security and is classified for such purpose by appropriate classification authority in accordance with the provisions of Executive Orders 12958 “Classified National Security Information”, 12968 “Access to Classified Information”, and 12829 “National Industrial Security Program”.

Personnel Security.  The standards and procedures utilized to determine and document that the employment or retention in employment of an individual will promote the efficiency of the service and is clearly consistent with the interests of the national security.

Resources.  As it applies to contractor personnel security refers to FAA resources including a physical plant, information databases including hardware and software, as well as manual records pertaining to agency mission or personnel.

