CHANGE REQUEST COVER SHEET


Change Request Number: 03-08
Date Received:  10/31/02

Title:  Facility Security Program

Name: Jacqueline F. Baker

Routing Symbol: ASI

Phone: 202-366-1007

Policy OR Guidance:  Policy
Summary of Change:  Adds text to section 3.14.2.1, modifies section 3.14.2.1.1 by replacing “may” with “shall”, moves “classified information” from the third level to the second level, and adds a new section 3.14.4.1.

Reason for Change:  To provide facility security policy direction under the overall FAA National Security Program as listed within the AMS. 
Development, Review, and/or Concurrence:  A partnership with Airway Facilities and the Office of Security resulted in factors being identified from a survey conducted by AOP-500, reviewed by components of ASI and applied by ASI-100.  Recently, with ASU-140 and ASU-110. 

Target Audience: The acquisition community within the FAA to provide direction in the facility/physical security arenas.

Potential Links within FAST for the change: FAA Order 1600.6D for Policy and FAA Order 1600.69 for standards and procedures.

Attachments:  Language of change

Points of Contact:  Jacqueline F. Baker - 202-366-1007, Victor Kemens – 202-366-6310
Briefing Planned: No

ASAG Responsibilities:  None

Modification to Section 3.14.1 and to the table of contents for same section
Current Section 3.14.1:

3.14.1 APPLICABILITY (Added 10/2002)
This section is applicable to all screening information requests and contracts. 

3.14.2 POLICY (Added 10/2002)

3.14.2.1 CONTRACTOR PERSONNEL SECURITY PROGRAM (Revised 10/2002)

3.14.2.1.1 EMPLOYMENT SUITABILITY (Revised 10/2002) 

Contractor employees (including contractors, subcontractors, or consultants) may be subject to the same investigative requirements as Federal employees if in similar positions requiring access to FAA facilities, sensitive information, and/or resources. 

3.14.2.1.2 CLASSIFIED INFORMATION (Revised 10/2002)
The CO will ensure that all proposed and awarded procurement actions contain appropriate provisions and clauses if access to classified information is required, in accordance with Executive Order 12958, "Classified National Security Information", Executive Order 12968, "Access to Classified Information" and Executive Order 12829, "National Industrial Security Program."

Red-Line Section 3.14.1:

3.14.1 APPLICABILITY (Added 10/2002)
This section is applicable to all screening information requests and contracts. 

3.14.2 POLICY (Added 10/2002)

3.14.2.1 CONTRACTOR PERSONNEL SECURITY PROGRAM (Revised 10/2002)

The acquisition community shall ensure an adequate level of security for contractor employees as stated in FAA Order 1600.72 and 1600.73, allowing for compliance with OMB Circular A-130, “Management of Federal Information Resources”, Executive Order 12829 “National Industrial Security Program”, and DOD Directives 5200.2 and 5220.22M.

3.14.2.1.1 EMPLOYMENT SUITABILITY (Revised 10/2002) 

Contractor employees (including contractors, subcontractors, or consultants) shall be subject to the same investigative requirements as Federal employees if in similar positions requiring access to FAA facilities, sensitive information, and/or resources. 

3.14.3.1 CLASSIFIED INFORMATION (Revised 10/2002)
The CO will ensure that all proposed and awarded procurement actions contain appropriate provisions and clauses if access to classified information is required, in accordance with Executive Order 12958, "Classified National Security Information", Executive Order 12968, "Access to Classified Information" and Executive Order 12829, "National Industrial Security Program."

3.14.4.1 FACILITY SECURITY PROGRAM
The Facility Security Risk Management process, as developed through the FAA’s Facility Security Management Program, shall be an integral part of program concept, planning, engineering design, and the implementation of required protective measures maintained throughout the lifecycle for physical security enhancements.

Revised Section 3.14.1:

3.14.1 APPLICABILITY (Added 10/2002)
This section is applicable to all screening information requests and contracts. 

3.14.2 POLICY (Added 10/2002)

3.14.2.1 CONTRACTOR PERSONNEL SECURITY PROGRAM (Revised 10/2002)

The acquisition community shall ensure an adequate level of security for contractor employees as stated in FAA Order 1600.72 and 1600.73, allowing for compliance with OMB Circular A-130, “Management of Federal Information Resources”, Executive Order 12829 “National Industrial Security Program”, and DOD Directives 5200.2 and 5220.22M.

3.14.2.1.1 EMPLOYMENT SUITABILITY (Revised 10/2002) 

Contractor employees (including contractors, subcontractors, or consultants) shall be subject to the same investigative requirements as Federal employees if in similar positions requiring access to FAA facilities, sensitive information, and/or resources. 

3.14.3.1 CLASSIFIED INFORMATION (Revised 10/2002)
The CO will ensure that all proposed and awarded procurement actions contain appropriate provisions and clauses if access to classified information is required, in accordance with Executive Order 12958, "Classified National Security Information", Executive Order 12968, "Access to Classified Information" and Executive Order 12829, "National Industrial Security Program."

3.14.4.1 FACILITY SECURITY PROGRAM
The Facility Security Risk Management process, as developed through the FAA’s Facility Security Management Program, shall be an integral part of program concept, planning, engineering design, and the implementation of required protective measures maintained throughout the lifecycle for physical security enhancements.

Table of Contents for Section 3.14.1:
Current:

· 3.14 Security (Added 10/2002) 

· 3.14.1 Applicability (Added 10/2002) 

· 3.14.2 Policy (Added 10/2002) 
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· 3.14.2.1.2 Classified Information (Revised 10/2002
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