AMS CHANGE REQUEST (CR) COVERSHEET

Change Request Number: 15-20A
Date Received: 9/9/15
Title: Information Security Guidance for System Acquisitions (ISGSA)

Initiator Name: James Daum

Initiator Organization Name / Routing Code: NextGen Safety & Information Security
Division / ANG-B3

Initiator Phone: 202-507-2259

ASAG Member Name: Hugene Fields
ASAG Member Phone: 202-267-1550

Guidance and Policy must be submitted with separate CR coversheets.
“ Policy
Or
© Procurement Guidance
" Real Estate Guidance
* Other Guidance

Summary of Change: The ISGSA provides guidance for investment initiatives at each AMS
planning phase to ensure the identification of information security requirements are an integral
part of the acquisition process of new systems/services, the technology refresh of existing
ones, and the partial or full replacement of existing ones. The guidance identifies tasks,
stakeholders, and the process for conducting the security risk assessments on which the
security requirements are based, and it includes four templates to document the assessment
results. In addition the security assessments facilitate: (1) the identification of information
security risk for use in the cloud suitability assessment and as an input factor to determine the
acquisition category category (ACAT), (2) the preparation of security cost and benefit factors
for the investment analysis phase which in turn will help budgeting the implementation of the
ISS requirements on the chosen alternative system solution, and (3) the prioritization of
common controls over system specific controls whenever appropriate which will foster
economies of scale and standardized security. Changes to the ISS Flowchart in FAST are also
proposed to reflect introduction of the ISGSA.

Reason for Change: The ISGSA will fill an AMS gap: The lack of information security specific
guidance in the AMS planning phases for the acquisition of new information systems/services
and any new AMS investment on existing systems or services often times lead to the
acquisition of systems with security that is not commensurate to their information security risk
or a costly retrofitting of security safeguards during or after implementation. The changes
proposed for the ISS Flowchart in FAST are necessary to reflect the ISGSA.
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Development, Review, and Concurrence: The ISGSA has been developed by ANG-B3 in
close consultation with an FAA cross-organizational group, the Acquisition Executive Board
(AEB) Security Risk Work Group. The AEB Security Risk Work Group has: (1) provided input
in the progressive development of the ISGSA and assessment templates, (2) provided review
and comment of the product drafts, and (3) participated in the adjudication of concerns
originated within and outside the group. Progress and concurrence of the AEB Security Risk
WG has been reported to the ASAG and the AEB as part of the AEB and ASAG Security Risk
WG status reports. The proposed changes to the ISS Flowchart have also been developed in
consultation and with feedback from the AEB Security Risk Work Group.

Target Audience: Service organizations seeking to acquire new information systems or
seeking to make AMS investment on existing information systems or services.

Briefing Planned: Yes.
ASAG Responsibilities: Review and comment.

Section / Text Location: Under the FAST section http://fast.faa.gov/Security.cfm, add a link
for the ISGSA and an indented link for each of the ISGSA appendices as follows:

Information Security Guidance for System Acquisitions (ISGSA)
Appendix 1 Risk Factors Assessment Template
Appendix 2 Preliminary ISS Assessment Template
Appendix 3 Initial ISS Assessment Template
Appendix 4 Final ISS Assessment Template

Under the same FAST section, update the contents referenced by the link:
Information Systems Security Process Flowchart

(http://fast.faa.gov/flowcharts/grid_platform.cfm)

with the attachment: ISS_Process_Flowchart_CleanCopy.

The redline version must be a comparison with the current published FAST version.

© I confirm | used the latest published version to create this change / redline
or

* This is new content
Links: None.

Attachments: nformation Security Guidance for System Acquisitions (ISGSA)
Appendix 1 Risk Factors Assessment Template

Appendix 2 Preliminary ISS Assessment Template

Appendix 3 Initial ISS Assessment Template

Appendix 4 Final ISS Assessment Template

ISS Process_Flowchart_redlines
ISS_Process_Flowchart_Picture_redline
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ISS_Process_Flowchart_final
Other Files: None.
Redline(s):

Section Revised: Flowchart ISS Platform
FAA Lifecycle Management Process Flowchart
Information Systems Security (ISS) Overview

Security/Privacy Poliey=The FAA is required by law-to-provide security-for-its facilities -equipmentpersonnel federal
laws and infermation—The-regulations, e.g., the Office of Management and Budget Circular A-130 and the
Federal Information Security Management Act of 2002 and-amendments(FISMA)-(FISMA), to provide security
protections to information systems used or operated by the FAA, its contractors, or other organizations
on behalf of the FAA. The protections need to be commensurate with the information security risk as
determined by security assessments and they must be provided throughout the service lifecycle:
FISMA Clause 3544a
(a) IN GENERAL.—The head of each agency shall— “‘(1) be responsible for— ‘‘(4) providing
information security protections commensurate with the risk and magnitude of the harm resulting
from unauthorized access, use, disclosure, disruption, modification, or destruction of— ‘‘(i)
information collected or maintained by or on behalf of the agency; and ‘‘(ii) information systems
used or operated by an agency or by a contractor of an agency or other organization on behalf of
an agency;
FISMA Clause 3544b
“(b) AGENCY PROGRAM.—Each agency shall develop, document, and implement an agency wide
information security program, approved by the (OMB-Cireular-A-130,-and-federal- government standards
establish-the-extent-of ) Director under section 3543(a)(5), to provide information security for al-ageneythe
information and information systems that support the operations and assets of the agency, including
those provided or managed by another agency, contractor, or other source, that includes— “‘(1)
periodic assessments of the risk and magnitude of the harm that could result from the unauthorized
access, use, disclosure, disruption, modification, or destruction of information and information
systems that support the operations and assets of the agency; ‘‘(2) policies and procedures that—
“‘(4) are based on the risk assessments required by paragraph (1); ‘‘(B) cost-effectively reduce
information security risks to an acceptable level; ‘‘(C) ensure that information security is collected;

stored-processed -disseminated-or transmitted-addressed throughout the lifecycle of each agency
information system;

Accordingly the FAA —using ageney-ornon-agency-owned-information ms-or-technology h gn
Fespensbthty—tem&Natlonal Inst|tute of Standards and Technology QNJS:Q—IO—pFOGIHee—StaHdaFdS—aﬂd—ngelmes—feF

gu|dance mandateey—fer—and Department of Transportatlon DO|ICV has establlshed the FAA Informatlon

Security Program (FAA Order 1370.82) and supporting procedures to comply with these federal
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Prre

agencies-laws and regulations in all information systems other than national security information systems.
The procedures have been formulated in terms of security assessment templates and guidance which can
be found in the Information Security Guidance for System Acquisitions (ISGSA) and the Security
Authorization Handbook . The Security Authorization Handbook details the process for compliance with
ISS requirements during the solution implementation and in-service management. Investment programs
must consult the Information Security Guidance for System Acquisitions (ISGSA) at each planning
phase of the AMS lifecycle to ensure information security requirements and related information are
included in acquisition artifacts, and to ensure the investment program is on track for a successful
security authorization. The ISS assessments and other activities to carry out these procedures at each of
the lifecycle management phases are summarized in the remainder of this document. FAA systems that
qualify as national security systems are managed by the Security and Hazardous Materials Safety (ASH)
organization according to FAA Order 1600.2 “Safeguarding Classified National Security Information”
and their procurement are subject to FAA Order 1600.73 “Contractor and Industrial Security Program
Operating Procedures”.
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ISS activities during Service Analysis (SA)

During service analysis, the service organization identifies a service or capability shortfall and prepares a

preliminary shortfall analysis report as a first step toward validating an investment initiative as an agency priority.

Additionally, the service organization must assess the information security risk factors for those service or

capability shortfalls with an information service component. A service or capability shortfall is said to have

an information service component if the service need is concerned with sending, receiving, processing,

or storing operational information. If the information service component is uncertain during service

analysis, the information risk assessment may be postponed to concept and requirements definition once

the nature of the shortfall becomes clear.

Perform the ISS Risk Factors Assessment**

Responsible Agent Products Approval Authority | Tools and Aids

e Service e Provisional Security | © The originating e The Information
organization Category organization Security Guidance
investment e Provisional Security Authorizing Official for System
initiative lead Threat Profile Designated Acquisitions

e Service e Preliminary Representative (ISGSA)
organization Capability e The ISS Risk Factors
security lead* Description Assessment

Template

Description:

The ISS risk factors assessment is the basis for determining the provisional security category

and threat profile. It is a precursor to the CRD readiness decision, and must be prepared using

the ISGSA, the ISS risk factors assessment template, and information prepared separately by

the service organization for the preliminary shortfall analysis report. The products of this

assessment are provisional because of the limited and preliminary nature of the information

available, but they are necessary inputs to the cloud suitability assessment performed by the

Enterprise Infrastructure Services (EIS).

*Each organization will follow FAA policy and internal procedures to select an

information security lead.

** Not all investment initiatives require this assessment; the requirement criteria are found

in section 3.5 of the ISGSA.

ISS activities during Concept & Requirements Definition (CRD)¢ncluding-aspects-of RSA)
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During CRD, the service organization determines what functional and performance requirements must
be satisfied in order to resolve the service shortfall or opportunity and identifies which alternative
solutions will be evaluated during initial investment analysis.

A definitive shortfall is established as the service organization puts forward a final shortfall analysis
report, a solution concept of operations, and other supporting documents such as a functional analysis
and the Enterprise Architecture connectivity (OV-2) and information exchange (OV-3) views. As these
documents are prepared and completed, the service organization should be able to determine whether the
shortfall has an information service component, if it was not able to do so during the service analysis. If
the service shortfall has no service information component, the investment initiative will not require an
ISS assessment; otherwise the service organization will perform the preliminary ISS assessment during
CRD.

Perform the Preliminary ISS Assessment

Responsible Agent Products Approval Authority | Tools and Aids
e Service e  Final Security e The originating e The Information
organization Category organization Security Guidance
investment e Final Security Authorizing Official for System
initiative lead Threat Profile Designated Acquisitions
e Service e Partially tailored Representative (ISGSA)
organization ISS requirements e The ISS Risk Factors
security lead* e The ISS cost and Assessment Report
benefit factors e The Preliminary ISS
Assessment
Template
Description:
The preliminary ISS assessment is one precursor to the investment analysis readiness decision.
It is prepared using the ISGSA, the preliminary ISS assessment template, the ISS risk factors
assessment report, and other information prepared separately by the service organization. The
products of this assessment include: (1) a set of ISS requirements for inclusion in the
preliminary program requirements document (pPRD); (2) final security category and the
security threat profile; and (3) the factors for estimation of ISS cost and benefit.
e The ISS requirements in the pPRD will be used: (i) to document which requirements are met
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and which are not met by each alternative solution, and (ii) by the Enterprise Infrastructure
Services organization to assess the telecommunications/network, SWIM, and cloud services
for each alternative.
e The security category and the security threat profile are inputs to the acquisition category
determination request. In addition the security category is used to select (or confirm) the
NIST SP 800-53 requirements baseline.
e The ISS cost and benefit factors are input to the range of alternatives report and are used
during investment analysis to evaluate the costs and benefits of each alternative solution.
For some investments, this assessment may be omitted or postponed and performed in
conjunction with the ISS assessment for the next AMS decision gate as prescribed in Section
3.5 of the ISGSA.
*Each organization will follow FAA policy and internal procedures to select an
information security lead.

ISS activities during Initial Investment Analysis (11A)-ard-Finak-investment- Analysis(FIA) (including
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During initial investment analysis, the various alternatives are evaluated comparatively for cost,

benefits, risk, schedule, and other relevant factors to identify the best overall solution given funding
constraints and operational need. During I1A, the service organization will complete the tailoring of the
security controls baseline and define the ISS cost and benefit factors as part of the initial ISS assessment.

Perform the Initial ISS Assessment

Responsible Agent Products Approval Authority | Tools and Aids
e Service e  Fully tailored ISS e The originating e The Information
organization requirements organization Security Guidance
investment e Cost and benefit Authorizing Official for System
initiative lead factors applicable Designated Acquisitions
e Service to each alternative Representative (ISGSA)
organization e The Preliminary ISS
security lead* Assessment Report
e The Initial ISS
Assessment
Template
Description:
The initial ISS assessment is a precursor to the initial investment decision. It is prepared using
the ISGSA, the initial ISS assessment template, the preliminary ISS assessment report, and
other information prepared by the service organization. The products of this assessment
include: (1) a set of fully tailored ISS requirements for inclusion in the initial program
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requirements document, and (2) updated factors for the estimation of 1SS costs and benefits
the basis for preparing the business case of each solution alternative.

e ISS requirements in the iPRD will be used: (i) during the evaluation of each alternative
solution to document which ISS requirements are met and which are not, (ii) as an input to
the initial screening information request for a market capability survey, and (iii) by Enterprise
Infrastructure Services to assess the telecommunications/network, SWIM, and cloud services
for each solution.

o The updated ISS cost and benefit factors are input to the business case analysis which will
determine the ISS costs and benefits of each alternative solution.

For some investments, this assessment may be omitted or postponed and performed in conjunction
with the ISS assessment for the next AMS decision gate as prescribed in Section 3.5 of the ISGSA.

*Each organization will follow FAA policy and internal procedures to select an

information security lead.

ISS activities during Final Investment Analysis (FIA)

The objective of final investment analysis is to mature the proposed investment into a low-risk, well-
planned investment program ready for solution implementation. During FIA, the service organization
finalizes security requirements in the fPRD based on vendor responses to the screening information
request and any changes in funding. Finalized ISS requirements and updated ISS cost and benefit factors
are also inputs to the solution implementation planning process.

Perform the Final ISS Assessment

Responsible Agent Product Approval Authority Tools and Aids
———Physieal-security | ——Physieal-Seeurity | ——Assistant ————AMS-Service
———Personnel ———Personnel and-Hazardous-Materials |——AMS-Enterprse

securty-staff Securty-shoertfallanalysis | (ASH-L) Arehitecture-section
- Cybersecurity ——Information ———— Chief-nafermation | ———AnrpualEA-and
—— LS Prvacy-shertifallanalysis FAA-CIO-CIO-Council . RASTerecnocier

. . Analysis-description
security-architecture selving-programs-&-inter- |—————Chief-Privaey and-templatesfor
delegates' dependene&es—#s{ed—en—a e outputsThe

° SerVIc_e _ Feaelmapﬂnd—m 4I=QB—€+Q—ISSM Information

organlzatlon SHQPGFHﬂg—lgg GFSWEGB"SSG#'G’H Security Guidance
planning Architecture o SeniceThe for System
Staﬁw [J Weﬂ@plans—felt mgmg Acguisitions
initiative lead concepts-to-enter organization and ISGSA
GRDFinal ISS LoB '(—)'
4‘=95/§9W requirements executivesAuthoriz | The Initial ISS

A e Revised ISS cost ing Official ﬁ}se-";.melni SR§"°”

programs-orstaff-that and benefit Designated ° erinal oo
identify-a-hew factors Representative Assessment
security requirement Template
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orcapabilityService

organization
security lead*

Description:

final investment decision. The assessment must be prepared using the ISGSA, the final ISS

assessment template, the initial 1SS assessment report, and other information prepared by the
service organization. The products of this assessment include: (1) final ISS requirements for
inclusion in the final program requirements document, and (2) any updated factors for the
estimation of ISS costs and benefits.

The products of this assessment are also used to support: (i) the solicitation and evaluation of
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offers from industry for the solution selected by the JRC for implementation, and (ii)
preparation of the acquisition program baseline, in-service review checklist, implementation
strategy and planning document, and system security plan.

*Each organization will follow FAA policy and internal procedures to select an

information security lead.
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—leoenlebpelenland — lnldel Soenn — AP ACh e ARD. Ao loz Cronsing
personnel-security-staff-or Characterization-Document 300-Systems-Engineering Authorization-Handbook-and
AIN-100-and-AIN-400 (SCD){Security (security-reguirements) Templates
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Provide Risk Feedback on Design

Security systems
engineer

ISO/ISSO of the
intended operating office or
service unit

LoB Privacy Officer

AIN-100 (facility)
and/or AIN-400 (personnel)
security staff

Feedback as to
compliance with security
requirements and consequences
of any non-compliance of the
design of the program IT or
facility solution

Updated SSP and ISCP

Program Change
Control Board with input from
SMEs

LoB ISSM or senior
ISS official

FAA Order 1600.72,
Contractor and Industrial
Security Program

FAST Validation &
Verification process and
templates

FAA Order 1600.69,
Facility Security Management
Program

FAA or LoB Security
Authorization Handbook and
Templates

Description:

If any contract involves provision of IT services and products to FAA or requires contractors to use FAA IT resources, the SSE and
ISSO evaluate each contractor's security authorization documentation to provide risk input to the selection process. The winning proposal
may not be capable of satisfying all physical, personnel, privacy and ISS requirements in the SOW. In that case, the program office in
consultation with the LoB ISSM and SSE negotiates and determines the changes in the SSP and program plan to build in alternative
safeguards or countermeasures.

If the contract requires the vendor to develop or acquire software for the FAA, then the contract must contain government acceptance
criteria ensuring compliance with all applicable FAA security and privacy policy, standards, and requirements including cooperation with
the receiving LoB security program for software security assurance (application vulnerability scanning and remediation). These criteria
include independent verification and validation of the vendor's development, test, and product operational environments throughout system
life cycle to include initial authorization, associated documentation, continuous monitoring, and related activities to support FISMA
reporting. The contract must also specify that vendor must cooperate with the LoB program during ISS compliance review, including
software assurance activities.

External IT service providers must demonstrate that their operations will not degrade the security posture of the FAA before they initiate
operations for FAA. That is, they must consent to compliance reviews as specified in the contract, MOA/SLA or other security
interconnection agreement. The requirement for independent assessment in the V&YV of the contractor's development, test, and production
environments must be part of the contract and agreed to in bidder proposals.

If the FAA security program (cyber, physical or personnel) has developed environmental protection, technology, or methods in the RSA
phase for the security service area that positively affects the authorization of the facility, system or application resulting from an investment
program, then the program office and contractor must either include the improvement in its design and construction of the investment
output or show in a cost-benefit analysis that it is not cost-effective to do so.
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Provide Risk Feedback on As-Built

Independent
assessment team

Security systems
engineer/test staff

AIN-100 (facility)
and/or AIN-400 (personnel)
security staff

LoB/SO ISS security
staff (ISO/ISSO)

Updated SSP,
including POA&M, ISCP,
PTA/PIA

Facility/Personnel
Security Assessment

Risk Assessment
Report

ISCP Test Plan and
Recovery Report (TPR)

FAA Order 1600.72,
Contractor and Industrial
Security Program

FAST Validation &
Verification process and
templates

FAA Order 1600.69,
Facility Security Management
Program

FAA or LoB Security
Authorization Handbook and
Templates

Description:

and the cognizant AO(s).

Any changes to an information technology configuration item description during solution implementation will be documented in the
SSP, SCD, and in any other appropriate security documentation.

The program will obtain qualified independent assessors to act as V&V agents (testers) for program solution in-process construction /
development tests. Coordinated with the program schedule, they will in part assess compliance of evolving components and the delivered
solution with security requirements. The review process is described in the V&V process in FAST. When a system or application being
acquired is to be owned and operated by a contractor or other government agency at a contractor or other government agency's I T site, e.g.,
in cloud computing, the contractor or other government agency must provide the security documentation for the development, test and
production environments to the FAA COTR to provide to LoB security personnel for review and approval as specified in the contract,
service-level, memorandum of, or other agreement (SLA / MOA / MOU). The security documentation includes SSP, ISCP, privacy
threshold and if applicable impact assessment (PTA / P1A), and complete authorization to operate package including vulnerability and risk
analyses and controls for the IT installations providing the operations. The reviewers include the LoB ISSM or senior ISS official of the
LoB receiving the solution or application services; the ISSM of the LoB providing network connectivity to the externally operated system;

External IT service providers must demonstrate that their operations will not degrade the security posture of the FAA before they initiate
operations for FAA. That is, they must consent to compliance reviews as specified in the contract, MOA/SLA or other security
interconnection agreement. The requirement for independent assessment via V&V of contractor development, test, and production

environments must be part of the contract and agreed to in the bidder proposals.

Perform Security Assessments and Contingency Tests

Independent Security Assessment LoB ISSM or senior FAA Order 1600.1,
assessment team Report (SAR) ISS official Personnel Security Program
Security systems Facility Security AIN-1 or delegate FAA Order 1600.72,
engineer/test staff Assessment LoB Authorizing Contractor and Industrial
ISO/ISSO of the ISCP Test Plan and Official Security Program
intended operating office or Recovery Report (TPR) FAA Order 1600.69,
service unit Facility Security Management
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AIN-100 (facility)
and/or AIN-400 (personnel)
security staff

Program

FAA or LoB Security
Authorization Handbook and
Templates

Description:

activities.

decision for the site.

The solution provided by the program undergoes testing to ensure it complies with security and privacy requirements in the system
specification, facility blueprints, personnel security checks, the SSP and ISCP. The security assessment (i.e., testing) assesses compliance
with security requirements to determine the risk associated with the vulnerabilities of the solution to threats. COTS, GOTS, and outsourced
compiled source code must undergo independent assessment by V&V to identify vulnerabilities using FAA-approved tools or scanning
service. Program management ensures that security staff as V&V agents conduct planned test, demonstration, inspection and analysis

The Facility Security Assessment (FSA) provides the results of physical security analysis on any facility where changes are substantial
enough to warrant. The program and facility manager must jointly develop and show progress remediating any unsatisfied physical security
requirements via an action plan. In addition a suitability check for federal employees and contractors at any deployment facility is
conducted by AIN-400 to ensure that appropriate clearances and physical access constraints have been realized before the in-service

The Security Assessment Report (SAR) contains the results of the ISS testing. The SAR also provides recommendations for failed test
results that may include risk acceptance, remediation, corrective actions, or improvements. The System Characterization Document, SSP,
PTA/PIAs, Risk Assessment Report, ISCP, ISCP Test Report, SAR, and any resultant program of action and milestones (POA&Ms) are
attached to the evolved system authorization package. All other activities necessary to provide the security authorization package for AO
approval decision are also produced during this task that is done in collaboration with the LoB/SO ISS program office.

Authorize Operation

Program or LoB
Systems Security Engineer
(SSE)

ISO/ISSO of intended
operating LoB or staff office

Local Security Office
(both facility and
federal/contractor personnel
security activities)

Security Authorization
Package, including AO signed
Authorization to Operate

Approval to operate
facility

Appropriate clearances
for personnel, federal and
contractor

Authorizing Official
(AO) of the receiving
organization

ISSCA (AIS-1)

Facility manager and
AIN-1 or delegate

FAA Order 1600.1,
Personnel Security Program

FAA Order 1600.72,
Contractor and Industrial
Security Program

FAA Order 1600.69,
Facility Security Management
Program

FAA or LoB Security
Authorization Handbook and
Templates

Description:

As part of the authorization package the Security and Contingency Plans (SSP / ISCP) are updated. The final security action of solution
implementation is approval to operate (facility decision) and / or authority to operate (ISS decision by the LoB authorizing official).

The authorizing official (AO) for the operating LoB/SO accepts the risk for the new solution to operate by signing the Authority to
Operate (ATO) with the ISSM, ISSCA (AIS-1), project manager, and information system owner / information steward. The system
authorization package contains the following: SSP, System Characterization Document, PTA/PIA (the latter if applicable), ISCP,ISCP
TPR, Risk Assessment Report,, Security Assessment Report, POA&Ms, and an Executive Summary providing the AO signature approving
system operator or denial of authority to operate, including:

Summary description of the solution, including its security categorizations and whether it contains PII
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Summary of assessment results
Table identifying POA&Ms, including those recommended for risk acceptance
A statement of the risk being accepted

Justification for the risk acceptance

Statement of completion for the ISCP test

AO's signature with the expiration date of the authorization
Continuous monitoring approach and schedule

Security Upgrade Insertion

Security systems
engineer

ISO/ISSO and ISSM
of operating LoB/SO

(Option) NAS Change
Proposal (NCP)

Updated Authorization
Package (as required)

Facility Security
Assessment (as required)

Security training

LoB/SO ISSM. Senior
ISS official

ASH-1 or delegate
Project CM

FAA Order 1600.1,
Personnel Security Program

FAA Order 1600.72,
Contractor and Industrial
Security Program

FAA Order 1600.69,
Facility Security Management

Program

FAA or LoB Security
Authorization Handbook and
Templates

NAS CM Best
Practices (fast.faa.gov)

Description:

The solution implementation program office, security service area, or LoB operations and maintenance management may develop
preplanned product improvements or require other upgrades or flaw remediation, some of which may reduce vulnerabilities or satisfy
residual security or privacy requirements. When sufficiently significant, usually when additional funding is required, the program or facility
manager prepares for a re-baselining investment decision to obtain approval and funding, including security requirements. The improved
solution may not need to be re-authorized based on the results of the SIA or FSA that was conducted to address the upgrade. For facilities,
the facility manager and AIN-1 or delegate determines whether an immediate FSA will be needed. For IT the AO reviews the SIA and
associated documentation and determine whether a security re-authorization package will be required before implementing the
product/upgrade on the production system. The output of the SIA will determine the focus of the assessment to ensure there is no impact on
the security controls as a result of the change.

NAS Change Proposal only: All modifications to in-service hardware and software require approval of a NAS Change Proposal
according to procedures found on the NAS Configuration Management website. This website can be accessed from FAST at
http://fast.faa.gov.

Continuous Monitoring and Patching

ISO/ISSO of operating Continuous monitoring LoB ISSM FAA Order 1600.1,
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LoB/SO
System administrator
AIN-100 (facility)
and/or AIN-400 (personnel)
security staff

records (e.g. annual security
status reports including
vulnerability scanning results)

Flaw remediation
records (e.g., security patches
applied)

Configuration
Management records

Security Impact
Assessment (SIA)

Updated SSP, ISCP,
and POA&Ms if needed

AO letter for continued
Authorization to Operate

Facility Authority to
Operate

Personnel clearances

Official

AIN-1 or delegate
LoB Authorizing

Personnel Security Program

FAA Order 1600.72,
Contractor and Industrial
Security Program

FAA Order 1600.69,
Facility Security Management
Program

FAA or LoB Security
Authorization Handbook and
Templates

Description:

During in-service management, continuous monitoring activities may detect system, facility, personnel or environmental vulnerabilities.
Continuous monitoring includes periodic scans of operational systems to discover information system vulnerabilities or unauthorized
privacy data. The ISSO uses the solution CM plan to maintain the configuration baseline, ensure that patches are current and applied; and
to ensure that the solution is securely configured to its applicable secure baseline configuration and consistent with system change
documentation. A security impact analysis (SIA) is conducted on any proposed changes to determine the impact of the change on the
security status of the solution. The SIA focuses on the impact of changes on the security controls. The SIA also serves to direct the focus of
the subsequent assessment. Security control assessments are conducted on a subset of the security controls such that each applicable control
is assessed at least once over the 3-year authorization period.

Facility security staff members walk the fences and buildings and continually review facility security readiness. Events such as
hurricanes, earthquakes or vandalism may cause damage to a facility resulting in incident reports that require an update to the Facility
Security Assessment or action plan. Likewise personnel security staff members review changing federal and contractor personnel and their
position descriptions for appropriate clearance and badging to discharge their responsibilities.

Periodic Assessment and Re-Authorization

LoB/SO ISS security
staff (1ISO/ISSO)

Independent
assessment team

AIN-100 (facility)
and/or AIN-400 (personnel)
security staff

Security Authorization
Package (triennial)

SAR and Risk
Assessment Report and
POA&MSs

Facility Security
Assessment (annually or
biannually)

Clearances (at five
years)

Official

ASH-1 or delegate
LoB ISO
LoB Authorizing

ISSCA (AIS-1)

FAA Order 1600.1,
Personnel Security Program

FAA Order 1600.72,
Contractor and Industrial
Security Program

FAA Order 1600.69,
Facility Security Management
Program

FAA or LoB Security
Authorization Handbook and
Templates

Description:
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activities.

ISS: Every operational system must undergo an annual security assessment (formerly known as annual self-assessment) that supports
annual security status reporting and continuous monitoring. The system's SCD, SSP, and other supporting documents are updated in
accordance with findings in compliance with the FAA 1SS Authorization Handbook and Templates.

Even if no changes have taken place, every fielded solution must be reauthorized as part of continuous authorization process of
continuous monitoring. Reauthorization must occur within a three year period.

Physical security: Annually for most, and biannually for minor sites, facilities undergo physical safety and security re-certification.
Findings and the actions to close them are tracked in the EOSH and facilities security databases operated by ASH. The actions needed to
satisfy physical security requirements become part of the action plan for the facility and are input to the facility budget proposal or
Corporate Work Plan (CWP) as appropriate.

Personnel security: Upon initiation of employment and at five-year intervals, AIN-400 conducts a background investigation on every
employee and contractor staff authorized to be on-site at FAA sites. The investigation may be as simple as credit and FBI criminal database
checks, or as extensive as 15-year or longer, formal background investigations for secret or top-secret clearances as required for the job that
the person performs. FAA and other federal personnel, as described in FAA Order 1600.1, and contractors, as described by FAA Order
1600.72, transferring to work at FAA from other agencies may have a current investigation that may be accepted in lieu of FAA
investigation. The cost of security background checks is significant and often time-consuming (up to four months routinely). Therefore the
program and the facility or equipment operations management office should be concerned for FAA and contractor personnel turnover.
Excessive turnover of contractor staff may result in the program being charged for contractor background checks and other clearance

Termination and Disposal of Investment and Data

AIN-100 (facility)
and/or AIN-400 (personnel)
security staff

LoB/SO ISS security
staff (1SO/ISSO)

LoB/SO Enterprise
Architect

Facility manager

CM records of system
peripheral termination

Data media erasure or
destruction records

Real property disposal
records

Personal property
disposal records

Personnel clearance
records

LoB/SO ISSM

LoB/SO Authorizing
Official (AO)

EAB (NAS) or ARB
(non-NAS)

Operating LoB
executive (facilities and
personnel)

AIN-1 or delegate

FAA Order 1600.1,
Personnel Security Program

FAA Order 1600.72,
Contractor and Industrial
Security Program

FAA Order 1600.69,
Facility Security Management
Program

FAA or LoB Security
Authorization Handbook and
Templates

FAA Order 1370.100,
Media Sanitization and
Destruction

Description:

At intervals established for different acquisition categories (ACATS) the operating LoB / SO or service units review their applications
and systems to determine if they are still needed and/or operating according to specifications. If an application is terminated, the
information system owner initiates the appropriate notification and addresses any user counterproposals prior to termination of operations.
When the application is deactivated, all code, documentation and copies of databases are archived to media for storage. The platform on
which the application resided including production, test and development servers and workstation clients will have their media erased or
removed and disposed of in accordance with FAA media and disposal policies and guidelines. The FAA EA is updated as of the action
date, and the National Service Center (NSC) or equivalent helpdesk uses scripts prepared under CM to notify all affected stakeholders that
the termination, archive and disposal have been completed.
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Requirements for facility termination and real and personal property disposal, including equipment, furniture, books / manuals and hard
copy or non-electronic media data, is described in FAA Order 1600.69. Hazardous materials and sensitive privacy impact information
(S/PI) require exceptional and often expensive disposal mechanisms. The costs for these are input to the alternatives analysis and program
planning for a solution early in the investment lifecycle but must be considered in the annual budget for the planned termination event.

Personnel terminating the FAA and other federal employees with access to FAA sites and systems are reported to AIN-400 for
termination of badge access rights. AIN-400 also contacts the ISSM of the organizational element for the program or system operations so
terminating personnel systems access can also be removed. When contractors or their subcontractors terminate service on FAA programs or
in operations, the COTR is responsible to inform AIN-400 so that their badges and access are terminated and their access removed. This is
difficult when access to KSN and other tools may be requested and provided independently of core IT services such as email. Nonetheless
it is required and audited by the Department of Transportation Inspector General, so care must be taken to limit access to systems and sites
where the contractor / other government employee has a solid, recurring need to know or have access.

Perform ISS Perform Perform Perform
Risk Factors Preliminary ISS Initial 1SS Final ISS
Assessment Assessment Assessment Assessment
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