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Limitation: N/A 

DTIC Applicable: No 


GIDEP Applicable: No 

Office of Primary Responsibility: Air Traffic Organization Safety and Technical Training, Integrated Safety Policy Team



Applicable Forms: N/A 

Use/relationship:

The Preliminary Hazard Analysis (PHA) is the initial hazard identification effort conducted during the programming and requirements development phase of an acquisition.  The PHA focuses on the details of the early system design (including their implications for human reliability) and is primarily used to perform an initial risk assessment to develop early safety-related requirements and specifications.  The PHA is used to both identify new requirements and to support the verification and validation of existing requirements.
The PHA, since it is performed early in the lifecycle of a system, provides important inputs to the development of system requirements.  In the case of an operational system, the PHA aids in the early determination of risk and the need for additional safety requirements to mitigate operational risks.  The output of the PHA will be used to develop systems safety requirements and to assist in preparing performance and design specifications.  In addition, the PHA establishes the framework for follow-on hazard analyses that may need to be performed.

This Data Item Description (DID) contains the format, content, and preparation instructions for the PHA.  

This DID supersedes FAA-DI-SAFT-101.

Requirements:

1. Reference Documents:
· The Air Traffic Organization (ATO) Safety Management System (SMS) Manual 

· The Safety Risk Management Guidance for System Acquisitions (SRMGSA)

2. Format: The report must be prepared as an SRMD using the guidelines contained in the ATO SMS Manual.
3. Content: The PHA must be written in accordance with the requirements of the ATO SMS Manual and the SRMGSA.  The description of each identified hazard must contain, at a minimum, the information prescribed in paragraphs 3.1 through 3.16.

3.1. Hazard Name: Alpha-numeric identifiers will be used to track hazards through the verification and validation process.  Unique identifiers must be created and marked for individual hazards, or sequences created for clustered hazards or subsets.

3.2. Hazard Description: A complete statement describing the hazard.  The ATO SMS Manual defines a hazard as, “Any real or potential condition that can cause injury, illness, or death to people; damage to or loss of a system, equipment, or property; or damage to the environment.”  A hazard is a condition that is a prerequisite to an accident or incident.  
3.3. Cause(s): Events that result in a hazard or failure.  Causes can occur by themselves or in combinations.  They may include, but are not limited to, human error, latent failure, active failure, design flaw, component failure, and software error.

3.4. System State: An expression of the various conditions, characterized by quantities or qualities, in which a system can exist.  System state is described for each individual hazard associated with the system (e.g., adverse weather and lighting conditions, such as day, dusk, and night).  The system state will also include the activity under which the harm may occur (e.g., storage; shipping; installation; testing; maintenance; replacement; decommissioning; or phase of flight, such as en route or taxiing).  Any given hazard may have a different risk level in each possible system state.  Hazard assessment must consider all possibilities while allowing for all system states.  It is important to capture different system states in a hazard analysis when the end results lead to the application of different mitigations.  System state must be defined in accordance with the ATO SMS Manual.

3.5. Existing Controls: The existing safeguards, safety features, protective devices, warnings, training, and procedures that control or eliminate risk.  An existing safety control is a requirement that exists currently in the Federal Aviation Administration (e.g., controls that were previously defined in prior analyses) that is validated or verified to mitigate or manage the risk of a hazard’s effect or occurrence.
3.6. Existing Control Justification / Supporting Data: The explanation of how existing controls were validated and verified.

3.7. Effects: The real or credible harmful outcome(s) that can be expected if the hazard occurs in the defined system state.
3.8. Severity: The measure of how bad the results of an event are predicted to be.  Severity is determined by the worst credible outcome.  Less severe effects may be considered analytically in addition to this, but at a minimum, the most severe effects are to be considered.  Do not consider likelihood when determining severity; determination of severity is independent of likelihood.  Determine the severity classifications from the ATO SMS Manual.

3.9. Severity Rationale: The explanation of how the severity was determined.
3.10. Likelihood: Likelihood is an expression of how often an event is expected to occur.  Severity must be considered in the determination of likelihood.  Likelihood is determined by how often the resulting harm can be expected to occur at the worst credible severity.  When determining likelihood, the worst credible system states will usually determine the worst credible severity.  Determine the likelihood classifications from the ATO SMS Manual.

3.11. Likelihood Rationale: The explanation of how likelihood was determined.

3.12. Initial Risk: The composite of the severity and likelihood of a hazard considering only verified controls and documented assumptions for a given system state.  It describes the risk at the preliminary or beginning stage of a proposed change, program, or assessment.  Initial risk is determined by factoring both verified controls and assumptions into the system state.  When assumptions are made, they must be documented as recommended controls.  Once the initial risk is established, it is not changed.

3.13. Recommended Safety Requirements: The suggested mitigations or controls that have the potential to mitigate a hazard or risk but have not yet been validated or verified as part of the system or its requirements.

3.14. Organization Responsible for Implementing Safety Requirements: The organization’s name and the point of contact’s name and number.

3.15. Predicted Residual Risk: The term used until the safety analysis is complete and all safety requirements have been verified.  Predicted residual risk is based on the assumption that all safety requirements will be validated and verified.

3.16. Safety Performance Targets: The measurable goals that will be used to verify the predicted residual risk of a hazard.
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