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General Template Guidance 

This template is Appendix 3 of the Information Security Guidance for System Acquisitions (ISGSA) and has been designed to be used in conjunction with the ISGSA for conducting the Initial Information System Security Assessment in support of the Acquisition Management System (AMS) initial investment analysis.
This template does not include Sensitive Unclassified Information (SUI), however, the assessment report based on this template will contain threat information of a prospective capability and may lead to threat information of a prospective system. Therefore, the preparers of the assessment report must determine if the report needs to be marked as SUI in accordance with the most up-to-date FAA Order 1600.75 “Protecting SUI” and in consultation with the sponsoring organization Security Servicing Element (SSE), if necessary. 
Instructions for filling the template
This template uses the following conventions:

1. Text in sharp brackets < > is to be replaced with investment initiative specific information.

2. Plain text is actual assessment text that should be used as is.

3. Technical terms within the assessment will be italicized and bold-faced to indicate the term is defined in the glossary (Appendix A).

4. Text enclosed in square brackets [ ] denotes editorial notes and must be deleted from the assessment report.

5. Text in italics that is preceded by the tag “Instruction:” is instructional information and will not be part of the assessment report.
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1.0 introduction 
Instruction:

Use the introductory paragraph provided below. If the prospective capability description (Section 2) or investment initiative categorization (Section 3) need to be modified, for instance due to splitting the acquisition into segments due to funding constraints or identification of new interfaces, state so in the introduction. Otherwise, keep the paragraph as is.
This assessment updates and extends <the investment initiative name> Preliminary ISS Assessment by completing the tailoring of the selected NIST SP 800-53 baseline of security controls. The main product of the assessment is a set of information security requirements for <the investment initiative name> sufficiently detailed to conduct a market capability survey (part of a screening information request) as stated in Section 4.1.4 of the AMS “Investment Analysis Process Guidance.” This set of security requirements constitutes the ISS component of the initial Program Requirements Document (iPRD).
Section 2, the prospective capability description, and Section 3, the investment initiative security categorization, are carried over without modifications from the Preliminary ISS Assessment.
Section 4 updates and completes the tailoring of the baseline security controls started in the Preliminary ISS Assessment.  
Section 5 updates the identification of the most relevant factors and associated quantitative data for estimating the ISS cost component for each solution alternative proposed by <the investment initiative name> sponsors.
Section 6 updates the most relevant factors and associated quantitative data for monetizing the incremental benefits from closing the capability shortfall with the iPRD security requirements in place rather than without them.
2.0 prospective capability description 
Instruction: 
Use the introductory paragraph provided below. If the capability description needs to be modified, for instance due to splitting the acquisition into segments due to funding constraints or identification of new interfaces, state so in the introductory paragraph below. Otherwise, keep the paragraph as is.
This section is identical to Section 2 of <the investment initiative name> Preliminary ISS Assessment and is reproduced below in the interest of having all of the information for this assessment in one place.
2.1 Prospective Capability Purpose
Instruction: 
For completeness of the document, include the “Prospective Capability Purpose” from the Preliminary ISS Assessment, modified if necessary as noted in the introductory paragraph to Section 2.
2.2 Service Environment
Instruction:

For completeness of the document, include the “Service Environment” section from the Preliminary ISS Assessment, modified if necessary as noted in the introductory paragraph to Section 2.
2.3 Capability Users, Operators, and Potential Threats
Instruction:

For completeness of the document, include the “Capability Users, Operators, and Potential Threats” section from the Preliminary ISS Assessment, modified if necessary as noted in the introductory paragraph to Section 2. 
2.4 Information Security Policies and Proactive Compliance
Instruction:
For completeness of the document, include the “Information Security Policies and Proactive Compliance” section from the Preliminary ISS Assessment, modified if necessary as noted in the introductory paragraph to Section 2.
3.0 investment initiative security categorization

Instruction: 

Use the introductory paragraph provided below. If <the investment initiative name> security categorization needs to be modified,  for instance due to splitting the acquisition into segments due to funding constraints or identification of new interfaces, state so in the introductory paragraph below, otherwise keep the paragraph as is.

This section is identical to Section 3 of <the investment initiative name> Preliminary ISS Assessment and is reproduced below in the interest of having all of the information for this assessment in one place.
3.1 Identification of Information Types
Instruction:

For completeness of the document, include the “Identification of Information Types” section from the Preliminary ISS Assessment, modified if necessary as noted in the introductory paragraph to Section 3.
3.1.1 Mission-Based Information Types
Instruction:

For completeness of the document, include the “Mission-Based Information Types” section from the Preliminary ISS Assessment, modified if necessary as noted in the introductory paragraph to Section 3. 
3.1.2     Management and Support Information Types
Instruction:

For completeness of the document, include the “Management and Support Information Types” section from the Preliminary ISS Assessment, modified if necessary as noted in the introductory paragraph to Section 3.
3.1.3    Other Information Types

Instruction:

For completeness of the document, include the “Other Information Types” section from the Preliminary ISS Assessment, modified if necessary as noted in the introductory paragraph to Section 3.
3.1.2 Records Management Office Input

Instruction:

For completeness of the document, include the “Records Management Office Input” section from the Preliminary ISS Assessment, modified if necessary as noted in the introductory paragraph to Section 3.
3.2 Initial Investment Initiative Security Category
Instruction:

For completeness of the document, include the “Initial Investment Initiative Security Category” section from the Preliminary ISS Assessment, modified if necessary as noted in the introductory paragraph to Section 3.
3.3 Investment Initiative Security Category

Instruction:

For completeness of the document, include the “Investment Initiative Security Category” section from the Preliminary ISS Assessment, modified if necessary as noted in the introductory paragraph to Section 3.
4.0 initial INFORMATION SYSTEM SECURITY REQUIREMENTS

Instruction:
Use the introductory paragraph provided below.
The <investment initiative name> initial ISS requirements are obtained by updating and extending the tailoring process started in the preliminary ISS requirements or controls
. 
4.1 Investment Initiative Security Category Impact Level and Baseline Security Control

Instruction:
For completeness of the document, include the “Investment Initiative Security Category Impact Level and Baseline Security Control” section from the Preliminary ISS Assessment, modified if necessary as noted in the introductory paragraph to Section 4.
4.2 Tailoring Completion of the Baseline Security Control

Instruction:

In preparing the final tailoring of information security controls, assessment preparers use existing tailored baselines developed by their Line of Business/Staff Office (LOB/SO), for example Air Traffic Organization (ATO) published (tailored) requirement matrices for National Airspace System (NAS) systems. Otherwise, the NIST Special Publication 800-53 provides tailoring guidance to obtain security controls that are specific to the investment initiative and that take into consideration the specific conditions of the agency and LOB security posture. The NIST SP 800-53 tailoring guidance includes the following six activities:

1. Identifying and designating common controls in initial security control baselines

2. Applying scoping considerations to the remaining baseline security controls

3. Selecting compensating security controls, if needed

4. Assigning specific values to organization-defined security control parameters via explicit assignment and selection statements

5. Supplementing baselines with additional security controls and control enhancements if there is reason to believe that <the investment initiative name> will be the target of threats not addressed by the security control baseline

6. Enhancing information security without changing control selection

The first and fifth activities were performed in the Preliminary ISS Assessment, but they can be updated with any new common enterprise security capabilities. Use the paragraph provided below.
For FAA and DOT policies relating to individual NIST SP 800-53 R4 controls, look for the ANG-B31 report: NIST SP 800-53 R4 Security Controls Analysis Report. Use the following paragraph.
The Preliminary ISS Assessment already provided requirements using the following two tailoring activities:

1. Identifying and designating common controls in the selected initial security control baseline

2. Supplementing baselines with additional security controls and control enhancements if there is reason to believe that <the investment initiative name> will be the target of threats not addressed by the security control baseline

This assessment updates the above tailoring activities with any new information and completes the generation of requirements using the remaining (four) tailoring activities. The resulting requirements are documented in Appendix C.
4.2.1 Controls Allocated to Enterprise ISS Capabilities (Common Controls)

Instruction:

Update the “Controls Allocated to Enterprise ISS Capabilities” section prepared in the Preliminary ISS Assessment with any new information, e.g., inauguration of new controls in an existing ISS enterprise capability or the inauguration of a new ISS enterprise capability.
4.2.2 Supplementary Controls 
Instruction:

Update the “Supplementary Controls” section prepared in the Preliminary ISS Assessment with any new information, e.g., new controls required due to the discovery of a new threat not included in the security controls baseline.
4.2.3 Applying Scoping Considerations

Instruction:

Eliminate unnecessary security controls from the security control baseline following NIST guidance.

NIST SP 800-53 R. 4 (Chapter 3, pp. 32-36):

The application of scoping considerations can eliminate unnecessary security controls from the initial security control baselines and help ensure the service organization selects only those controls needed to provide the appropriate level of protection for the prospective capability—protection based on the mission and business functions being supported by those systems and the environments in which the capability will operate.

For NAS systems, no additional scoping is required to the ATO NAS ISS requirement matrices. Questions or concerns must be presented to the ATO ISS Program Office with justification for the elimination of security controls.

The five ways to identify unnecessary controls and thus (scope them out) eliminate them are given in the following subsections. The baseline requirements for the investment initiative have been reviewed individually and scoped out according to these five ways when appropriate and documented in Appendix C.
4.2.3.1 Control Allocation and Placement Considerations

Instruction:
There are instances when a security control applies to a capability but it may not be needed in all its components. If the prospective capability is such a component, then such control may be scoped out. See NIST SP 800-53 R.4 page 32 for more details.
4.2.3.2 Operational/Environmental-Related Considerations
Instruction:

Several of the security controls in the baselines are based on the assumption of the existence of certain operational/environmental factors. Where these factors are absent or significantly diverge from baseline assumptions, it is justifiable to tailor the baseline. See examples in NIST SP 800-53 R.4 pages 33-34.
4.2.3.3 Security Objective-Related Considerations

Security controls that support only one or two of the confidentiality, integrity, or availability security objectives may be downgraded to the corresponding control in a lower baseline. For example, if an information system is categorized as moderate impact using the high-water mark concept because confidentiality and/or integrity are moderate but availability is low, there are several controls that only support the availability security objective. Those controls potentially could be downgraded to low baseline requirements—that is, it may be inappropriate to implement CP-2 (1) because the control enhancement supports only availability and is selected in the moderate baseline but not in the low baseline. The following security controls and control enhancements are potential candidates for downgrading:

- Confidentiality: AC-21, MA-3 (3), MP-3, MP-4, MP-5, MP-5 (4), MP-6 (1), MP-6 (2), PE-4, PE-5, SC-4, SC-8, SC-8 (1)

- Integrity: CM-5, CM-5 (1), CM-5 (3), SC-8, SC-8 (1), SI-7, SI-7 (1), SI-7 (5), SI-10

- Availability: CP-2 (1), CP-2 (2), CP-2 (3), CP-2 (4), CP-2 (5), CP-2 (8), CP-3 (1), CP-4 (1), CP-4 (2), CP-6, CP-6 (1), CP-6 (2), CP-6 (3), CP-7, CP-7 (1), CP-7 (2), CP-7 (3), CP-7 (4), CP-8, CP-8 (1), CP-8 (2), CP-8 (3), CP-8 (4), CP-9 (1), CP-9 (2), CP-9 (3), CP-9 (5), CP-10 (2), CP-10 (4), MA-6, PE-9, PE-10, PE-11, PE-11 (1), PE-13 (1), PE-13 (2), PE-13 (3), PE-15 (1)

4.2.3.4 Technology-Related Considerations

Security controls that refer to specific technologies (e.g., wireless, cryptography, public key infrastructure) are applicable only if those technologies are employed or are required to be employed within organizational information systems.

Security controls that can be explicitly or implicitly supported by automated mechanisms do not require the development of such mechanisms if the mechanisms do not already exist or are not readily available in commercial or government off-the-shelf products. If automated mechanisms are not readily available, cost-effective or technically feasible, compensating security controls, implemented through non-automated mechanisms or procedures, are used to satisfy specified security controls or control enhancements.

4.2.3.5 Mission Requirements-Related Considerations

Some security controls may not be applicable (or appropriate) if implementing those controls has the potential to degrade, debilitate, or otherwise hamper critical organizational missions and/or business functions. For example, if the mission requires that an uninterrupted display of mission-critical information be available at an operator console (e.g., air traffic controller console), the implementation of AC-11, Session Lock or SC-10, Network Disconnect may not be appropriate.

4.2.4 Selecting Compensating Controls If Needed

Instruction:

Following NIST SP 800-53 R.4 guidance (p. 36), select compensating controls if needed. Compensating controls are alternative security controls employed by organizations in lieu of specific controls in the low, moderate, or high baselines described in Appendix D. These controls provide equivalent or comparable protection for organizational information systems and the information processed, stored, or transmitted by those systems. This may occur, for example, when organizations are unable to effectively implement specific security controls in the baselines, or when due to the specific nature of the information systems or environments of operation (for example authentication of air traffic controllers at their control stations).
For NAS systems, additional guidance on compensating controls and tailoring for industrial control assets is located in the appropriate ATO NAS ISS requirements matrices. Use the following paragraph.
The preparers of this assessment have identified controls that cannot be effectively implemented due to the specific nature of the prospective capability, and they are documented in Appendix C alongside compensating controls.
4.2.5 Assigning Security Control Parameter Values

Instruction:

Following NIST SP 800-53 guidance (p. 36), assign security control parameter values: Security controls and control enhancements containing embedded parameters (i.e., assignment and selection statements) give organizations the flexibility to define certain portions of controls and enhancements to support specific organizational requirements. Use as much as possible parameter assignments from the Department of Transportation Cybersecurity Compendium.
For NAS systems, the baseline security control parameters are located in the appropriate ATO NAS ISS requirements matrices. Use the following paragraph.
In Appendix C, the parameter value assignments for security controls are provided in brackets for easy identification of the assignments.

4.2.6 Enhancing Information Security without Changing Control Selection

Instruction:

Enhance information security without changing the control selection (this means without using controls from the 800-53 controls catalog) if needed following NIST SP 800-53 guidance (p. 39): There may be situations in which organizations cannot apply sufficient security controls within their information systems to adequately reduce or mitigate risk (e.g., when using certain types of information technologies or employing certain computing paradigms). Restrictions on the use of information systems and specific information technologies may be, in some situations, the only practical or reasonable action organizations can take in order to have the capability to carry out assigned missions/business functions in the face of determined adversaries. A historical example was the use of data link messages in conjunction with air ground voice during the Controller Pilot Data Link Communications (CPDLC) trials in Miami airspace. 
The preparers of this assessment have identified baseline controls, which cannot be effectively implemented neither can they be compensated with other controls. Therefore, it will be necessary to impose restrictions to the prospective capability. Such controls are documented in Appendix C alongside restrictions on the use of the capability.

4.3 Information System Security Requirements for the iPRD

The information system security requirements developed following the process described in sections 4.2.1 through 4.2.6 constitute <the investment initiative name> initial ISS requirements. They are documented in Appendix C and will become part of the initial Program Requirement Document (iPRD).
5.0 FACTORS FOR ROUGH ISS COST ESTIMATE

Instruction: 

For completeness of the document, include Section 5 from the Preliminary ISS Assessment with any updates arising from new information. Use the introductory paragraph provided below. 
Although the factors and associated data for estimating the information security component of the rough cost estimate of each solution alternative are not part of the Preliminary ISS Assessment, they are a byproduct of the assessment. They are provided as input to the Initial Business Case. 

5.1 Investment Initiative Security Category

5.2 Single or Multiple Facility Deployment

5.3 Reliability, Maintainability and Availability Requirements

5.4 Prospective Capability Complexity

5.5 Custom-Made Components

5.6 Comparable Systems

5.7 Availability of Enterprise ISS Capabilities

5.8 Service

6.0 Factors for rough order of magnitude ISS Benefit estimate

Instruction: For completeness of the document, include Section 5 from the Preliminary ISS Assessment with any updates arising from new information. Use the introductory paragraph provided below.
This section provides the most relevant factors and associated quantitative data that may allow making an estimate of the annual savings accrued by avoiding service downtime due to staving off denial of service and integrity attacks. Assessment preparers will not assess safety benefits because this assessment does not address safety.
6.1 Service Volume

Instruction: 
Estimate the number of users, transactions, or operations that would be affected by outages of the prospective capability during a year.

Without security protections, the prospective capability may have to be interrupted <n> times during the year and in each episode would deny service to <n users/n transactions/ n operations>.

6.2 Service Dollar Value

Instruction: 
Estimate the dollar value of the service provided by the prospective capability during one hour of peak service.

The dollar value of one hour of the service provided by the prospective capability is <n dollars>.

APPENDIX A. GLOSSARY

Instruction: Assessment preparers may include in this appendix the glossary provided in Appendix 5 of the Information Security Guidance for System Acquisitions. Assessment preparers may also include in this glossary definitions of their own terms.
APPENDIX B. investment initiative SECURITY CATEGORY TABLE

APPENDIX C. Information System security requirements for <THE INVESTMENT INITIATIVE Name> initial program requirements document
APPENDIX D. ACronyms

Instruction: Assessment preparers may include in this appendix those acronyms provided in Appendix 6 of the Information Security Guidance for System Acquisitions used in this assessment report. Assessment preparers may also include in this appendix new acronyms used in this assessment report.















� The terms “controls” and “requirements” are used as equivalent terms because the NIST SP 800-53 controls can be re-stated as requirements as shown in the example below.


AC-7a 800-53 Control: The system enforces a limit [of 3 consecutive invalid logon attempts] by a user during a [10-minute period].


Control re-stated as a requirement: The system shall enforce a limit of 3 consecutive invalid logon attempts by a user during a 10-minute period.
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