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Use/relationship:
The Sub-System Hazard Analysis (SSHA) is described in detail in the Safety Risk Management Guidance for System Acquisitions (SRMGSA), Appendix F, Guidance for Conducting and Documenting a Sub-System Hazard Analysis.  Due to the complexity of the SSHA, the analysis is typically conducted by the system developer (Contractor).  The SSHA is performed in the early stages of the Solution Implementation phase
In short, the purpose of the SSHA is to perform a safety risk assessment of a system’s sub‑systems/components at a greater level than that provided in a Preliminary Hazard Analysis (see the SRMGSA, Appendix E).  The Contractor must perform an SSHA if a system under development contains sub-systems or components that, when integrated, function together in a system.  The Contractor must examine each sub-system or component (including the human component), identify hazards associated with normal and abnormal operations, and determine how operation or failure of components (or any other anomaly) adversely affects the overall safety of the system.  The SSHA must identify new hazards not identified in previous hazards analyses, identify hazard causes for existing and new hazards, and recommend safety requirements that eliminate hazards and/or reduce effects of hazards that cannot be eliminated. The Safety Order of Precedence must be used to support this process. 
The SSHA must assess subsystems and interfaces for safety hazards and causes. Based on that assessment, the SSHA must include recommended safety requirements that eliminate subsystem hazard causes and/or mitigate hazard effects. The output of the SSHA will be used to develop systems safety requirements and to assist in preparing performance and design specifications.  In addition, the SSHA may be a basic hazard analysis that establishes the framework for follow-on hazard analyses that may be performed.

This Data Item Description (DID) contains the format, content, and preparation instructions for the SSHA.  

This DID supersedes FAA-SSHA-001.

Requirements:

1. Reference Documents:
· ATO Safety Management System (SMS) Manual 

· SRMGSA
2. Format: The report must be prepared using the Safety Risk Management (SRM) document guidelines contained in the SMS Manual.
3. Content: The SSHA must be written in accordance with the requirements of the SMS Manual and the SRMGSA.  To help prepare the SSHA, the Contractor must convene an SRM panel (as described in the SMS Manual) that includes both Contractor personnel and government Subject Matter Experts (SMEs), particularly those with an operational perspective.  The Contractor must allow the government SMEs and Program Office to actively review and comment on the safety analysis documentation as it is being prepared and not just at its final delivery.  The Contractor must adjudicate and incorporate these comments as applicable into the safety analysis documentation as well as any other valid comments received from the government’s peer review process described in the SRMGSA before submitting the final document to the government.  

Table 1 is the basic Hazard Analysis Worksheet (HAW) that must be used to develop the SSHA.  The description of each identified hazard must contain, at a minimum, the information presented in Table 1.

Table 1: Components of a HAW

	Hazard Name
	Hazard Category
	Hazard Description
	Cause Category
	System State
	Controls

	Create a unique name for the hazard.
	Note the category of the hazard being assessed:

· Controller error

· Equipment (software or hardware) malfunction

· Pilot/operator error

· Runway/airport hazard

· Lack of communication

· Environmental factors

· Other (specify)
	A hazard is any real or potential condition that can cause injury, illness, or death to people; damage to or loss of a system, equipment, or property; or damage to the environment.  Specifically describe the hazard in a complete statement. 
	Causes are events that result in a hazard or failure.  Causes can occur by themselves or in combinations.  They may include, but not be limited to, human error, latent failure, active failure, design flaw, component failure, and software error.  Describe the primary cause category most closely related to one of these broad categories:

· Controller

· Pilot

· Technician 

· Equipment (software or hardware)

· Obstacle

· Airframe

· Environment 

· Other (specify)

Further describe the primary human cause using one or more of these sub-causes:

· Situational awareness

· Workload

· Complacency

· Compliance

· Understanding

· Experience

· Communications

· Distraction

· Fatigue

· Other (specify)
	System state is an expression of the various conditions, characterized by quantities or qualities, in which a system can exist (e.g., adverse weather and lighting conditions, such as day, dusk, and night).  The system state also includes the activity under which the harm may occur (e.g., storage, shipping, installation, testing, maintenance, replacement, decommissioning, or phase of flight).  A hazard assessment must consider all possibilities while allowing for all system states, especially when the end results lead to the application of different mitigations.  System state must be defined in accordance with the SMS Manual and using one or more of these broad categories:

· Weather constraints

· Traffic demand

· Runway/airport acceptance

· Route availability

· Airspace saturation

· Equipment malfunction/ failure

· Unconstrained

· Other (specify)
	Controls are the existing safeguards, safety features, protective devices, warnings, training, and procedures that control or eliminate safety risk.  A safety control is a requirement that exists currently in the FAA (e.g., a control that was previously defined in a prior analysis) that is validated or verified to mitigate or manage the safety risk of a hazard’s effect or occurrence.  Describe each control within one of these broad categories:

· Equipment design/function

· Regulatory requirement

· Policy/procedure

· Best Practice

· Work aid

· Other 

	Control Justification
	Effect Type
	Severity
	Severity Rationale
	Likelihood
	Likelihood Rationale

	Explain how the controls were validated and verified.
	An effect is the real or credible harmful outcome(s) that can be expected if the hazard occurs in the defined system state.  Describe the effect type within one of these broad categories:

· Proximity event

· Runway incursion

· Risk analysis event

· Reduction in safety margin

· Flight crew impact

· Discomfort/injury/ fatality to passengers

· Air Traffic Control workload

· Exceeding airframe parameters

· Other (specify)
	Severity is the measure of how bad the results of an event are predicted to be.  It is determined by the worst credible outcome.  Less severe effects may be considered analytically in addition to this, but at a minimum, the most severe effects are to be considered.  Determination of severity is independent of likelihood.  Using the risk matrix in the SMS Manual, assign the hazard effect a severity level from 1 to 5.
	Provide a descriptive rationale for the severity level assigned.
	Likelihood is an expression of how often an event is expected to occur.  Severity must be considered in the determination of likelihood.  Likelihood is determined by how often the resulting harm can be expected to occur at the worst credible severity.  When determining likelihood, the worst credible system states usually determine the worst credible severity.  Using the likelihood tables in the SMS Manual, assign the hazard a severity level from A to E.
	Provide a descriptive rationale for the likelihood level assigned.

	Initial Risk Level
	Recommended Safety Requirements
	Organization Responsible for Implementing Safety Requirements
	Predicted Residual Risk
	Safety Performance Targets

	Initial risk is the composite of the severity and likelihood of a hazard considering only verified controls and documented assumptions for a given system state.  It describes the safety risk at the preliminary or beginning stage of a proposed change, program, or assessment.  When assumptions are made, they must be documented as recommended controls.  Once the initial safety risk is established, it is not changed.  
	Safety requirements are planned or proposed means to reduce a hazard’s causes or effects..
	The organization’s name and the Point of Contact’s name and number must be listed.
	Predicted residual risk is the term used until the safety analysis is complete and all safety requirements have been verified.  It is based on the assumption that all safety requirements will be validated and verified.
	See the SMS Manual for information concerning safety performance targets.


4. End of FAA-SSHA-002.
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