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General Template Guidance 

This template is Appendix 4 of the Information Security Guidance for System Acquisitions (ISGSA) and has been designed to be used in conjunction with the ISGSA for conducting the final information system security assessment in support of the Acquisition Management System (AMS) final investment analysis.
This template does not include Sensitive Unclassified Information (SUI), however, the assessment report based on this template will contain threat information of a prospective capability and may lead to threat information of a prospective system. Therefore, preparers of the assessment report must determine if the report needs to be marked as SUI in accordance with the most up-to-date FAA Order 1600.75 “Protecting SUI” and in consultation with the sponsoring organization Security Servicing Element (SSE), if necessary.

Instructions for filling the template
This template uses the following conventions:

1. Text in sharp brackets < > is to be replaced with investment initiative specific information.

2. Plain text is actual assessment text that should be used as is.

3. Technical terms within the assessment will be italicized and bold-faced to indicate the term is defined in the glossary (Appendix A).

4. Text enclosed in square brackets [ ] denotes editorial notes and must be deleted from the assessment report.

5. Text in italics that is preceded by the tag “Instruction:” is instructional information and will not be part of the assessment report.
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1.0 introduction 
Instruction:

Use the introductory paragraph provided below.
The contents of this assessment are identical to the <the investment initiative name> Initial ISS Assessment except for an update to Section 4 based on the response to a market capability survey. Sections other than Section 4 are reproduced from the Initial ISS Assessment report for sake of completeness.
2.0 PROSPECTIVE CAPABILITY description 
Instruction: 
For completeness of the document, carry over in its entirety Section 2 from the Initial ISS Assessment.
2.1 Prospective Capability Purpose
2.2 Service Environment
2.3 Users, Operators, and Potential Threats
2.4 Information Security Policies and Proactive Compliance
3.0 investment initiative security categorization
Instruction: 
For completeness of the document, carry over in its entirety Section 3 from the Initial ISS Assessment.
3.1 Identification of Information Types
3.1.1 Mission-Based Information Types
3.1.2 
Management and Support Information Types
3.1.3 
Other Information Types

3.1.2 Records Management Office Input
3.2 Initial Investment Initiative Security Category
3.3 Investment Initiative Security Category
4.0 FINAL INFORMATION SYSTEM SECURITY REQUIREMENTS

Instruction:
Use the introductory paragraph provided below.
The <investment capability name> final ISS requirements are obtained by updating the < investment capability name> initial ISS requirements based on responses to the request for offers from potential solution providers (market capability survey response). By and large, these updates entail particular requirements that vendors’ responses show are too difficult to achieve or otherwise unfeasible, so they may need to be relaxed and compensated with controls in Section 4.2.4 or Section 4.2.6. 
4.1 Investment Initiative Security Category Impact Level and Baseline Security Control

Instruction:
For completeness of the document, include the “Information System Impact Level and Baseline Security Control” section from the Initial ISS Assessment.
4.2 Tailoring Completion of the Baseline Security Control

Instruction:
For completeness of the document, include the “Tailoring Completion of the Baseline Security Control” section from the Initial ISS Assessment.
4.2.1 Controls Allocated to Enterprise ISS Capabilities (Common Controls)

Instruction:
For completeness of the document, include the “Controls Allocated to Enterprise ISS Capabilities (Common Controls)” section from the Initial ISS Assessment.
4.2.2 Supplementary Controls 
Instruction:

Identify which supplementary requirements are too difficult to achieve or otherwise unfeasible according to vendor responses to the request for offers, and thus need to be relaxed or compensated with controls in Section 4.2.4 or Section 4.2.6.
4.2.3 Applying Scoping Considerations

Instruction:

For completeness of the document, include the list of controls that were scoped out in the Initial ISS Assessment. No further scoping out of requirements is expected at this point.
For National Airspace System (NAS) systems, any requirements identified for scoping out must be presented to the Air Traffic Organization (ATO) ISS Program Office with justification.

4.2.4 Selecting Compensating Controls If Needed

Instruction:

Find and select controls that may be used to compensate controls relaxed in sections 4.2.1, 4.2.2 and 4.2.5.
4.2.5 Assigning Security Control Parameter Values

Instruction:

Identify which requirements developed according to Section 4.2.5 of the Initial ISS Assessment are too difficult to achieve or otherwise unfeasible according to the market capability survey, and thus need to be relaxed and compensated with controls in Section 4.2.4 or in Section 4.2.6.
For NAS systems, the baseline security control parameters are located in the appropriate ATO NAS ISS requirements matrices. If the requirements need to be relaxed, justification must be presented to the ATO ISS Program Office.

4.2.6 Enhancing Information Security without Changing Control Selection
Instruction:
Identify acceptable restrictions or use strategies for compensating controls relaxed in sections 4.2.1, 4.2.2 and 4.2.5.
4.3 Information System Security Requirements for the fPRD

The information system security requirements developed following the process described in sections 4.2.1 through 4.2.6 constitute <the investment initiative name> final ISS requirements. They are documented in Appendix C and will become part of the final Program Requirement Document (fPRD).
5.0 FACTORS FOR ROUGH ISS COST ESTIMATE

Instruction: 
For completeness of the document, carry over in its entirety Section 5 from the Initial ISS Assessment.
5.1 Investment Initiative Security Category

5.2 Single or Multiple Facility Deployment

5.3 Reliability, Maintainability, and Availability Requirements

5.4 Prospective Capability Complexity

5.5 Custom-Made Components

5.6 Comparable Systems

5.7 Availability of Enterprise ISS Capabilities

5.8 Service
6.0 Factors for rough ISS Benefit estimate
Instruction: 
For completeness of the document, carry over in its entirety Section 6 from the Initial ISS Assessment, modified if necessary as noted in the introductory paragraph to Section 1.
6.1 Service Volume
6.2 Service Dollar Value
APPENDIX A. GLOSSARY 

Instruction: 
Assessment preparers may include in this appendix the glossary provided in Appendix 5 of the Information Security Guidance for System Acquisitions. Assessment preparers may also include in this glossary definitions of their own terms.
APPENDIX B. INVESTMENT INITIATIVE SECURITY CATEGORY TABLE

APPENDIX C. Information System security requirements for <the INVESTMENT INITIATIVE Name> final program requirements document
APPENDIX D. ACROnyms

Instruction: Assessment preparers may include in this appendix the acronyms used in this report provided in Appendix 6 of the Information Security Guidance for System Acquisitions. Assessment preparers may also include in this appendix new acronyms used in this report.
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