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3.13-16 Records Management (January 2020)

(a) Definitions.
Federal record as defined in 44 U.S.C. § 3301, means all recorded information, regardless of form or characteristics, made or received by a Federal agency under Federal law or in connection with the transaction of public business and preserved or appropriate for preservation by that agency or its legitimate successor as evidence of the organization, functions, policies, decisions, procedures, operations, or other activities of the United States Government or because of the informational value of data in them. The term Federal record:
(1) Includes all FAA records. 
(2) Does not include personal materials.
(3) Applies to records created, received, or maintained by Contractors pursuant to a FAA contract.
(4) May include deliverables and documentation associated with deliverables.
(b) Requirements.
(1) Compliance. The contractor must comply with all applicable records management laws and regulations, as well as National Archives and Records Administration (NARA) records policies, including but not limited to the Federal Records Act (44 U.S.C. chapters 21, 29, 31, 33), NARA regulations at 36 CFR Chapter XII Subchapter B, and those policies associated with the safeguarding of records covered by Privacy Act of 1974 (5 U.S.C. 552a), to the extent that the Privacy Act applies to any records maintained by the Contractor. These policies include the preservation of all Federal records, regardless of form or characteristics, mode of transmission, or state of completion. 
(2) Applicability. All data created for Government use and delivered to, or falling under, the legal control of the Government, are Federal records subject to the provisions of 44 U.S.C. chapters 21, 29, 31, and 33. Such Federal records must be managed and scheduled for disposition only as permitted by the Federal Records Act, relevant statute or regulation, and FAA Order 1350.14 “Records Management” at https://www.faa.gov/documentLibrary/media/Order/FAA_1350.14B.pdf.  
(3) Records maintenance. While in Contractor’s custody, the Contractor is responsible for preventing the alienation or unauthorized destruction of FAA records, including all forms of mutilation. Records may not be removed from the legal custody of FAA or destroyed except in accordance with the provisions of the agency records schedules and with the written concurrence of the FAA Agency Records Officer (ARO) (or the ARO’s designate) and Contracting Officer, as appropriate. Willful and unlawful destruction, damage or alienation of Federal records is subject to the fines and penalties imposed by 18 U.S.C. 2701. In the event of any unlawful or accidental removal, defacing, alteration, or destruction of records, the Contractor must report the event to the Contracting Officer in accordance with 36 CFR 1230, Unlawful or Accidental Removal, Defacing, Alteration, or Destruction of Records, for reporting to NARA by FAA Records Management. Electronic records and associated metadata must be accompanied by sufficient technical documentation to permit understanding and use of the records and data.
(4) Unauthorized disclosure. The Contractor must notify the Contracting Officer within 2 (two) hours of discovery of any inadvertent or unauthorized disclosures of information, data, documentary materials, records or equipment. Disclosure of non-public information is limited to authorized personnel with a need-to-know as described in the contract. The Contractor must ensure that the appropriate personnel, administrative, technical, and physical safeguards are established to ensure the security and confidentiality of this information, data, documentary material, records and/or equipment is properly protected. The Contractor must not remove material from Government facilities or systems, or facilities or systems operated or maintained on the Government’s behalf, without the express written permission of the FAA ARO (or the ARO’s designate) and the Contracting Officer. Destruction of records is expressly prohibited unless in accordance with the contract.
(c) Records management contracts – where the contractor is required to design, develop, and/or operate a system of records, the following additional requirements apply:  
During the contract, the FAA ARO (or ARO’s designate) has the right to inspect where the records are stored (digitally or paper records) in order to ensure they are properly protected from the elements and/or loss.  This inspection must be coordinated through the Contracting Officer or the Contracting Officer’s Representative.  The contractor must be provided 30 calendar days’ notice of such inspections.  This clause may be tailored to provide for a different notice period.  Additional details regarding such inspections consistent with this clause may be specified in the Statement of Work.
For contracts where the contractor is responsible for managing FAA records, when the records are no longer required or at the completion of the contract, the records must be returned to FAA control.  Items returned to the FAA must be hand carried, mailed, or securely electronically transmitted to the Contracting Officer or address indicated in the contract.
(d) Non-public information. The Contractor must not create or maintain any records containing any non-public FAA information that are not specifically tied to or authorized by the contract. 
(e) Ownership. Consistent with all applicable data rights clauses in this contract, the FAA is the sole owner of the rights to all data and records produced as part of this contract.  All deliverables under the contract are the property of the U.S. Government for which FAA will have unlimited rights to use, dispose of, or disclose such data contained therein as it determines to be in the public interest. Any Contractor rights in the data or deliverables must be identified as required by applicable data rights clauses in this contract.
[bookmark: _Hlk517332710](f) Notification of third party access requests. The Contractor must notify the Contracting Officer promptly of any requests from a third party for access to Federal records, including any warrants, seizures, or subpoenas it receives, including those from another Federal, State, or local agency. The Contractor must cooperate with the Contracting Officer to take all measures to protect Federal records, from any unauthorized disclosure.
(g)Training. All Contractor employees assigned to this contract who create, work with, or otherwise handle records are required to take FAA-provided records management training upon starting under the contract and annually thereafter as per the FAA Electronic Learning Management System (eLMS). If the contractor does not have access to eLMS, the contractor is to contact the Contracting Officer or Contracting Officer’s Representative (COR) who will advise the ARO who will in turn make arrangements to ensure the contractor has access.  The Contractor is responsible for confirming to the Contracting Officer in an annual report due by September 30 of each year under the contract that training, including initial training and annual refresher training, has been completed in accordance with agency policies. This annual report must list the employee names and dates of initial or annual refresher training.
(h) Agency Records Officer (ARO) – regarding clause provisions above that cite the ARO or designate, information as to the name of the ARO or the ARO designate for particular locations outside FAA Headquarters may be obtained from the FAA Records and Information Management Team (RIM) at 9-faa-records-management-program@faa.gov.
(i) Subcontractor flowdown requirements. The Contractor must incorporate the substance of this clause, its terms and requirements including this paragraph (i), in all subcontracts under this contract.
(End of clause)
PRESCRIPTION:  Required in all SIRs and contracts.  For additional requirements specific only to records management contracts, see section (c).  Existing contracts that (1) exercise an option extending the period of performance; (2) are extended via a bilateral modification (unless the extension is a limited short-term extension) ; or (3) are modified to add work outside the scope of the existing contract must be modified bilaterally to add this clause.
