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	 3.1.9-1
	Electronic Commerce and Signature
	Jul 2007
	(a) The Electronic Signatures in Global and National Commerce Act (E-SIGN) establishes a legal equivalence between i. Contracts written on paper and contracts in electronic form; ii. Pen-and-ink signatures and electronic signatures; and iii. Other legally-required written records and the same information in electronic form.(b) With the submission of an offer, the offeror acknowledges and accepts the utilization of electronic commerce as part of the requirements of this solicitation and the resultant contract.(c) With the submission of an offer, the offeror understands the means of electronic commerce authorized under this contract are [CO should list acceptable means of electronic commerce to include electronic mail, electronic bulletin boards, etc.].(d) With the submission of an offer, the contractor understands that the portions of the contract authorized for the usage of electronic commerce are [CO should list the portions of the contract authorized for electronic commerce to include areas such as official correspondence, contract modifications, or all contract actions].(e) The use of electronic signature technology [CO to enter is or is not] authorized under this solicitation and the resulting contract.  Contractors may use the following means of electronic signature technology [CO to enter the means of electronic signature technology authorized to include PIN numbers or passwords, digital signatures, smart cards, etc].(f) To ensure the authenticity, integrity, and reliability of the documents and data in the authorized system, the contractor will ensure that only authorized personnel have access and that applicable security standards are fully followed and upheld.  A listing of personnel authorized to have access will be provided to the Contracting Officer (CO) within 15 calendar days from the date of award, and an updated listing will be forwarded to the CO whenever a change in authorized personnel has occurred.(End of Clause)
	Must be used in all SIRS and contracts that allow for electronic commerce and signatures. CO to insert data.
	H
	Full Text
	Clause Added/ 

Prescription Added

	 3.1.9-1
	Electronic Commerce and Signature
	Jul 2013
	(a) The Electronic Signatures in Global and National Commerce Act (E-SIGN) establishes a legal equivalence between:(1) Contracts written on paper and contracts in electronic form;(2) Pen-and-ink signatures and electronic signatures; and(3) Other legally-required written records and the same information in electronic form.(b) With the submission of an offer, the offeror acknowledges and accepts the utilization of electronic commerce as part of the requirements of this solicitation and the resultant contract.(c) Certain documents may need to be provided or maintained in original form, such as large scale drawings impractical to convert to electronic format or a document with a raised seal signifying authenticity.  This clause does not change or affect any other requirements that a document must be in paper format to satisfy legal requirements such as for certain real estate transactions. (d) The use of electronic signature technology is authorized under this solicitation and the resulting contract.  Contractors may use the following means of electronic signature technology [CO to enter the means of electronic signature technology authorized to include PIN numbers or passwords, digital signatures, smart cards, etc].(End of Clause)
	Must be used in all SIRS and contracts.
	H
	Full Text
	Clause Revised/ 

Prescription Revised

	 3.1.9-1
	Electronic Commerce and Signature
	Jul 2018
	(a) The Electronic Signatures in Global and National Commerce Act (E-SIGN) establishes a legal equivalence between:(1) Contracts written on paper and contracts in electronic form;(2) Pen-and-ink signatures and electronic signatures; and(3) Other legally-required written records and the same information in electronic form.(b) With the submission of an offer, the offeror acknowledges and accepts the utilization of electronic commerce as part of the requirements of this solicitation and the resultant contract.(c) Certain documents may need to be provided or maintained in original form, such as large scale drawings impractical to convert to electronic format or a document with a raised seal signifying authenticity.  This clause does not change or affect any other requirements that a document must be in paper format to satisfy legal requirements such as for certain real estate transactions. (d) The use of electronic signature technology is authorized under this solicitation and the resulting contract.  (e) Contractors must not digitally sign any documents with software that uses the Secure Hash Algorithm 1 (SHA-1).  All digitally signed documents and contracts sent to the FAA must use a SHA-256 or higher hash algorithm.  This is based on the National Institute of Standards and Technology (NIST) Policy Statement on Hash Functions dated August 5, 2015.  Further guidance on the use of SHA-256 is in NIST Special Publication (SP) 800-57 Part 1, section 5.6.2 as amended and SP 800-131A, Revision 1 dated November 6, 2015.  Additional guidance on the use of SHA-3 is in NIST SP 800-185 as amended.(f) Contractors do not have to update documents previously digitally signed using SHA-1 hash algorithms unless the document requires updating.  The FAA and contractors may continue to use SHA-1 for the following applications: Verifying old digital signatures and time stamps, generating and verifying hash-based message authentication codes (HMACs), key derivation functions (KDFs), and random bit/number generation.(End of Clause)
	Must be used in all SIRS and contracts.
	H
	Full Text
	Clause Revised

	 3.1.9-1
	Electronic Commerce and Signature
	Jul 2020
	(a) The Electronic Signatures in Global and National Commerce Act (E-SIGN) establishes a legal equivalence between:

(1) Contracts written on paper and contracts in electronic form;

(2) Pen-and-ink signatures and electronic signatures; and

(3) Other legally-required written records and the same information in electronic form.

(b) With the submission of an offer, the offeror acknowledges and accepts the utilization of electronic commerce as part of the requirements of this solicitation and the resultant contract.

(c) Certain documents may need to be provided or maintained in original form, such as large-scale drawings impractical to convert to electronic format or a document with a raised seal signifying authenticity.  This clause does not change or affect any other requirements that a document must be in paper format to satisfy legal requirements such as for certain real estate transactions. 

(d) The use of electronic signature technology is authorized under this solicitation and the resulting contract.  

(e) Contractors must not digitally sign any documents with software that uses the Secure Hash Algorithm 1 (SHA-1).  All digitally signed documents and contracts sent to the FAA must use a SHA-256 or higher hash algorithm.  This is based on the National Institute of Standards and Technology (NIST) Policy Statement on Hash Functions dated August 5, 2015.  Further guidance on the use of SHA-256 is in NIST Special Publication (SP) 800-57 Part 1, section 5.6.2 as amended and SP 800-131A, Revision 1 dated November 6, 2015.  Additional guidance on the use of SHA-3 is in NIST SP 800-185 as amended.

(f) Contractors do not have to update documents previously digitally signed using SHA-1 hash algorithms unless the document requires updating.  The FAA and contractors may continue to use SHA-1 for the following applications: Verifying old digital signatures and time stamps, generating and verifying hash-based message authentication codes (HMACs), key derivation functions (KDFs), and random bit/number generation.

(End of Clause)


	Must be used in all SIRs and contracts
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