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	6.9.4
	Access to FAA Systems and Government-Issued Keys, Personal Identity Verification (PIV) Cards, and Vehicle Decals
	09/2020
	A. It may become necessary for the Government to grant access to FAA systems or issue Government property or sensitive information to Lessor's employees. Prior to or upon completion or termination of the work required hereunder, the Lessor must return all such Government property and sensitive information and submit a request to terminate all user accounts on applicable FAA systems to the issuing office with notification to the RECO. When Lessor's employees who have been issued such items are terminated or no longer required to perform the work, the Government-issued items must be returned to the Government and a request submitted for the termination of FAA system access within three (3) business days after termination of the employee. Improper use, possession or alteration of FAA issued keys, PIV Cards and/or vehicle decals is subject to penalties under Title 18, USC 499, 506, 701, and 1030.
B. In the event such Government property or sensitive information are lost, stolen, or not returned, the Lessor understands and agrees that the Government may, in addition to any other withholding provision of the lease, withhold the value of the asset for each item of Government property or sensitive information not returned. If the Government Property or sensitive information are not returned within thirty (30) calendar days from the date the withholding action was initiated, any amount so withheld is forfeited by the Lessor.  Regarding FAA Personally Identifiable Information (PII) contained within portable devices that are lost, stolen, or not returned, the Lessor must additionally report such a loss, theft, or non-return within one (1) hour to the FAA Security Operation Center (phone 1(866)580-1852 (Option 1) or email 9-AWA-SOC@faa.gov).
C. Access to aircraft ramp/hangar areas is authorized only to those persons displaying a flight line identification card and for vehicles, with a current ramp permit issued pursuant to Title 49, Part 1542, Code of Federal Regulations.
D. The Government retains the right to inspect inventory, or audit Government property or sensitive information issued to the Lessor in connection with the lease and do so at the convenience of the Government. Any items not accounted for, to the satisfaction of the Government will be assumed to be lost and the provisions of section B apply.
E. All Government property must be approved by the facility manager who will require the Lessor employee to sign a receipt for each item.  Lost or stolen Government property or sensitive information must immediately be reported concurrently to the facility manager and the FAA SOC at the telephone number and email address listed under section B above. 
F. Each Lessor employee, during all times of on-site performance onboard a facility, must prominently display his/her current and valid FAA Personal Identity Verification (PIV) card on the front portion of his/her body between the neck and waist. Each FAA PIV card holder must not affix pins, stickers, or other items to the card.
G. Prior to any Lessor's employee obtaining a FAA PIV Card or other Government property, IAW FAA Order 1600.78 the Lessor is required to:
a. Enter data for each employee into the VAP as described in AMS clause 6.9.3, Lessor Personnel Suitability Requirements. 
b. The Office of Personnel Security (AXP) will determine whether final suitability can be granted due to:
i. Existence of a previous investigation that meets reciprocity requirements, or:
ii. Initiate the Lessor's applicant into the Electronic Questionnaires for Investigations Processing (eQIP) system so that the applicant can complete the investigative forms. 
c. Interim suitability cannot be granted until the eQIP form is completed, and fingerprints and signature pages are submitted to the AXP. 
d. Authorization for the Lessor employee to begin work will be an Interim or Final Suitability notification from AXP. 
H. To obtain the PIV card, IAW FAA Order 1600.78 Lessor's employee must:
1. Submit an identification Card/Credential Application (DOT 1681) using the automated system located at https://idms.faa.gov/1681.  The application must be approved by the RECO.  
2. The Lessor’s employee will be notified when the identification card application has been approved and is ready for processing by the FAA Identification Card issuer (e.g., PIV Administrator).
3. c. The Lessor must contact the AXP to obtain the procedures for obtaining their PIV Card.
I. The Lessor is responsible for ensuring final off-boarding is accomplished for all departing employees. This includes termination, resignation, retirement, death, change of employment status (i.e., transferring from a Lessor employee to a FAA employee), transfer to another FAA lease, and  extended leave of absence.  The Lessor may appoint an off-boarding coordinator oversee the off-boarding process.
a. For each departing employee having access to FAA facilities and/or Information Technology (IT) systems, the Lessor employee must submit a completely filled out and signed "FAA Contractor Employee Off-Boarding Checklist" (located in FAA Procurement Forms) to the Facility Manager no later than thirty (30) calendar days after the employee's departure.  The Lessor must ensure that the Checklist confirms that all applicable Government property and sensitive information (including Classified National Security Information (CNSI)) has been collected and access to all FAA assets has been terminated.

b. When the Lessor is not collocated or within local driving distance of the responsible AXP office, the Lessor must collect the Personal Identity Verification (PIV) Card and any other tokens and provide to the Facility Manager within one (1) business day of receiving the Card/tokens from the departing employee.

c. In event that the Lessor employee departs without completing the Checklist, the Lessor is responsible for completing and submitting the Checklist on the employee's behalf. 

d. The VAP must be updated within twenty-four (24) hours for the departing employee.

e. The Lessor must also comply with any local Employee Off-Boarding Checklists in use at FAA Facilities.
	This clause is required in all standard space leases where the Lessor’s employees, agents, subcontractors, or consultants are required to have access to FAA systems or facilities. Any changes should be approved by SSE.
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