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The Federal Aviation Administration (FAA) has seen a significant increase in phishing emails that are spoofing the official government email addresses of various FAA acquisition officials.  These fraudulent emails appear to be official FAA Request for Quotations (RFQs) or solicitations that refer to fraudulent requirements where it appears as if the FAA is requesting pricing and delivery of various supplies   These FAA acquisition officials (e.g. Nathan Tash) have subsequently received numerous questions and proposals from contractors regarding these fraudulent requirements.  In some cases, Contractors have delivered supplies they thought were ordered by the FAA to a fictitious FAA facility address and incurred financial loss as a result.
THESE ARE FRAUDULENT REQUESTS – DO NOT RESPOND
Except in certain circumstances (i.e., task order proposal requests to vendors under existing contracts), FAA contracting offices do not normally send out email Requests for Information (RFI) or Requests for Offer (RFO).  FAA uses existing government-wide secured websites such as the Contract Opportunities module in Beta.SAM.Gov to publicize FAA contracting opportunities.  If you receive an email from a FAA sender that is not from a sender you recognize and/or does not seem legitimate to you, DO NOT click on any links or open any documents/attachments.
"Phishing" is the most common type of cyber-attack that affects organizations. Phishing attacks can take many forms, but they all share a common goal to fraudulently get individuals and business owners to share sensitive information such as login credentials, credit card information, or bank account details.
“Spoofing” is the act of disguising a communication from an unknown source as a known, trusted source.
If you feel that you have been victimized and/or injured by a third party phishing attempt, you are encouraged to contact your local law enforcement.  Additionally, you should consider utilizing the Federal Bureau of Investigation’s Internet Crime Complaint Center (IC3), https://www.ic3.gov/default.aspx , to file a complaint regarding spoofed emails, similar domain names, and email intrusions.
If you have questions about an FAA request regarding a procurement, please contact Jeff Baker, Acquisition Policy and Oversight at 202-267-3781 or jeffrey.baker@faa.gov .

